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Abstract
Parallel computing on clusters of workstations and personal 
computers has very high potential. In fact, recently, a MPI has been 
proposed as an industrial standard for writing portable message 
passing parallel programs.  We focus on MPI as it is one of the 
most popular communication protocols for parallel computing 
on clusters. Since this communication run on public networks, 
security sensitive became a primary concern. To tackle this security 
issue, we develop a method DSHA – Digital Signature Hashing 
Algorithm for Message Passing Interface (MPI) implementation 
to preserve confidentiality of messages communicated among 
nodes of clusters. 
Here we integrated DSHA algorithms into the MPICH2 library 
with the standard MPI interface. MPI-application programmers can 
fully configure any confidentiality services in MPICHI2, because 
a secured configuration file in DSHA offers the programmers 
flexibility in choosing any cryptographic schemes and keys 
seamlessly. Our experiments show that overhead incurred by the 
confidentiality services in DSHA is marginal for messages. It 
also shows that security overhead can be significantly reduced 
in DSHA by high-performance clusters.
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I. Introduction
Emerging applications like electronic commerce and secure 
communications over open networks have made clear the 
fundamental role of public key cryptosystem as unique security 
solutions. A Digital Signature is an important type of authentication 
in a public-key cryptographic system and it is in wide use. A digital 
signature is a checksum which depends on the time period during 
which it was produced. It depends on all bits of a transmitted 
message and also on a secret key but which can be checked without 
knowledge of the secret key. A digital signature is computed using 
a set of rules and a set of parameters such that the identity of the 
signatory and integrity of the data can be verified. Cryptographers 
have been studying electronic signature technologies for decades 
since the discovery of one-way functions. Several electronic 
signature schemes are proved to be secure under some complexity 
theoretical assumptions. 
In this paper we proposed a digital signature algorithm in which 
the new hash function generates dynamic and smaller size of 
bytes and a simple and fast generating digital signature which 
will append at the end of message. 
In unclustered networks, the data encryption for large scale 
distributed clusters becomes a non trivial and challenging problem, 
due to the open accessible nature of the internet. Information 
processed in a distributed cluster is shared among a group of 
distributed processes or users by virtue of Message Passing 
protocols (e.g. Message Passing Interface -MPI) running on 
the internet. To preserve the data confidentiality, the encryption 
algorithm can be integrated into the MPICH2 library.
Due to the fast development of the internet, an increasing number of 
universities and companies are connecting their cluster computing 
systems to public networks to provide high accessibility. Those 

clusters linking to the internet can be accessed by anyone from 
anywhere. For example, computing nodes in a distributed cluster 
system proposed by Sun Microsystems are geographically 
deployed in various computing sites. Information processed in a 
distributed cluster is shared among a cluster of distributed tasks 
or users by the virtue of message passing protocols (e.g., message 
passing interface—MPI) or confidential data transmitted to and 
from cluster computing nodes.
When two entities are communicating with each other, and they do 
not want a third party to listen to their communication, then they 
want to pass on their message in such a way that nobody else could 
understand their message. This is known as communicating in a 
secure manner or secure communication. Fig 1 illustrates about 
the secure communication among distributed clusters.

Fig. 1: MPI Communication That Includes All of the MPI Processes 
With Secure Algorithms

Preserving data confidentiality in a message passing environment 
over an untrusted network is critical for a wide spectrum of 
security-aware MPI applications, because unauthorized access 
to the security-sensitive messages by untrusted processes can 
lead to serious security breaches. Hence, it is imperative to 
protect confidentiality of messages exchanged among a group of 
trusted processes. It is a nontrivial and challenging problem to 
offer confidentiality services for large-scale distributed clusters, 
because there is an open accessible nature of the open networks. 
To address this issue, we enhanced the security of the MPI protocol 
by encrypting and decrypting messages sent and received among 
computing nodes. 

II. Related Work
MPICH: MPICH is the most widely used implementation of the 
MPI standard. Its architecture features a layered design, in which 
higher-level MPI communication constructs such as collective 
operations, communicators, and topologies are implemented in 
terms of basic communication operations provided by an “abstract 
device”.  Various such devices have been designed, enabling 
high-performance implementations of MPICH on a variety of 
platforms. We exploit this device architecture in our work that 
supports the use of multiple low-level communication methods 
in heterogeneous wide area environments.
MPICH2 : The early MPICH version supports the MPI-1 standard. 
MPICH2—a successor of MPICH—not only provides support for 
the MPI-1 standard, but also facilitates the new MPI-2 standard, 
which specifies functionalities like one-sided communication, 
dynamic process management, and MPI I/O. Compared with the 
implementation of MPICH, MPICH2 was completely redesigned 
and developed to achieve high performance, maximum flexibility, 
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and good portability. 

Fig. 2: Hierarchical Structure of MPICH2

Fig. shows the hierarchical structure of the MPICH2 implementation, 
where there are four distinct layers of interfaces to make the 
MPICH2 design portable and flexible. The four layers, from top 
to bottom, are the message passing interface 2 (MPI-2), the abstract 
device interface (ADI3), the CH3, and the low-level interface. 
ADI3—the third generation of the abstract device interface— in 
the hierarchical structure allows MPICH2 to be easily ported from 
one platform to another. Since it is nontrivial to implement ADI3 
as a full-featured abstract device interface with many functions, 
the CH3 layer simply implements a dozen functions in ADI3. 
To address the issues of message snooping in the message passing 
environments on clusters, we seek to implement a standard MPI 
mechanism with confidentiality services to counter snooping 
threats in MPI programs running on a cluster connected an 
unsecured network. More specifically, we aim to implement 
cryptographic algorithms in the TCP socket channel in the CH3 
layer of MPICH2 .

Fig. 3: Message Passing Implementation Structure in MPICH2

Due to an increasing number of commodity clusters connected 
to each other by public networks, the encrypting and decrypting 
messages sent and received among computing nodes are not 
efficient and the data confidentiality is not readily preserved. So 
to implement secure applications, the programmers may rely on 
external libraries. There is a minimal changes to the interface 
to write the secure MPI applications and the calculation time 
and memory needs for larger key sizes are more in the popular 
asymmetric cryptosystems like RSA.

III. Analysis
In digital signature algorithms the abstract of message is extracted 
by use of some complex hash algorithms. Hashing algorithms 
should be dependent of all message and their positions. Then 
abstract is encrypted by private key and appended to end of 
message. At the other side, the receiver again extracts an abstract 
of message by use of sender hashing algorithm. Receiver compares 
his abstract with abstract of message, which is decrypted with 
public key of receiver. If it does not match, the message is changes 
by some one. 

Fig. 3: Summery of a Digital Signature.

We do the operation on block of message. Each byte is read 
from file and does OR functions. Then we put the result into 
the variable character. After the processing of first message, we 
multiply all of the result ORed and keep them in a variable. We use 
the highest message bits of the multiplication of the result. After 
that there will be processed with the same operation. It doesn’t 
matter if size of the message is not multiple of desired bytes of 
message is summarized into hashed message. By this step we use 
hash algorithm to generate an abstract of the message which is 
dependent on all of the message and their positions.
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Fig. 4: Summarizes the Hash Algorithm 

Next step in our algorithm is encryption of the abstract of the 
message with private key of the sender. A private key is used for 
encryption. We have two arrays of characters, one is the key named 
Key and other is hashed message H[0...n] . In encoding operation, 
the hashed message H[0] will be XOR with the key ( Key[0] ) 
and will be kept in the key ( Key[0] ). Then again the H[0] will be 
XORed with Key[1] and result will be replaced with Key [1].  At 
the receiver side, the message and hashed one will be separated. 
At first we generate a hashed form the received message and at 
the other side we decrypt the sign by the receiver’s public key. 
So here a comparison of hashed message and decrypted sign can 
show whether any changes has been done on the original message 
or not. By this comparison we can specify any attack.

IV. Proposed System
A digital Signature is one of the method of encryption used to 
provide authentication. The main intent of the digital signature is to 
protect the message (or) data from modification. Digital Signature 
has gained much popularity in the world of network Security. 
In addition to a digital Signature, it is a kind of asymmetric 
cryptography used to encourage the security properties of a hand 
written signature on paper. Basically, digital signature scheme 
provides two algorithms, one algorithm is for signing which 
requires the user’s secret (or) private key (or) other algorithm is 
for verifying signature which requires the user’s public-key.
The result of the signature  process is called the digital signature. 
Assume that there are two user’s say A and B suppose ‘A’ wants 
to send a message to ‘B’ that’s why ‘A’ uses its private key that 
he has previously obtained from public  private key authority 
to encrypt the checksum the encrypted message become the A’s 
digital signature of the message. The checksum and the message 
is them send to receiver. 
At the other end, the receiver ‘B’ receiver the message and the 
checksum. In order to make sure that the message is infect from 
sender ‘A’ the receiver ‘B’ applies the same hash function on the 
received message to produce checksum and also user A’s public 

key to decrypt the checksum it received with message.
The two checksum are then compared. If they are matched them 
the received message is in fact  and signature is valid, otherwise 
the message is modified and signature is invalid.

Properties of Digital Signature 
It must be able to verity the author and the date and time of • 
the Signature.
It must be able to authenticate the contents at the time of • 
the signature.
Digital Signature must be verified by intruder to resolve • 
disputes.

Digital Signature Algorithm 
Select a prime number ‘P’ whose length is in between 512 and 
1024 bits such that ‘P’ lies between 2i-1 and 2i where ‘i’ is a 
multiple of 64.
Select another prime number ‘q’ of 160 bits & ‘q’ divides (p-1)
Select one more prime g is of the from   g = h(p-1)/q mod p where 
‘h’ is an integer between 1 and (p-1).
Select a cryptographic hash function like SHA – 1, MDS etc.
Select two randomly generated numbers x and y. Such that 0 < 
χ < k , 0<y<q.
The above three integers p, q, g public keys and are common to 
group of users.
The public key and private key of the users are ‘x’ and ‘y’ 
respectively.
The parameters ‘x’ and ‘y’  are used for only signature generator 
and they should be secret these parameters vary for each for each 
signature

Signature Generation 
In order to create a signature for message we have to choose the 
following algorithm.
 r = (gk mod p)  mod q and 
s = (k-1 (H(M) + χγ) mod q
where k-1 is multiplicative inverse of  y 

Verification of Digital Signature
This process is verified by the receiver. The received can verify 
this by knowing the public key of the sender and hash code of the 
received message. The algorithm is as follows.
W = (S1) mod q
u1 = [m (M1) w] mod q
u2 = (γ1) w mod q
V  = [(gu1 yu2) mod p] mod q

V. Experimental Results
Our suggestive algorithm is customized for any type of file such 
as .doc, .pdf, .txt and etc. For our experiments we used 100 pdf 
files which 50 of them were English and 50 of them were Farsi. 
We downloaded most of our test data from papers in Elsevier web 
site and Farsi papers from a Persian site2 which has the abstract 
and Farsi papers of PhD. students. Size of our files was variable 
and it ranges from 2 kb to 1804 kb.
The advantages of our algorithms is that it generates a dynamic 
sized hash file. It means that our algorithms hashed a file and its 
size is dependent directly on size of original file so that the size 
of hashed file is not constant. Figure shows the size of file and 
size of hashed files. It illustrates that our algorithms works very 
good with files. The average of hashed size is 8.51% of the size 
of original file.
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Fig. 5: Size of 100 Hashed Filles

Time(ms) Size in Bytes
13000 0
14000 5
14500 10
23000 15
35000 20
60000 25

Fig. 6: Time Transfer Rate of Different Message Size

VI. Conclusion
A digital signature is computed using a set of rules and a set of 
parameters such that the identity of the signatory and integrity of 
the data can be verified. A hash function is used in the signature 
generation process to obtain a condensed version of data. In this 
paper, we introduced a DSH algorithm which generates the hashed 
file with dynamic size. By dynamic it means that the hash function 
result depends on size of message. Our algorithm provides more 
security for the files through hashing during encryption.
Our algorithm works with all types of files such as .doc, .pdf, .txt 
and other types of files. We showed that our hashing algorithms 
works better for files with dynamic sized messages. Our proposed 
algorithm is applicable for applications that send messages such 
as multi agent systems in which agents send messages that  are 
small .Our future work is to compare our algorithm with other 
security algorithms in performance aspects.
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