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Abstract
Cloud computing provides scalable resources through the internet 
as and when the resource is required. The users are not bothered 
about the infrastructure and location of the data where it was 
stored. Users can feel that the resources are rightly available in 
their local machine. But one fear of the users is that loss of control 
of their own data which became a barrier for the familiarization 
of the cloud service. This problem can be addressed by tracking 
the usage of data by the users data in the cloud. The proposed 
object oriented approach enables logging mechanisms with user 
data dynamically. Security, access control and logging can be 
maintained by authentication and automatic logs. Distributed 
audits across the cloud strengthen the user control. 
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I. Introduction 
Cloud computing is the delivery of computing services over the 
Internet. Cloud services allow individuals and businesses to use 
software and hardware that are managed by third parties at remote 
locations. Examples of cloud services include online file storage, 
social networking sites, webmail, and online business applications. 
The cloud computing model allows access to information and 
computer resources from anywhere that a network connection is 
available. Cloud computing provides a shared pool of resources, 
including data storage space, networks, computer processing 
power, and specialized corporate and user applications.
Cloud computing is a model for enabling convenient, on-demand 
network access to a shared pool of configurable computing 
resources that can be rapidly provisioned and released with 
minimal management effort or service provider interaction. 
This cloud model promotes availability and is composed of five 
essential characteristics, three service models, and four deployment 
models. While there are benefits, there are privacy and security 
concerns too. Data is travelling over the Internet and is stored 
in remote locations. In addition, cloud providers often serve 
multiple customers simultaneously. All of this may raise the scale 
of exposure to possible breaches, both accidental and deliberate. 
Concerns have been raised by many that cloud computing may 
lead to function creep uses of data by cloud providers that were 
not anticipated when the information was originally collected and 
for which consent has typically not been obtained. Given how 
inexpensive it is to keep data, there is little incentive to remove the 
information from the cloud and more reasons to find other things to 
do with it.Security issues, the need to segregate data when dealing 
with providers that serve multiple customers, potential secondary 
uses of the data—these are areas that organizations should keep 
in mind when considering a cloud provider and when negotiating 
contracts or reviewing terms of service with a cloud provider. 
Given that the organization transferring this information to the 
provider is ultimately accountable for its protection, it needs to 
ensure that the personal information is appropriate handled.
Cloud computing offers benefits for organizations and individuals. 
There are also privacy and security concerns. If you are considering 
a cloud service, you should think about how your personal 
information, and that of your customers, can best be protected. 

Carefully review the terms of service or contracts, and challenge 
the provider to meet your needs.

A. Accountability in Clouds
Accountability is likely to become a core concept in the cloud 
and to underpin new mechanisms that help increase trust in the 
cloud. In order to provide accountability, it has been argued that 
a shift is needed from hiding information to ensuring that only 
appropriate uses occur. Information usage should be transparent 
so it is possible to determine whether a use is appropriate under a 
given set of rules. A history of data manipulations and inferences 
can be maintained and can then be checked against a set of policies 
that are supposed to govern them. This provides retrospective 
accountability, in the sense that if actor X performs action Y then 
we can review Y against a predetermined policy to decide if X 
has done something wrong, and so hold X accountable. Broadly 
speaking, an accountability approach in accordance with current 
regulatory thinking requires organizations to:

Commit to accountability and establish policies consistent 1. 
with recognized external criteria.
Provide transparency and mechanisms for individual 2. 
participation, for example including sharing these policies 
with stakeholders and soliciting feedback
Use mechanisms to implement these policies: including clear 3. 
documentation and communication, gaining support from 
all levels within the organizational structure, tools, training, 
education, ongoing analysis and updating.
allow validation: provide means for external enforcement, 4. 
monitoring, and audit.
provide mechanisms for remediation: these should include 5. 
event management  and complaint handling.

II. Provision of Accounability in the Cloud
Accountability promotes implementation of practical mechanisms 
whereby legal requirements and guidance are translated into 
effective protection for data. Legislation and policies tend to apply 
at the data level, but the mechanisms can be at various levels, 
including the system level and data level. A toolbox of measures 
could be provided for data controllers, to allow construction 
of custom-built solutions, whereby the controllers might tailor 
measures to their context We can co-design legal mechanisms, 
procedures and technical measures to support this approach. We 
may integrate design elements to support:

Prospective (and proactive) accountability, using preventive • 
controls
Retrospective (and reactive) accountability, using detective • 
controls

Preventive controls can be used to mitigate the occurrence of an 
action for continuing or taking place at all. The cloud is a special 
example of how businesses need to assess and manage risk better 
Preventive controls for cloud include risk analysis and decision 
support tools, policy enforcement trust assessment  obfuscation 
techniques and identity management.
Detective controls are used to identify the occurrence of a privacy 
or security risk that goes against the privacy or security policies and 
procedures. Detective controls for the cloud include audit tracking, 
reporting, and monitoring. Provision of accountability would not 



IJCST Vol. 4, ISSue 4, oCT - DeC 2013

w w w . i j c s t . c o m InternatIonal Journal of Computer SCIenCe and teChnology  463

 ISSN : 0976-8491 (Online)  |  ISSN : 2229-4333 (Print)

just be via procedural means, especially for cloud, which is such 
an automated and dynamic environment: technology can play an 
important role in enhancing the solution by enforcing policies, 
providing decision support, assurance, security, etc.
Procedural measures for accountability include determining the 
capabilities of CSPs before selection, negotiating contracts and 
Service Level Agreements (SLAs), restricting the transfer of 
confidential data
to CSPs and buying insurance. Organisations should also appoint 
a data protection officer, regularly perform privacy impact 
assessments on new products and services and put mechanisms 
in place to allow quick response to data subject access and deletion 
requests. Technical measures for accountability can include 
encryption for data security mitigation, privacy infomediaries 
and agents to help increase trust. We also need to be able to rely on 
infrastructure to maintain appropriate separations, enforce policy 
and report information accurately.

III. Logging Mechanism
In this section, we present an overview of the Cloud Information 
Accountability framework and discuss how the CIA framework 
meets the design requirements discussed in the previous section. 
The Cloud Information Accountability framework proposed in 
this work conducts automated logging and distributed auditing of 
relevant access performed by any entity, carried out at any point of 
time at any cloud service provider. It has two major components: 
logger and log harmonizer.
There are two major components of the CIA, the first being the 
logger, and the second being the log harmonizer. The logger is 
the component which is strongly coupled with the user’s data, so 
that it is downloaded when the data are accessed, and is copied 
whenever the data are copied. It handles a particular instance 
or copy of the user’s data and is responsible for logging access 
to that instance or copy. The log harmonizer forms the central 
component which allows the user access to the log files. The logger 
is strongly coupled with user’s data (either single or multiple 
data items). Its main tasks include automatically logging access 
to data items that it contains, encrypting the log record using the 
public key of the content owner, and periodically sending them 
to the log harmonizer. It may also be configured to ensure that 
access and usage control policies associated with the data are 
honored. For example, a data owner can specify that user X is 
only allowed to view but not to modify the data. The logger will 
control the data access even after it is downloaded by user X. The 
logger requires only minimal support from the server (e.g., a valid 
Java virtual machine installed) in order to be deployed. The tight 
coupling between data and logger, results in a highly distributed 
logging system, therefore meeting our first design requirement. 
Furthermore, since the logger does not need to be installed on any 
system or require any special support from the server, it is not 
very intrusive in its actions, thus satisfying our fifth requirement. 
Finally, the logger is also responsible for generating the error 
correction information for each log record and send the same to the 
log harmonizer. The error correction information combined with 
the encryption and authentication mechanism provides a robust 
and reliable recovery mechanism, therefore meeting the third 
requirement. The log harmonizer is responsible for auditing.
Being the trusted component, the log harmonizer generates the 
master key. It holds on to the decryption key for the IBE key 
pair, as it is responsible for decrypting the logs. Alternatively, the 
decryption can be carried out on the client end if the path between 
the log harmonizer and the client is not trusted. In this case, the 

harmonizer sends the key to the client in a secure key exchange. 
It supports two auditing strategies: push and pull. Under the push 
strategy, the log file is pushed back to the data owner periodically 
in an automated fashion. The pull mode is an on-demand approach, 
whereby the log file is obtained by the data owner as often as 
requested. These two modes allow us to satisfy the aforementioned 
fourth design requirement. In case there exist multiple loggers 
for the same set of data items, the log harmonizer will merge log 
records from them before sending back to the data owner. The log 
harmonizer is also responsible for handling log file corruption. 
In addition, the log harmonizer can itself carryout logging in 
addition to auditing. Separating the logging and auditing functions 
improves the performance. The logger and the log harmonizer are 
both implemented as lightweight and portable JAR files. The JAR 
file implementation provides automatic logging functions, which 
meets the second design requirement.

Fig. 1: 

The overall CIA framework, combining data, users, logger and 
harmonizer is sketched in Figure. At the beginning, each user 
creates a pair of public and private keys based on Identity-Based 
Encryption in Figure. Using the generated key, the user will create 
a logger component which is a JAR file, to store its data items.
The JAR file includes a set of simple access control rules 
specifying whether and how the cloud servers, and possibly other 
data stakeholders (users, companies) are authorized to access the 
content itself. Then, he sends the JAR file to the cloud service 
provider that he subscribes to. To authenticate the CSP to the JAR. 
We use OpenSSLbased certificates, wherein a trusted certificate 
authority certifies the CSP. In the event that the access is requested 
by a user, we employ SAML-based authentication , wherein a 
trusted identity provider issues certificates verifying the user’s 
identity based on his username.
Once the authentication succeeds, the service provider (or the 
user) will be allowed to access the data enclosed in the JAR. 
Depending on the configuration settings defined at the time of 
creation, the JAR will provide usage control associated with 
logging, or will provide only logging functionality. As for the 
logging, each time there is an access to the data, the JAR will 
automatically generate a log record, encrypt it using the public 
key distributed by the data owner, and store it along with the data . 
The encryption of the log file prevents unauthorized changes to the 
file by attackers. The data owner could opt to reuse the same key 
pair for all JARs or create different key pairs for separate JARs. 
Using separate keys can enhance the security without introducing 
any overhead except in the initialization phase. In addition, some 
error correction information will be sent to the log harmonizer 
to handle possible log file corruption. To ensure trustworthiness 



IJCST Vol. 4, ISSue 4, oCT - DeC 2013  ISSN : 0976-8491 (Online)  |  ISSN : 2229-4333 (Print)

w w w . i j c s t . c o m 464   InternatIonal Journal of Computer SCIenCe and teChnology

of the logs, each record issigned by the entity accessing the 
content. Further, individual records are hashed together to create 
a chain structure, able to quickly detect possible errors or missing 
records. The encrypted log files can later be decrypted and their 
integrity verified. They can be accessed by the data owner or 
other authorized stakeholders at any time for auditing purposes 
with the aid of the log harmonizer As discussed in Section 7, our 
proposed framework prevents various attacks such as detecting 
illegal copies of users’ data. Note that our work is different from 
traditional logging methods which use encryption to protect log 
files. With only encryption, their logging mechanisms are neither 
automatic nor distributed. They require the data to stay within the 
boundaries of the centralized system for the logging to be possible, 
which is however not suitable in the cloud.

IV. Conclusion
In this paper we have presented that mechanism that records any 
access to the data in the cloud. This approach allows the user to 
control or audit the access to the data and also provide mechanism 
for back end protection of the data.
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