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Abstract
Lossless data embedding has the property that the distortion due 
to embedding can be completely removed from the watermarked 
image without accessing any side channel. Very important property 
whenever serious concerns over the image quality and artifacts 
visibility arise. We use the general principles as guidelines 
for designing efficient and high-capacity lossless embedding 
methods for three most common image format paradigms – 
raw, lossy or transform formats (JPEG), palette formats (GIF, 
PNG), and uncompressed formats (BMP). We present a novel 
lossless (reversible) data-embedding technique that enables the 
exact recovery of the original host signal upon extraction of the 
embedded information. We generalize the method in our previous 
paper using a decompression algorithm as the coding scheme for 
embedding data and prove that the generalized codes can reach 
the rate–distortion bound as long as the compression algorithm 
reaches entropy. We improve three reversible data hiding (RDH) 
schemes that use binary feature sequence as covers in our proposed 
system: a RS scheme for spatial images, one scheme for JPEG 
images, and a pattern substitution scheme for binary images. We 
also apply this coding method to one scheme that uses HS by 
modifying the histogram shift (HS) manner. 
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I. Introduction
Data embedding applications could be divided into two groups 
depending on the relationship between the embedded message 
and the cover image. First group is formed by steganographic 
applications in which the message has no relationship to the cover 
image and the cover image plays the role of a decoy to mask the 
very presence of communication. Second group of applications 
is frequently addressed as digital watermarking. The message 
supplies additional information about the image ancillary data 
about the image origin, image authentication code, author signature 
and so on. 
Multimedia data embedding refers to the process of inserting 
information bits into a host multimedia signal without introducing 
perceptible artifacts. A variety of embedding techniques are used 
in various applications such as authentication, content-protection, 
secret communication and metadata. These ranging from high 
capacity bit modification to transform-domain spread spectrum 
methods. Most multimedia data-embedding techniques modify and 
distort the host signal in order to insert the additional information. 
The distortion induced on the host signal by the data-embedding 
technique is called the embedding distortion.
Data hiding is a technique for embedding information into covers 
in multimedia. Most data hiding methods embed messages into the 
cover media to generate the marked media by only modifying the 
least significant part of the cover and ensure perceptual transparency. 
Embedding process will usually introduce permanent distortion to 
the cover i.e. the original cover can never be reconstructed from 
the marked cover.

Many RDH methods have been proposed since it was introduced. 
The first stage losslessly extracts compressible features from the 
original cover. Second stage compresses the features with a lossless 
compression method and, thus, saves space for the payloads. Third 
stage embeds messages into the feature sequence and generates 
the marked cover.
Direct reversible embedding method is to compress the feature 
sequence and append messages after it to form a modified 
feature sequence. Larger embedding capacity can be achieved 
by constructing a longer feature sequence that can be perfectly 
compressed. After extracting the message the receiver can restore 
the original cover by decompressing the features. Larger embedding 
capacity can be achieved by constructing a longer feature sequence 
that can be perfectly compressed. The features are compressed by 
expansion the LSBs of the differences can be used for embedding 
messages. The difference expansion method by reducing the size 
of the location map used to communicate position information 
of expandable difference values. Another well-known strategy 
for RDH is histogram shift in which the histogram of the image 
is used as the compressible features because the distribution of 
the pixel values of an image is usually uneven. Both DE- and 
HS-based schemes use integer features and special methods to 
compress the features. 
The features (differences) are compressed by expansion operation 
as in DE. The features (histogram) are compressed by shifting 
Operation as for in HS. Using the binary feature sequence and 
a generic compression algorithm and no distortion must be 
introduced by the compression. We divide RDH into two types 
as follows:

The features can be formulated as a binary sequence and can • 
be compressed by using a generic compression algorithm.
The features are nonbinary and compressed in some specific • 
manners.

Type I the problem is formulated as how to reversibly embed 
data into a compressible binary sequence with good performance. 
Performance is measured by embedding rate versus distortion that 
is a special rate–distortion coding problem. The upper bound of 
the embedding rate under a given distortion constraint by dividing 
the cover into disjoint blocks, which consists of a nonreversible 
data embedding code and a conditional compression code. We 
improved the recursive construction by using not only conditional 
compression but also conditional embedding that enables us to 
design an efficient embedding algorithm and a perfect compressing 
method to approach the rate–distortion bound. 

Fig. 1: Diagram for the Framework of RDH at the Sender Side
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The side information exploited at the receiver side in the 
proposed framework is compared with those used in two previous 
frameworks. There are still limitations in three aspects:

We construct embedding codes by improving the • 
decompression algorithm of run-length coding and the 
recursive code construction is close to but cannot reach the 
rate–distortion bound
The codes are restricted to some discrete embedding rates • 
and cannot approach the maximum embedding rate at the 
least admissible distortion
The codes are restricted to improve Type-I RDH for spatial • 
images and how to improve Type-II RDH by binary codes 
is still a problem

We generalize the code construction by using a general 
decompression algorithm as the embedding code and extend the 
applications to Type-II RDH. 

II. General Methodology for Lossless Data Embedding 
in Digital Objects
Let us assume that X is a collection of samples obtained by 
digitizing an analog signal or a collection of samples obtained 
through measurements or computer simulations. First methodology 
is based on lossless compression of subsets or features of the 
samples comprising the digital object X. If the object X contains 
a subset B lossless data embedding is possible. 

Property Ia: B can be losslessly compressed
Property Ib: B can be randomized while preserving the perceptual 
quality of object X

Fig. 2: Diagram for Lossless Data Embedding Using Lossless 
Compression

The embedding technique starts with extracting the subset B and 
continues with losslessly compressing it. Compressed bit stream 
is concatenated with a secret message (payload) and inserted into 
object X in place of subset B. The Property Ib above guarantees 
that object X will not be perceptibly disturbed and Property Ia 
guarantees that the embedding method is lossless. Extraction of the 
hidden message proceeds by extracting the subset B and reading 
the concatenated bit stream consisting of the compressed bit stream 
and the message. Compressed bit stream is decompressed, and the 
original subset B is restored and reinserted into X. The object X 
is the set of all possible grayscale values from a grayscale image. 
Subset B is the set of all bits from a fixed bit plane. The Lossless 
compression of the bitplane enables lossless data embedding as 
long as the bitplane is low enough so that replacing it with a 
compressed bit stream of itself and the message do not introduce 
visible artifacts. 

III. RS Lossless Data Embedding Method
The technique for uncompressed formats has been introduced 
previously and is briefly repeated here for completeness. Let us 
assume that the original image is a grayscale image with M´N 

pixels and with pixel values from the set P. Consider an 8-bit 
grayscale image P = {0, …, 255}. We start with dividing the image 
into disjoint groups of n adjacent pixels (x1… xn). We can choose 
groups of n=4 consecutive pixels in a row. And also define so called 
discrimination function f that assigns a real number f(x1… xn) = 
f (G) ÎR to each pixel group G = (x1… xn). The discrimination 
function is to capture the smoothness or “regularity” of the group 
of pixels G. Statistical assumptions about the original image can 
be used for design of other discrimination functions. We chose 
the ‘variation’ of the group of pixels (x1… xn):

f(x1,x2,…,xn) = 

We define an invertible operation F on P called “flipping”. It is a 
permutation of gray levels that entirely consists of 2-cycles. F will 
have the property that F2 = Identity or F(F(x)) = x for all xÎP. One 
can easily visualize that many possible flipping permutations are 
possible, including those in which the flipping is irregular with 
several different changes in gray scales rather than just one. Useful 
numerical characteristic for the permutation F is its “amplitude”. 
Amplitude A of the flipping permutation F is defined as the average 
change of x under the application of F:

A = 

We use the discrimination function f and the flipping operation F 
to define three types of pixel groups: R, S, and U
Regular groups: G Î R Û f(F(G)) > f(G)
Singular groups: G Î S Û f(F(G)) < f(G)
Unusable groups: G Î U Û f(F(G)) = f(G)

The flipping function F is applied to all (or selected) components 
of the vector G=(x1, …, xn). Noisier the group of pixels G=(x1, 
…, xn) is, the larger the value of the discrimination function 
becomes. Purpose of the flipping F is perturbing the pixel values in 
an invertible way by some small amount thus simulating the act of 
“invertible noise adding”. Adding small amount of noise will lead 
to an increase in the discrimination function rather than decrease. 
We now outline the principle of the lossless high-capacity data 
embedding method. Denote the number of regular, singular, and 
unusable groups in the image as NR, NS, and NU, respectively, it 
have NR+NS+NU = MN/n. We expect a bias between the number 
of regular groups and singular groups: NR > NS. This bias will 
enable us to losslessly embed data. 

if G is regular, F(G) is singular,
if G is singular, F(G) is regular, and
if G is unusable, F(G) is unusable.

The R and S groups are flipped into each other under the flipping 
operation F. While the unusable groups U do not change their 
status, as symbolically F(R)=S, F(S)=R, and F(U)=U. Now we 
can formulate the lossless data embedding method. Assigning a 
‘1’ to R and a ‘0’ to S we embed one message bit in each R or S 
group. We apply the flipping operation F to the group to obtain 
a match, if the message bit and the group type do not match. We 
cannot use all R and S groups for the payload because we need to 
be able to revert to the exact original image after we extract the 
data at the receiving end. Before the starting of embedding we 
scan the image by groups and losslessly compress the status of 
the image - the bit-stream of R and S groups with the U groups 
simply skipped. Need to include the U groups because they do 
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not change in the process of message embedding and can be all 
unambiguously identified and skipped during embedding and 
extraction. 
At the receiving end, the user simply extracts the bit-stream from 
all R and S groups by scanning the image in the same order 
as during the embedding. Extracted bit-stream is separated into 
the message and the compressed RS-vector C. Bit-stream C is 
decompressed to reveal the original status of all R and S groups. 
Image is then processed and the status of all groups is adjusted 
as necessary by flipping the groups back to their original state. 
The raw information capacity for this data embedding method is 
NR+NS = MN/n - NU bits, because we need to store the message 
and the compressed bit-stream C. The payload capacity Cap is 
Cap = NR+NS – |C|, where |C| is the length of the bit-stream C. 
The compressed bit-stream C becomes shorter and the capacity 
higher as the bias between R and S groups increases. An ideal 
lossless context-free compression scheme would compress the 
RS-vector consisting of NR+NS bits using 

It will be positive whenever there is a bias between the number of 
R and S groups. This bias is influenced by the size and shape of 
the group G and the content of the original image. Bias increases 
with the group size n and the amplitude of the permutation F. The 
smoother and less noisy images lead to a larger bias than images 
that are highly textured or noisy. Combination of the group size n 
and its shape and the discrimination function f in order to maximize 
the capacity while keeping the distortion to the image as small 
as possible. Expression for the capacity Cap was experimentally 
verified on test images using the adaptive arithmetic coder as the 
lossless compression. We have performed a number of experiments 
to see how the capacity and distortion change with different group 
sizes and shapes and flipping operations F. 

IV. Implementation and Experimental Results
The lossless-embedding capacity-distortion performance of the 
proposed algorithm has been evaluated for the 512x512 grayscale 
images seen in Fig. 3. The lossless capacity obtained by embedding 
at various levels for each of these six images is plotted against the 
embedding level L in fig.4. A subset of these results is tabulated 
in Table I. These average distortion values obtained from the 
watermarked images agree quite well with the theoretical results. 
We can see that the capacity of the proposed method is heavily 
dependent on the characteristics of the host image.

Fig. 3: 512 x 512 Grayscale Images Used for Testing

Fig. 4: (Left) Original and (Right) Watermarked Gold Image

Table 1: Available Capacity versus Embedding Level and Average 
PSNR

This is due to stronger correlation among more significant levels 
of the image and the algorithm’s ability to exploit this correlation. 
Rate of the increase is not entirely constant either among images or 
throughout the levels. The visual impact of the data embedding can 
be seen the original “Gold” image is compared to the watermarked 
version in which a random message of over 3400 Bytes is embedded 
using an embedding level of L=6. Visual distortion introduced by 
the embedding is quite small, a small amplitude white noise, upon 
close inspection, though may be observed in the watermarked 
version. Applications of lossless embedding such as meta-data 
tagging and authentication have fairly small to modest capacity 
requirements that can be met with relatively small visual distortion 
in the watermarked image. The images in the test set above were 
all of a fixed size of 512x512 pixels. At the Level L=2, the capacity 
degrades by 13% as result of subdividing the image. By starting 
from top-left and in clockwise direction embedding capacities 
are 83, 94, 61, and 30 bytes with a total of 268 bytes instead of 
309 bytes. It reduction is induced by the modeling cost associated 
with multiple contexts: the adaptive coding scheme employed 
here requires a learning stage—when the algorithm adapts to 
the particular image’s statistics—during which the compression 
efficiency is low. Fig. 5 shows the capacity degradation—as a 
percentage of the initial capacity. The subdivision into smaller 
images reduces the capacity but the percentage reduction in 
capacity shows a predominantly decreasing trend with increasing 
embedding level. This observation contradicts the modeling cost 
explanation: The number of coding contexts (d, θ) increases with 
increasing embedding level. Expect a correspondingly greater loss 
in the smaller subdivided images due to the increase in adaptation 
overhead of the context adaptive coder to these individual contexts. 
At higher embedding levels, the stronger correlation between 
image levels results in a distribution of the residuals with a smaller 
variance in comparison to the energy of the residual. Reasonable 
approximations to residual statistics at these levels can be obtained 
more quickly. The relative impact of the adaptation overhead with 
smaller subdivided images is reduced as the adaptation level L 
increases. 
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Fig. 5: Percent Capacity Degradation Due to Independent 
Processing of quadrants

V. Conclusion
A novel lossless (reversible) data embedding (hiding) technique is 
presented.  It allows complete recovery of the original host signal, 
and introduces only a small distortion between the host and image 
bearing the embedded data. Capacity of the scheme depends on the 
statistics of the host image. The scheme offers adequate capacity to 
address most applications. The scheme can be modified to adjust 
the embedding parameters to meet the capacity requirements. 
Most state-of-the-art RDH schemes use a strategy with separate 
processes of feature compression and message embedding. We 
improve the recursive construction by using not only the joint 
encoding above but also a joint decoding of feature decompression 
and message extraction. Proposed code construction significantly 
outperforms previous codes and is proved to be optimal when the 
compression algorithm reaches entropy. Current codes are designed 
for binary covers can significantly improve Type-I schemes based 
on binary feature sequences. We found that the proposed binary 
codes can be also partly applied to Type-II schemes and improve 
their performance. We only use two simple methods to modify 
HS, one interesting problem is whether there exist other more 
effective modifying methods or not.
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