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Abstract
Several anonymization techniques, such as generalization and 
bucketization, have been designed for privacy preserving micro 
data publishing. Recent work has shown that generalization 
loses considerable amount of information, especially for high-
dimensional data. Bucketization, on the other hand, does not 
prevent membership disclosure and does not apply for data 
that do not have a clear separation between quasi-identifying 
attributes and sensitive attributes. In this paper, we present a 
novel technique called slicing, which partitions the data both 
horizontally and vertically. We show that slicing preserves better 
data utility than generalization and can be used for membership 
disclosure protection. Another important advantage of slicing is 
that it can handle high-dimensional data. We show how slicing 
can be used for attribute disclosure protection and develop an 
efficient algorithm for computing the sliced data that obey the 
ℓ-diversity requirement. Our workload experiments confirm that 
slicing preserves better utility than generalization and is more 
effective than bucketization in workloads involving the sensitive 
attribute. Our experiments also demonstrate that slicing can be 
used to prevent membership disclosure.
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I. Introduction
Privacy-preserving publishing of microdata has been studied 
extensively in recent years. Microdata contain records each of 
which contains information about an individual entity, such as 
a person, a household, or an organization. Several microdata 
anonymization techniques have been proposed. The most popular 
ones are generalization for k-anonymity and bucketization for 
ℓ-diversity. In both approaches, attributes are partitioned into three 
categories: (1) some attributes are identifiers that can uniquely 
identify an individual, such as Name or Social Security Number; 
(2) some attributes are Quasi-Identifiers (QI), which the adversary 
may already know (possibly from other publicly-available 
databases) and which, when taken together, can potentially 
identify an individual, e.g., Birth- date, Sex, and Zipcode; (3) 
some attributes are Sensitive Attributes (SAs), which are unknown 
to the adversary and are considered sensitive, such as Disease 
and Salary.
In both generalization and bucketization, one first removes 
identifiers from the data and then partitions tuples into buckets. The 
two techniques differ in the next step. Generalization transforms 
the QI-values in each bucket into “less specific but semantically 
consistent” values so that tuples in the same bucket cannot be 
distinguished by their QI values. In bucketization, one separates 
the SAs from the QIs by randomly permuting the SA values in 
each bucket. The anonymized data consists of a set of buckets 
with permuted sensitive attribute values.

II. Literature Survey
Literature survey is the most important step in software 
development process. Before developing the tool it is necessary 

to determine the time factor, economy n company strength. Once 
these things are satisfied, then next steps are to determine which 
operating system and language can be used for developing the tool. 
Once the programmers start building the tool the programmers 
need lot of external support. This support can be obtained from 
senior programmers, from book or from websites. Before building 
the system the above consideration are taken into account for 
developing the proposed system. SAODV, are unable to discover 
routes longer than two hops when subject to this attack. develop 
Rushing Attack Prevention (RAP), a generic defense against the 
rushing attack for on-demand protocols that can be applied to 
any existing on-demand routing protocol to allow that protocol to 
resist the rushing attack. At the time of attack throughput decreases 
due to congestion in network. In case of attack it is very high this 
is the main reason of congestion occurs in the network. DDOS 
attack is the main problem in all ad hoc scenario i.e. in MANAT 
and as well as in wireless sensor networks.

II. Existing Research Work
First, many existing clustering algorithms (e.g., k- means) 
requires the calculation of the “centroids”. But there is no notion 
of“centroids”in our setting where each attribute forms a data point 
in the clustering space. Second, k-medoid method is very robust 
to the existence of outliers (i.e., data points that are very far away 
from the rest of data points). Third, the order in which the data 
points are examined does not affect the clusters computed from 
the k-medoid method.
Existing anonymization algorithms can be used for column 
generalization, e.g.,Mondrian . The algorithms can be applied 
on the subtable containing only attributes in one column to ensure 
the anonymity requirement. Existing data analysis (e.g., query 
answering) methods can be easily used on the sliced data. Existing 
privacy measures for membership disclosure protection include 
differential privacy and presence.

III. Proposed Research Work
We present a novel technique called slicing, which partitions 
the data both horizontally and vertically. We show that slicing 
preserves better data utility than generalization and can be used for 
membership disclosure protection. Another important advantage 
of slicing is that it can handle high-dimensional data. We show 
how slicing can be used for attribute disclosure protection and 
develop an efficient algorithm for computing the sliced data that 
obey the ℓ-diversity requirement. Our workload experiments 
confirm that slicing preserves better utility than generalization 
and is more effective than bucketization in workloads involving 
the sensitive attribute.
We introduce a novel data anonymization technique called slicing 
to improve the current state of the art. We show that slicing can 
be effectively used for preventing attribute disclosure, based on 
the privacy requirement of ℓ-diversity. We develop an efficient 
algorithm for computing the sliced table that satisfies ℓ-diversity. 
Our algorithm partitions attributes into columns, applies column 
generalization, and partitions tuples into buckets. Attributes 
that are highly-correlated are in the same column. We conduct 
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extensive workload experiments. Our results confirm that slicing 
preserves much better data utility than generalization. In workloads 
involving the sensitive attribute, slicing is also more effective 
than bucketization. In some classification experiments, slicing 
shows better performance than using the original data (which may 
overfit the model). Our experiments also show the limitations of 
bucketization in membership disclosure protection and slicing 
remedies these limitations.

V. Slicing Algorithm
Our algorithm consists of three phases: attribute partitioning, 
column generalization, and tuple partitioning. We now describe 
the three phases.

Algorithm tuple-partition(T, ℓ)
1. Q = {T}; SB = ø
2. while Q is not empty
3. remove the first bucket B from Q; Q = Q − {B}.
4. split B into two buckets B1 and B2, as in Mondrian.
5. if diversity-check(T, Q ø {B1,B2} ø SB, ℓ)
6. Q = Q ø {B1,B2}.
7. else SB = SB ø {B}.
8. return SB.

Algorithm diversity-check(T,T_, ℓ)
1. for each tuple t ø T, L[t] = ø.
2. for each bucket B in T_
3. record f(v) for each column value v in bucket B.
4. for each tuple t ø T
5. calculate p(t,B) and find D(t,B).
6. L[t] = L[t] ø {hp(t,B),D(t,B)i}.
7. for each tuple t ø T
8. calculate p(t, s) for each s based on L[t].
9. if p(t, s) ≥ 1/ℓ, return false.
10. return true.

VI. Programming Using Java
Databasecon.java
package databaseconnection;
import java.sql.*;

public class databasecon
{ static Connection con;
 public static Connection getconnection()
 {     
  try
  {   C l a s s .
forName(“com.mysql.jdbc.Driver”); 
   c o n  =  D r i v e r M a n a g e r .
g e t C o n n e c t i o n ( “ j d b c : m y s q l : / / l o c a l h o s t : 3 3 0 6 /
slicing”,”root”,”root”);
  }
  catch(Exception e)
  {
   System.out.println(“privacy database 
error:”+e);
  }
  return con;
 } 
}

Bucketized.jsp
<%  
 ArrayList list1 = new ArrayList();

 Connection con1 = null;
 Statement st1 = null;
 ResultSet rs1 = null;
 S t r ing pid=nul l ,  name=nul l ,  pass=nul l , 
email=null,des=null,dob=null, sal=null, gender=null, zip=null;
 try{
  con1=databasecon.getconnection();
     st1=con1.createStatement();
  String sql1=”select pid,name,pass,email,des,d
ob,sal,gender,zip from patient order by sal”;
  rs1=st1.executeQuery(sql1);
  list1.add(sql1);
     while(rs1.next())
  
       { 
  pid=rs1.getString(1);
      name=rs1.getString(2);
      pass=rs1.getString(3);
      email=rs1.getString(4);
   des=rs1.getString(5);
      dob=rs1.getString(6);
      sal=rs1.getString(7);
      gender=rs1.getString(8);
   zip=rs1.getString(9);
   %>
  <tr style=”font-family:verdana;font-size:12px;”> 
    <td> <font color=”green”><%=pid%></font> </td>
 <td> <font color=”green”><%=name%></font> </td>
    <td> <font color=”green”><%=pass%></font> </td>
    <td> <font color=”green”><%=email%></font> </td>
 <td> <font color=”#804040”><%=des%></font> </
td>
 <td> <font color=”red”><%=dob%></font> </td>
    <td align=”center”> <font color=”blue”>*</font> </td>
    <td align=”center”> <font color=”red”><%=gender%></font> 
</td>
 <td> <font color=”red”><%=zip%></font> </td>
         <%  
String pid1=rs1.getString(1);

%>
      <td> <a href=”patdelete.jsp?<%=pid%>”>Delete</a></td>
       
    </tr>
<%
    }
  
  }
    catch(Exception e2)
    {
      out.println(e2.getMessage());
    }     
%>

VII. Conclusion
This work motivates several directions for future research.  First, 
in this paper, we consider slicing where each attribute is in exactly 
one column. An extension is the notion of overlapping slicing, 
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which duplicates an attribute in more than one columns. This 
releases more attribute correlations. For example, in Table, one 
could choose to include the Disease attribute also in the first 
column. That is, the two columns are {Age,Sex,Disease} and 
{Zipcode,Disease}. This could provide better data utility, but the 
privacy implications need to be carefully studied and understood. 
It is interesting to study the tradeoff between privacy and utility. 
Second, we plan to study membership disclosure protection in 
more details. Our experiments show that random grouping is not 
very effective. We plan to design more effective tuple grouping 
algorithms. Third, slicing is a promising technique for handling 
high-dimensional data. By partitioning attributes into columns, 
we protect privacy by breaking the association of uncorrelated 
attributes and preserve data utility by preserving the association 
between highly-correlated attributes. For example, slicing can 
be used for anonymizing transaction databases, which has been 
studied recently. Finally, while a number of anonymization 
techniques have been designed, it remains an open problem on 
how to use the anonymized data. In our experiments, we randomly 
generate the associations between column values of a bucket. This 
may lose data utility. Another direction to design data mining tasks 
using the anonymized data  computed by various anonymization 
techniques.
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