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Abstract
Wireless Sensor Networks (WSN) is an emerging technology 
and have great potential to be employed in critical situations like 
battlefields and commercial applications such as building, traffic 
surveillance, habitat monitoring and smart homes and many more 
scenarios. One of the major challenges wireless sensor networks 
face today is security. In this paper, we propose a trust and energy-
aware, location-based routing protocol called Trust and Energy 
aware Routing (TER) protocol. TER uses trust values, energy 
levels and location information in order to determine the best 
paths towards a destination. The protocol achieves balancing of 
traffic load and energy, and generates trustworthy paths when 
taking into consideration all proposed metrics. Other metrics can 
be easily integrated in the protocol.
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I. Introduction
A wireless sensor network consists of spatially distributed 
autonomous sensors to monitor physical or environmental 
conditions, such as temperature , sound, pressure, etc. and to 
cooperatively pass their data through the network to a main 
location. The more modern networks are bi-directional, also 
enabling control of sensor activity. The development of wireless 
sensor networks was motivated by military applications such as 
battlefield surveillance; today such networks are used in many 
industrial and consumer applications, such as industrial process 
monitoring and control, machine health monitoring, and so on.
A trust aware routing protocol is a routing protocol in which a 
node incorporates in the routing decision its opinion about the 
behavior of a candidate router. This opinion is quantified and 
called trust metric. Trust metric should reflect how much a router 
is expected to behave, for example, forward a packet when it 
receives it from a previous node. Obtaining the trust metric is a 
problem by itself since it requires several operational tasks on 
observing nodes behavior, exchanging nodes experience as well 
as modeling the acquired observations and exchanged knowledge 
to reflect nodes trust values.
Trust aware routing in WSN is important for both securing obtained 
information as well as protecting the net work performance 
from degradation and network resources from un reasonable 
consumption
Most WSN applications carry and deliver very critical and secret 
information like military and health application. A WSN network 
infected by misbehaving nodes can misroute packets to wrong 
destinations leading to misinformation or do not forward packets 
to their destination leading to loss information. Such application 
can be very sensitive to these attacks. Having a trust aware 
routing protocol can protect data exchange, secure information 
delivery and maintain and protect the value of the communicated 
information.
Node misbehavior can cause performance degradation as well. For 
example, non forwarding attacks decrease the system throughput 
since packets will be retransmitted many times and they are not 

delivered. An infected WSN network can be partitioned into 
different parts that cannot communicate among each other due 
to non forwarding attacks. This leads to the demand increasing the 
number of sensors or changing the node deployment to the demand 
of increasing the number of sensors changing the node deployment 
to return network connectivity. This is very expensive however 
can be avoided if a good secure routing solution is adopted.
A trust aware routing framework for WSNs called TARF to secure 
multi-hop routing in WSNs against intruders exploiting the replay 
of routing information. This approach identifies malicious nodes 
that misuse “stolen” identities to misdirect packets by their low 
trustworthiness, thus helping nodes circumvent those attackers in 
their routing paths. It incorporates the trustworthiness of nodes 
into routing decisions allows a node to circumvent an adversary 
misdirecting considerable traffic with a forged identity attained 
through replaying. It significantly reduces negative impacts from 
these attackers.

II. Related Works
Based on the network structure, routing in Wireless Sensor 
Networks can be classified in flat-based, hierarchical based 
and location-based routing [7]. Based on protocol operation, 
routing protocols can be classified in multi-path based, query-
based, negotiation-based, QoS-based and coherent-based routing 
protocols.
Geographic and Energy Aware Routing (GEAR) is an energy-
aware and location based routing protocol [3]. The protocol 
selects the neighbor using an energy-aware and geographically 
informed algorithm to forward the packet towards the target region. 
Then, it uses a recursive geographical forwarding technique for 
disseminating the packet in the target region.
Zahariadis et al. propose the integration of a trust model with a 
location-based routing protocol [5]. A metric is computed using the 
distance of the neighbor node to the destination and the trust in the 
neighbor node. Therefore, the metric is maximized for trustworthy 
neighbors closer to the destination.
The well-known AODV routing protocol has been extended by 
Xiaoqi Li et. al.  [8] to perform routing by taking into account trust 
metrics. A trust recommendation  mechanism is first introduced 
and then the routing decision rules of AODV are modified to take  
into account trust. Of particular interest is that a set of policies is 
derived for a node to update its  opinions towards others since, it 
is necessary to design a trust information exchange mechanism 
en applying the trust models into network applications. More 
specifically, three procedures 
(Trust Recommendation, Trust Judgment, Trust Update) are 
defined as well as the  accompanying Route Table Extension, 
Routing Messages Extensions, Trusted Routing  Discovery.
Our protocol is a location-based routing protocol, because it 
uses the location of neighbor nodes for determining the best 
path towards the destination. However, TER also considers trust 
and energy when determining the best next hop. In addition, the 
protocol uses trust values to determine whether to forward packets 
from specific nodes.
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III. Proposed System
In Wireless Sensor Networks, most network traffic is upstream 
traffic, with a many-to-one communication pattern because all 
packets must reach the base station. In this paper, we develop a 
method for performing trustworthy routing of upstream traffic.
Trust and Energy-aware Routing (TER) is a trust and energy-
aware, location-based routing protocol for Wireless Sensor 
Networks. The trust values are obtained from Adaptive Trust 
Management Protocol (ATMP), which computes them based on 
intrusion detection techniques [6]. We use an extended version 
of ATMP, which delivers energy and location data along with the 
trust associations.
TER includes two phases: setup and forwarding. In the first phase, 
the best next hop towards the base station is selected by taking into 
consideration several factors, such as trust, energy and location. 
In the second phase, the packets generated by trustworthy nodes 
are forwarded using the selected next hop.
A WSN can be represented as a graph, like in Formulas (1), (2) 
and (3), where Ni are vertices which represent nodes in the sensor 
network and {Ni, Nj} are edges which represent that two sensor 
nodes can communicate with each other directly.
WSN = (V,E)     (1)
V = UNi      (2)
E = U{Ni , N j}     (3)
The set of neighbors of a node is represented in Formula (4), where 
Ni is the local node and Nj is a neighbor node.
NB(Ni ) = {UN j | N j ÎV Ù{Ni , N j}Î E}  (4)
The sensor network may be placed in a harsh environment and 
operate unattended. An attacker may have physical access to the 
nodes and can compromise them.
We assume that each node knows its location and how much 
energy it has consumed at any moment. The localization algorithm 
or technology used for obtaining the location is out of scope for 
this paper.
We also assume that the Base Station (BS) has a fixed location. 
Each node knows the location of the BS. This information is 
distributed to all sensor nodes, during network initialization, along 
with the shared keys.
The TER assumes that ATMP is extended to send energy and 
location information along with the trust associations. Therefore, 
ATMP periodically sends update packets containing the trust 
associations, the consumed energy and location of the local node 
(the node sending the updates)
The trust associations (TA) are represented in Formula (5). It 
includes associations between the neighbors of the local node 
(ni) and direct trust values (Ti) [6]
TA = [(n1,T1), (n2 ,T2 ),...,(n p ,Tp )]  (5)
The update packet (UP) is represented in Formula 6, where El 
is the energy consumed by the local node and (xl and yl) are the 
coordinates of the local node.
UP = [TA, El , (xl , yl )]                                         (6)
ATMP takes the trust associations received from multiple neighbors 
and computes a final trust value. This value has a historical 
component (Told), a direct (Td) and an indirect component (Ti), 
as in Formula (7). The weights are allocated in regard to Formula 
(8). The final trust (Tnew) is used in TER when computing the 
cost.

  (7)

    (8)

A node is considered suspicious, if it has a trust value lower than 
a certain limit (SL), as in Formula (9).

   (9)
The update packets are authenticated using a broadcast 
authentication mechanism such as TESLA [8] in order to prevent 
malicious updates.
We assume that the parameters of TER and ATMP (weights, limits) 
can be modified during run-time through generic reconfiguration 
mechanisms.
The Setup Phase if performed periodically in order to update the 
costs. The period depends on the number of nodes, topology, 
mobility, application and security requirements. A large, dense 
network with mobile nodes, or a network exposed to threats should 
execute the Setup phase more often.
In the Setup Phase, each node computes a cost for each of its 
neighbors. The neighbor with the lowest cost is subsequently 
chosen as the next hop on the route to the BS. The cost takes into 
consideration the trust value provided by ATMP, the energy level 
available on the neighbor node, the distance from the local node 
to the neighbor node, and the distance from the neighbor node 
to the base station. The cost for a neighbor node N is computed 
using Formula (10), where DT is the degree of distrust in the 
neighbor node N normalized by the largest distrust among all 
neighbors, E is the consumed energy of node N normalized by 
the largest consumed energy among all neighbors, DN represents 
the distance from the local node to node N normalized by the 
largest distance, DB represents the distance between N and the 
BS, normalized by the largest distance, and weights are allocated 
in regard to Formula (11).

  (10)

    (11)
The distrust (dt) is computed from the trust value generated by the 
ATMP (Formula (7) in regard to a specific neighbor, using Formula 
(12). In this formula, T signifies the trust value and MaxTrust is 
the maximum value for the trust parameter. The normalized value 
of distrust (DT) is computed and used in Formula (10).

    (12)

    (13)

The distance to a neighbor (dn) is computed using the coordinates 
of the local node and the ones of the neighbor node, as in Formula 
(13), where xL and yL are the coordinates of the local node, xN 
and yN are the coordinates of the neighbor node N. The distance 
is normalized (DN) and used when computing the cost.

   (14)
In the same manner, the distance from the neighbor node and the 
BS (db) are computed, using Formula (14), where xB and yB 
are the coordinated of the BS, xN and yN are the coordinates of 
the neighbor node N. The normalized value (DB) is used when 
computing the cost.

  (15)
In the Setup Phase, the node computes the cost for each neighbor 
and chooses the neighbor with the lowest cost as next hop towards 
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the BS. Formula (15) represents the next hop, where Nj is the 
neighbor node with the minimum cost, and nb is the number of 
neighbors.
In the Forwarding Phase, the node receives packets and forwards 
them towards the base station only if they are trustworthy. The 
trustworthiness of a packet is determined using Formula (16), where 
T is the trust in source node SN, TL is the minimum allowable 
trust limit and MAC is the Message Authentication Node

 (16)

If the packet cannot be authenticated (MAC) or if the source 
node has a trust value lower than the trust limit (TL), the packet 
is considered untrustworthy.

A. Design Considerations
Most applications that use WSNs do not require reliable delivery. 
The use of acknowledgement considerably increases energy 
consumption. Therefore, we do not include an acknowledgement 
mechanism in TER. However, if the application does not tolerate 
packet loss, acknowledgements are easy to integrate with our 
protocol. Duplicate detection is necessary in the case of routing 
loops. However, in order to detect duplicates, information about 
each packet has to be stored on the nodes. This has a considerable 
impact on memory usage. If the application requires duplicate 
detection, TER can be easily extended to support such feature.
The protocol has been developed in TinyOS [9], within a layer in 
the communication stack, between the Active Message and the 
Application layers. A nesC [10] component has been used for 
implementing the two phases of TER.
Because TinyOS is an event-based operating system, code is 
executed only when an event takes place. We have three types of 
events in TER: receive trust, location and energy data from ATMP, 
trigger timer, and receive packet. The flow of operations for the 
three types of events is represented in Figure 1.
The TER component communicates with the ATMP component 
through an interface, in order to receive trust, energy and location 
information regarding the neighbor nodes. The ATMP component 
sends the data through a nesC event when it has obtained trust, 
energy and location information. The information is stored by the 
TER component. A timer is used for periodically computing the 
cost using the information received from the ATMP component, 
according to Formula 10. The component determines the neighbor 
with the lowest cost and stores the identifier of the neighbor as next 
hop. When a packet is received, the first step is to validate the MAC. 
If the MAC is invalid, the packet is considered untrustworthy and 
discarded. If the MAC is valid, the trust value for the source node 
is verified. If the trust value is below a certain accepted limit, the 
packet is considered untrustworthy and dropped. If the MAC 
is valid and the trust is above the accepted limit, the packet is 
forwarded trough the next hop.

Fig. 1: TER Architecture

V. Experimental Results
Having investigated the factors that affect the energy consumption 
in a WSN and evaluated the benefits of performing energy-aware 
routing based on the proposed protocol, in this section we will 
investigate energy–related effects when the proposed trust model is 
activated. Since our target is  to design a secure routing protocol, it 
is important to  evaluate the interplay of the proposed trust model  
with the energy consumption.
In this scenario set, nodes 22, 43, 23, 32, 42, 53, 35 and 55 
were generating data packets destined to node 66. Based on a 
graphical tool that we have developed to depict the simulated 
sireless sensor network, node 55 participates in 7 connections 
while it also generates data packets towards the base station. Node 
53 participates in 2 data paths and node 42 only generates data 
packets. Nodes 44, 54, 64, 65, 46, 56 were behaving as black-hole 
nodes (refusing to forward packets). 
Due to the exchange of reputation messages, the  energy drops 
quickly thus the paths alternate more  frequently than in the previous 
scenarios. For example, based on the results from our graphical  
tool, the data packets generated by node 22, were travellingto node 
66 either through  22→34→55→66 or through 22→43→55→66. 
The  paths are equivalent as regards the number of hops  and the 
distance of the selected nodes to the base  station. Thus, due to 
significant energy consumption  for the exchange of reputation 
messages, the path  alternates very frequently (every 2-3 data 
packets)  for the first 450 packets. After that, the path changes  to 
22→24→45→66 while when 1050 packets have  been successfully 
transmitted it further changes to  22→42→63→75→66. The other 
data flows exhibit similar behavior.
Another interesting observation is that due to  congestion, 
significant part of the data packets is  lost, although malicious 
nodes are avoided due to  our trust model. For example, the data 
packet generated from node 23 travel through a different path 
now to the destination namely through 23→25→45→66. The 
trust model realizes that the previously used path is not successful 
and decides a new path
To quantify the benefits, based on the simulation  results we have 
calculated the energy consumption  for certain nodes of interest 
as shown in Table 1. It  is evident that energy awareness results in 
lower  energy consumption for nodes that are otherwise  burdened 
by the forwarding tasks. 
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Table 1: Successfully Forwarded Data Packets With Energy 
Consumption

Source node Data packets Successfully 
forwarded Latency(ms)

55 850 3.8
35 857 3
43 860 2.7
53 858 2.6
23 1114 9.7
32 1125 14
42 1154 14
22 1131 22

Fig. 1: Successfully Forwarded Data Packets With Energy 
Consumption

VI. Conclusion
We developed Trust and Energy-aware Routing protocol, which 
is a location-based, trust and energy-aware routing protocol for 
sensor networks. The protocol is based on the Adaptive Trust 
Management Protocol, which computes trust values based on 
node behavior.
The protocol uses several metrics: trust values, energy levels, the 
distance between the local and the neighbor node and the distance 
between the neighbor node and the destination. These metrics 
may have different weights when computing the cost of routing 
a packet through a specific neighbor. The cost is computed based 
on the metrics and their weights. The neighbor with the lowest 
cost is chosen as next hop towards the base station.
Trust and Energy-aware Routing protocol has two phases: the 
Setup and the Forwarding phase. In the Setup phase, the next hop is 
determined, and in the Forwarding phase, the packets generated by 
a trustworthy source are forwarded and the others are dropped.
Traffic load and energy balancing are very important in Wireless 
Sensor Networks. In relation to other routing protocols, TER 
achieves a good balancing of load and energy and generates 
trustworthy paths, when taking into consideration all proposed 
metrics: trust, energy and distance.
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