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Abstract

In Wireless Sensor Network or WSN the basic issues associated
with it is sensors network topology and hardware architecture
and it is still open for research. The intent of this paper is to
investigate the limitations that affect the efficient operation of
WSN, particularly when implementing security techniques, and
more challenges that need to be taken into consideration to build
efficient WSN.
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I. Introduction

Wireless Sensor Networks have recently emerged as a hot, new
research area in the broad field of (wireless) computer networking.
Research interest in WSN has been stimulated by the very recent
advances in the Micro-Electro-Mechanical Systems (MEMS) and
the wireless communications technology, which have made it
possible to produce low-cost, tiny-sized sensors with wireless
networking capabilities. WSN are expected to be ubiquitous in
the future, with wide deployment both in the military and the
commercial sectors.

Researchers envisage a large set of futuristic applications to be
made possible with the aid of WSN. In particular, they promise that
WSN will revolutionize the way humans interact with their physical
surroundings. Some examples of such applications include military
applications e.g. battlefield surveillance, friendly or hostile forces
tracking, monitoring of equipment, environmental monitoring e.g.
flood or forest fire detection, space exploration, biological attack
detection, health applications e.g. integrated patient monitoring,
diagnostics, tracking and monitoring doctors and patients inside
a hospital and many other commercial applications e.g. home /
office smart environments, environmental control in buildings.
Wireless AD-Hoc Sensor Networks are a vastly unexplored area.
The current focus of research is predominantly directed towards the
Power aware or energy efficient routing for WSN, Development
of distributed middleware architectures for WSN and Distributed
aggregation applications. Design of cross-layer algorithms for
improved power efficiency

I Limitations

The sensor networks are often used in mission critical
environments such as in military and healthcare applications. As
we can understand, these environments have demanding security
requirements that must be addressed at the initial phase of design,
in an attempt to focus on a spherical security strategy that will
cover as many security problems as possible.
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Fig. 1: Communication Network Between Host Controller and
Sensor Network

Anumber of security issues exist in WSN and need to be analyzed
in detail in order to design appropriate security mechanisms and
overcome security problems that arise in the sensor environment.
However, designing new security protocols and mechanisms is
constrained by the capabilities of the sensor nodes. This section
discusses the limitations that complicate the security design and
deployment in sensor networks. It is important to understand the
constrained capabilities of sensor nodes if you wish to develop
proper security that balances demanding security performance
against sensor nodes limitations.

I1l. Power Restrictions

The power restrictions of sensor nodes are raised due to their
small physical size and lack of wires. Since the absence of wires
results in lack of a constant power supply, not many power
options exist. Sensor nodes are typically battery-driven. However,
because a sensor network contains hundreds to thousands of
nodes, and because often WSN are deployed in remote or hostile
environments, it is difficult to replace or recharge batteries.
The power is used for various operations in each node, such as
running the sensors, processing the information gathered and data
communication.

Keep in mind that communication between sensor nodes
consumes most of the available power, much more than sensing
and computation. Power limitations greatly affect security, since
encryption algorithms introduce a communication overhead
between the nodes; more messages must be exchanged, i.e. for
key management purposes, but also messages become larger
as authentication, initialization and encryption data must be
included.

IV. Limited Computational Power

In the case of computational power, computations are linked with
the available amount of power. Since there is a limited amount
of power, computations are constrained also. Although it is
acknowledged that sensors are not expected to have the computing
power of workstations or even mobile handheld devices, researchers
and developers are greatly concerned with the issue.

The more power is used for communication than computations.
Therefore, since the power for computations is even more
constrained than the total quantity of power, complex security
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solutions are prohibited? The limitation of computational power
limits the adoption of strong cryptographic algorithms such as the
RSA public key algorithm, which is computationally expensive.
Instead, symmetric encryption algorithms are used to secure
sensor nodes’ communication, since symmetric encryption doesn’t
have as demanding computational requirements as asymmetric
encryption. However, with asymmetric encryption, features like
digital signatures are not supported. Therefore, another challenge
for researchers and developers is to design appropriate algorithms
to establish and verify trust among the nodes participating in a
communication. Furthermore, other security solutions must be
adopted to cover the weaknesses of symmetric encryption; when
an adversary compromises a node, he could retrieve the shared
key used to encrypt the messages and then compromise the entire
communication of the sensor network.

V. Storage Restrictions

The limited capability for storage affects the storage of
cryptographic keys as well. According to the encryption scheme
used, each sensor node may need to know a number of keys for
each other node in the network to secure communication, and
thus store the keys in the nodes’ storage space. However, the large
number of sensor nodes requires a lot of memory, which may not
be provided. As I mentioned previously, having a single encryption
key common to all nodes allows an adversary to compromise the
whole network by compromising only a single node. The challenge
of storage restriction is for researchers to design security protocols
in a way that a minimum number of encryption keys must be used
to provide adequate protection to the network.

VI. Design Challenges in Wireless Sensor Network

The design challenges include the scalable and flexible
architecture, error prone wireless medium and Fault tolerance and
adaptability.

A. Scalable and Flexible Architecture

The network should be scalable and flexible to the enlargement of
the network’s size. The communication protocols must be designed
in such a way that deploying more nodes in the network does not
affect routing and clustering. Rather, the protocols must be adapted
to the new topology and behave as expected. In other words,
the network must preserve its stability. Furthermore, introducing
more nodes into the network means that additional communication
messages will be exchanged, so that these nodes are integrated into
the existing network. This must be done in a way that a minimum
number of messages need to be exchanged among the sensor
nodes, and thus battery is not wasted unreasonably.

B. Error-prone Wireless Medium

Since sensor networks can be deployed in different situations, the
requirements of each different application may vary significantly.
Researchers must take into consideration that the wireless
medium can be greatly affected by noisy environments, and
thus the signal attenuates in regard to the noise. Note that an
adversary can intentionally interfere and cause enough noise to
affect the communication. In an environment such as healthcare,
it is vital to ensure that communication is on time to respond to
emergencies.

C. Fault Tolerance and Adaptability
If a sensor node fails due to a technical problem or consumption
of its battery, the rest of the network must continue its operation
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without a problem. Researchers must design adaptable protocols
so that new links are established in case of node failure or link
congestion. Furthermore, appropriate mechanisms should be
designed to update topology information immediately after the
environment changes so as to minimize unnecessary power
consumption.

VIIL. Hostile Environment

Sensor networks can be deployed in remote or hostile environments
such as battlefields. In these cases, the nodes cannot be protected
from physical attacks, since anyone could have access to the
location where they are deployed. An adversary could capture a
sensor node or even introduce his own malicious nodes inside the
network. If the latter is the case, the adversary’s aim is to trick the
network into accepting his nodes as legitimates.

Ineither case, the adversary can compromise sensitive information,
which is either stored on the compromised nodes or is forwarded
through the adversary’s nodes to the next hop; the sensitive
information that is collected could be used for illegal purposes.
The challenge here for researchers and developers is to design
resilient security protocols and solutions offering security, even
if a subset of sensor nodes are compromised. It is important to
ensure that, if a node is compromised, sensitive information stored
on the node cannot be taken off with ease.

VIil. Random Topology

Most of the time, deploying a sensor network in a hostile
environment is done by random distribution, i.e. from an airplane.
Therefore, it is difficult to know the topology of sensor networks
a priori. In these situations, it is hard to store various encryption
keys on nodes in order to establish encryption among a group of
neighbors, since the neighborhood cannot be known a priori.
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Fig. 2: Gateway and Wireless Node Topology

The challenge is to design key agreement protocols that do not
require certain nodes to be neighbors of some other nodes, and
also do not require encryption keys to be stored on sensors before
deployment. Appropriate key distribution algorithms must be
designed along a flexible WSN architecture to securely provide
encryption keys in real time.

IX. Conclusion

In this paper we discussed some challenging directions that need
special attention. Focus should be placed on designing protocols
that are scalable, flexible, fault tolerant and adaptable to dynamic
changes. However, the main challenge for researchers is to balance
the trade off between resources spent for security and the protection
offered. The target is to have a spherical security strategy with
solutions that compensate each others’ vulnerabilities, and provide
an enhanced protection to the network and its information.
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