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Abstract
For the reason of fast moving of the vehicles, the topology of 
Vehicular Ad-Hoc Networks (VANETs) dynamically changes 
and disconnections may frequently occur due to noise pollution. 
When two vehicles are disconnected, they are not able to access 
Information (Location, speed, vehicle identification) from each 
other. Information duplication has been widely used to decrease 
the effect of intermittent connectivity and improves Information 
access performance in distributed systems. When a vehicle leaves 
the group, it prefetches interested Information and transfers its 
buffered Information to other vehicles in advance so that they 
can still access the Information after it leaves. Mainly securing 
VANET application is very crucial to the implementation for this 
technology. Need to make sure that the vehicle is broadcasting a 
message is not a self-seeking or malicious vehicle. To face this 
problem, there is a need of a vehicle verification mechanism. 
Vehicle verification is though necessary to ensure the integrity, 
reliability and Security of the messages exchanged in the network. 
Network Simulator Version 2.0 (NS-2) is used to implementing 
this Mechanism. Extensive simulation results show that this 
method provides high Information availability, low Information 
access overhead, and Security.
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I. Introduction
Vehicular Ad-Hoc Networks (VANETs) have been envisioned to 
be useful in road safety and many commercial applications. For 
example, a vehicular network can be used to alert drivers to potential 
traffic jams, providing increased convenience and efficiency. It can 
also be used to propagate emergency warning to drivers behind 
a vehicle (or incident) to avoid multi Vehicle collisions. As more 
and more vehicles are equipped with communication capabilities 
that allow inter-vehicle communication, large-scale VANETs.
 Drivers and passengers inside moving vehicles will be able 
to obtain and share their interested Information, such as MP3 
music, news, and video clips [1]. Thus, Information availability 
in VANETs is lower than that in conventional wired networks. 
Information duplication in the same group can be reduced through 
cooperative duplication; therefore, more Information can be stored 
in the group, improving the Information availability and reducing 
the Information access delay. How group-aware Information 
duplication can be used to improve the performance of Information 
access in a VANET. The different Information accessing paradigm 
in VANETs, where each vehicle is queries useful Information from 
nearby neighboring vehicles. To make use of the group mobility 
pattern of vehicles and cooperatively replicates Information within 
group to improve the Information access performance.
If vehicles move as a relatively stable group, they can contribute 
part of their buffer to replicate Information for other vehicles in 
the same group and share Information with them. Information 
redundancy in the same group can be reduced through cooperative 

duplication; therefore, more Information can be stored in the 
group, improving the Information availability and reducing the 
Information access delay. The first problem deals with the law and 
identity disclosure in different countries and different cultures. 
Because for Vehicle companies to adopt the norms of VANET 
they need to make sure that this technology will appeal to the 
people of that certain region. Vehicle to Vehicle Communication 
will need some degree of authentication in order to secure the 
communication. 
Therefore, the authentication mechanism needs to have some 
degree of Information about the vehicle and the driver, and this 
create concert for many drivers. It’s totally understandable that 
most drivers on the road want their identity to be kept private, 
that’s why this issue of privacy versus authentication, will be one 
of the main issues implementing VANETs worldwide. To solve 
this issue VANET researchers thought of many solutions. One 
of the most reasonable ones was to use the Vehicle information 
instead of driver’s information. That is, including the license 
plate information (number) of the vehicle, actually constitute 
a unique id, in the authentication message that will be used in 
communicating with other vehicles

II. RELATED WORKS
The Aim of Vehicular communication (VC) is to create a safer 
environment and better driving conditions for vehicles on the road. 
This happens through providing different types of applications; 
some are for the comfort driver and other for the safety of the 
driver. Safety applications are the most important and more urgent 
to develop, since its matter of saving lives by preventing traffic 
accidents. The idea behind safety application in VC is to have a 
mechanism in which vehicles on a road can exchange Information 
or information in a collaborative way to prevent accidents [9].
VANET have received increased attention as the potential 
technology to enhance active and preventive safety on the road, 
as well as travel comfort. Security and privacy are indispensable 
in vehicular communications for successful acceptance and 
deployment of such a technology. Generally, attacks cause 
anomalies to the network functionality. A secure VANET system, 
while exchanging information should protect the system against 
unauthorized message injection, message alteration, eavesdropping. 
Various security and privacy issues and challenges [2].
Once VANET applications are better understood a study is needed 
to determine the optimal lifetime to balance these factors. 
In contrast to normal signatures, group signatures protect the 
signer’s anonymity. A trusted entity (usually referred to as the 
group manager) assigns to each valid member of the group a 
group user key. This group user key allows a group member to 
sign a message and produce a group signature.
Vehicular ad hoc networking is an important component of 
Intelligent Transportation Systems. The main benefit of vehicular 
ad hoc network (VANET) communication is seen in active safety 
systems that increase passenger safety by exchanging warning 
messages between vehicles. Other applications and private services 
are also permitted in order to lower the cost and to encourage 
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 A VANET is a self-organized network that enables communications 
between vehicles and RSUs, and the RSUs can be connected to 
a backbone network, so that many other network applications 
and services, including Internet access, can be provided to the 
vehicles. MAC protocol can provide secure communications while 
guarantee the QoS requirements of safety related VANET DSRC 
applications.
Many results have been published in the literature based on 
performance measurements obtained from simulations of Vehicular 
Networks (VANETs). These simulations use as input traces of 
vehicle movements that have been generated by traffic simulators 
which are based on traffic theory models. To our knowledge, no 
one has published any work based on actual large-scale recordings 
of vehicle movements.  Recordings on actual vehicle movements 
on various roadways. In order to enable analysis on this scale, this 
can handle many more vehicles than NS-2 [7]. 

III. System Models
Information duplication has been widely used to reduce the effect 
of intermittent connectivity and improve Information access 
performance in distributed systems. Information duplication can 
increase Information availability and reduce the query delay if 
there is plenty of storage space in the vehicles. Replicating the 
same Information in all the neighboring nodes should be avoided. 
In vehicular ad hoc network, vehicles tend to move in an organized 
fashion (Group) whereas in MANET, nodes move randomly. 
Making the vehicles cooperatively replicate Information and more 
efficiently organize their buffer. 
The vehicle-to-vehicle approach, however, is more flexible and 
cost effective in VANETs, particularly in rural or highway areas, 
which lack roadside infrastructure support. From the splitting 
vehicle point of view, it may not be able to access the most 
interested Information placed at other group members after it is 
disconnected from the group. The vehicle group point of view, if 
there are some primary Information copies buffered at the splitting 
vehicle, the splitting may also significantly affect the intergroup 
Information access. Moreover, if the primary Information copy 
is the only Information copy in the group, other group members 
will not be able to access the Information after splitting. The 
non cooperative solution prefers replicating the most frequently 
accessed Information, thus having a relatively high local hit rate, 
compared with the connection-based solution, in which each 
vehicle may buffer Information for other vehicles while does 
not have opportunity to Prefetch  its own interested Information 
before splitting.
To help vehicles and roadside infrastructure easily and quickly 
get the Information, the Information may have to be Vehicle fully 
placed. Vehicle should be able to detect the split as soon as possible, 
and then they can prefetch and transfer the Information in advance 
before the split. Information redundancy in the same group can be 
reduced through cooperative duplication. Cooperative Information 
access with the support of roadside infrastructures. To improve 
Information availability, replicating the same Information near 
neighboring nodes should be avoided.
Using this technique, each vehicle on the road will keep count of 
the vehicles it passes and authenticate them. Authentication will 
take place using an infrastructure aid that will deliver as explained 
above some unique valid IDs that can be understood by all vehicles 
on the road, and as mentioned above will preserve the privacy.
Information access by exploiting the vehicle group behavior, 
where vehicles often travel in closely spaced groups. There has 
been some work on group-based Information access in mobile 

networks. A report from the server has indicated that the grouping 
probability for vehicles on same path can be higher than the 
approximation.

 Seeking 
information 

of all 
neighboring 

vehicles 

 

Select the 
vehicle by 

considering  
the  

communicatio
n reliability 

 

Filter all 
neighboring 
vehicles and 
Choose those 
have  ultiple 
references 
 

Confirm with 
those related 
vehicles and 
update list  

 

Select all 
vehicles in 

front 

 

Initialization of
Vehicle Identification

Fig. 1: Vehicle Identification Flow Diagram

To help vehicles and roadside infrastructure easily and quickly 
get the Information and adding security using PKI standard. 
While sharing the files securely. Most of the existing schemes 
are fully depending on the individual groups, the multi groups 
communication scheme, in this module to form the virtual gateway 
between the each vehicles, here we are make the interval based 
updating about the groups communications, through the virtual 
gateway can get efficient transactional Information’s about the 
groups at the same time not need to search the communication 
Information from the groups, we can make a efficient transaction 
in vehicles.

A. Movements of Groups
In VANETs, vehicles usually move as a group. Although there 
have been a few group mobility models such as the reference point 
group mobility (RPGM). We assume that each vehicle group has a 
group motion vector (GM) that defines the movement of the entire 
group. The group motion vector follows the road layouts. 
All vehicles in the same Group share the same group motion 
vector and have different random motion vectors (RM) due to 
their mobility deviation. The mobility matching identifies and 
matching the details regarding the vehicle and group. This helps 
to communicate and share their Information’s with them self.
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Fig. 2: Movements of Groups

B. Information Management
The Information component management manages all the available 
Information, Information splitting process to achieve high 
Information availability and reduce the intra group Information 
access cost. The splitting vehicle should Prefetch its most interested 
Information and transfer its buffered primary Information copies 
to other group members. 
If a vehicle moves on a straight road, its moving direction is 
usually stable; otherwise, if it is passing a curve road, its moving 
direction may continuously change. They can contribute part of 
their buffer to replicate Information for other vehicles in the same 
group and share Information with them. Information redundancy 
in the same group can be reduced through cooperative duplication; 
therefore, more Information can be stored in the group, improving 
the Information availability and reducing the Information access 
delay.  

C. Detecting Unauthorized Vehicle Information
While the transmission the Information can be by the anonym 
users, this may affect the Information. For privacy and security 
the proposed model creates an additional environment known as 
anomaly detection. For secured transmission PKI Standards. All 
these existing researches on vehicle group identification rely on 
roadside sensors for centralized vehicle mobility observation and 
analysis. However, investigates how to detect the group and the 
group partition by vehicles in a distributed manner without any 
centralized system support.
The mobility anomaly comes from the acceleration or deceleration 
of the splitting vehicle. Since vehicles move on the same straight 
road and in the same direction, this split can be easily confirmed 
in the first step by comparing their moving directions after the 
mobility anomaly is detected. If both the monitoring vehicle and 
its reference vehicle are in the same direction, the reference vehicle 
still moves on the highway, but the monitoring vehicle switches 
to a curving ramp. 
Because the moving direction of the monitoring vehicle keeps 
changing but the moving direction of the reference vehicle is 
stable, they are moving on different roads, and the split can be 
confirmed. If the reference vehicle is far from the monitoring 
vehicle, any slight direction change of the monitoring vehicle 
may result in a large relative position deviation from the reference 
vehicle, which may result in prediction errors.

D. Initialization of Groups
The grouping creation groups all the vehicles which are close 
together. Vehicles often travel in closely spaced groups. Vehicle 
groups have been used as a design parameter to facilitate 
Information access in VANET  
Information access by exploiting the vehicle group behavior, 
where vehicles often travel in closely spaced groups. There has 
been some work on group-based Information access in mobile 
networks. A report from the server has indicated that the grouping 
probability for vehicles on same path can be higher than the 
approximate result. 

Fig. 3: Group Initialization

Creating a special protocol which analysis and maintain all the 
relaxant details through four states which are initial, join, quasi-
split and split. Groups are organized with explicit join/leave 
messages and that the partition is detected only after two nodes 
move out of their communication range.

E. Information Access With Security
PKI (Public Key Infrastructure) standard is used for security 
propose. PKI (Public Key Infrastructure) can be described as a 
technique that enables users on a network to securely exchange 
Information. This is achieved by the use of public key/ private key 
pair, that are generate authority. A PKI is an arrangement that binds 
public keys with user’s identities through a certificate authority 
(CA).CA uniquely identifies user identities individually.
To achieve that, each user must be individually registered with a 
CA. After registration the CA adds this user to a list and updates 
its list of user’s identities and their assigned registered users, 
CA will keep another list of the users with revoked certification. 
Meaning, the ones who were registered before, and for a reason, 
they should not trusted anymore. 
Security applications on a VANET ready vehicle can’t be achieved 
without a regular maintenance of the equipment that VANET 
provides. Actually, a regular check on the software and hardware 
will allow the authorities (DMV in the case of America) to ensure 
that vehicle’s software hasn’t been changed or modified for the 
sake of impairing the VANET network on the road. As we know 
inspection takes place in most of the countries worldwide once a 
year. An idea of inspecting VANET equipment more frequently 
(once in six months) would be very helpful in preventing hackers 
from modifying the purpose of the revocation list certificate. That 
is, download the latest updated list of vehicles whose certifications 
have been revoked for breach of VANET security regulations.

F. Performance evaluation
Performance Evaluation is a constructive process to acknowledge 
the performance of a non-probationary .A comparison of one 
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existing performance to a group of comparable proposed 
output. Based on conventional wisdom one would argue against 
implementing the NS2 system for performance reasons.

Fig. 4: Performance Evaluation

IV. NS-2 Simulation
NS-2 is an open-source simulation tool running on Unix-like 
operating systems. It is a discreet event simulator targeted 
at networking research and provides substantial support for 
simulation of routing, multicast protocols and IP protocols, such 
as UDP, TCP, RTP and SRM over wired, wireless and satellite 
networks. It has many advantages that make it a useful tool, such 
as support for multiple protocols and the capability of graphically 
detailing network traffic. Additionally, NS-2 supports several 
algorithms in routing and queuing. LAN routing and broadcasts 
are part of routing algorithms. Queuing algorithm includes fair 
queuing, deficit round robin and FIFO. NS-2 started as a variant 
of the REAL network simulator in 1989.
The simulator can be viewed as doing 2 different things. While 
on one hand detailed simulations of protocols are required, we 
also need to be able to vary the parameters or configurations and 
quickly explore the changing scenarios.
Each vehicle can store up to 100-MB Information in its local buffer, 
but initially, it randomly picks Information as its local Information 
until the local buffer is full. All nodes in the group remove the 
old Information items from the buffer, and thus, the newly 
released memory can be used by other applications. The node are 
transferred the Information to the particular Destination. Securing 
VANET application is very crucial to the implementation for this 
technology.  Need to make sure that the Vehicle is broadcasting a 
message is not a selfish or malicious vehicle. To face this problem, 
there is a need of a vehicle authentication mechanism. Vehicle 
authentication is though necessary to ensure the integrity and 
reliability of the messages exchanged in the network.
Implementation of VANETs on the road is availability. Meaning 
that all the system (Software and hardware) should be available 
to send receive message all the time, for communication. if a 
vehicle have to now some climate condition and news, it should 
send a request messages to all the neighboring vehicles in real 
time or near real time so that VANET is the range of coverage of 
the broadcasting a message.

V. Conclusion 
 Vehicular ad hoc networking is a promising wireless communication 
technology for improving highway safety and information 
services. The security for VANET application scenario not only 
for traffic safety and efficiency but more commercial applications 
and entertainment support as well, such as service scheduling, 

content sharing, and peer to peer marketing. This is the work 
to exploit vehicle-group behavior for Information access using 
security. The proposed solution is multi-group merge scheme. Our 
results show that, to form the virtual gateway between the multiple 
locations. So, getting efficient transactional Information’s about 
the groups at the same time need not to search the communication 
Information from the groups, so make an efficient transaction in 
vehicles. In the future, solutions for mobility anomaly detection 
and cooperative Information access with the support of roadside 
infrastructures and more complicated security algorithm.
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