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Abstract
Cloud computing is the environment which enables the  
convenient, efficient, on-demand network access to the shared 
pool of configurable computing resources (e.g. servers, networks,  
services, and applications) these can be rapidly provisioned and 
released with minimal management effort or service provider 
interaction. The cloud is kind of centralized database where many 
organizations/clients store their data, retrieve data and possibly to 
modify the data. Though the benefits are clear, such that service is 
also relinquishing user’s physical possession of their outsourced 
data, which is inevitably poses new security risks towards the 
correctness of the data in cloud. In order to address this new 
problem and further achieve a secure and dependable cloud 
storage service, we propose a flexible distributed storage integrity 
auditing mechanism, utilizing the homomorphic token and  the 
distributed erasure-coded data. By utilizing the homomorphic 
token with distributed verification of erasure-coded data, our 
scheme has achieved the storage correctness insurance as well 
as data error localization. Our scheme supports secure and efficient 
dynamic operations on outsourced data, including block updation, 
deletion, and append. To support efficient authentication strategy 
we have introduced multi-level authentication technique which 
authenticates the cloud access in multiple levels. Extensive security 
and performance analysis show that the proposed schemes are 
highly efficient and provably secure.
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I. Introduction
Cloud storage enables users to remotely store their data and 
enjoy the on-demand high quality cloud applications without 
the burden of local hardware and software management. Though 
these benefits are clear, such a service is also relinquishing user’s 
physical possession of their outsourced data, which  inevitably 
poses new security risks towards the correctness of the data in 
cloud. This work studies the problem of ensuring the integrity of 
data storage in Cloud Computing.
SEVERAL trends area unit gap up the age of Cloud Computing, 
that is associate Internet-based development and use of technology. 
The ever cheaper and more powerful processors, along side the 
code as a service (SaaS) computing design, area unit remodelling 
data centers into pools of computing service on a large scale. The 
increasing network information measure and reliable nonetheless 
flexible network connections create it even potential that users 
will currently subscribe prime quality services from information 
and code that reside exclusively on remote information centers. 
Moving information into the cloud offers nice convenience to users 
since they don’t got to care concerning the complexities of direct 
hardware management. The pioneer of Cloud Computing vendors, 
Amazon straightforward Storage Service  and Amazon Elastic 
reason Cloud  area unit each acknowledge examples. whereas 
these internet-based on-line services do give immense amounts 

of cupboard space and customizable computing resources, this 
computing platform shift, however, is eliminating the responsibility 
of native machines for information maintenance at constant time. 
As a result, users area unit at the mercy of their cloud service 
suppliers for the supply and integrity of their information. On the 
one hand, although the cloud infrastructures area unit way more 
powerful and reliable than personal computing devices, broad vary  
of each internal and external threats for information integritystill 
exist. samples of outages and information loss incidents of 
noteworthy cloud storage services seem from time to time. On the 
opposite hand, since users might not retain a neighborhood copy 
of outsourced information, there exist various incentives for cloud 
service suppliers (CSP) to behave undependably towards the cloud 
users relating to the standing of their outsourced information. for 
instance, to increase the ratio by reducing value, it’s doable for CSP 
to discard seldom accessed information while not being detected 
in an exceedingly timely fashion [9]. Similarly, CSP might even 
attempt to hide information loss incidents thus on maintain a name. 
Therefore, though outsourcing data into the cloud is economically 
engaging for the value and quality of semi permanent large-scale 
information storage, its lacking of providing sturdy assurance of 
information integrity and availableness might impede its wide 
adoption by each enterprise and individual cloud users.In order to 
realize the assurances of cloud knowledge integrity and handiness 
and enforce the standard of cloud storage service, economical 
strategies that modify on-demand data correctness verification on 
behalf of cloud users have to be designed. However, the actual fact 
that users no longer have physical possession of information within 
the cloud prohibits the direct adoption of ancient cryptological 
primitives for the aim of information integrity protection. Hence, 
the verification of cloud storage correctness should be conducted 
while not express data of the complete data files. Meanwhile, 
cloud storage isn’t simply a third party knowledge warehouse. 
the information keep within the cloud may not solely be accessed 
however even be oft updated by the users, together with insertion, 
deletion, modification, appending, etc. Thus, it’s additionally 
imperative to support the mixing of this dynamic feature into the 
cloud storage correctness assurance, that makes the system style 
even tougher. Last however not the least, the readying of Cloud 
Computing is high-powered by knowledge centers running in a 
very synchronous , cooperated and distributed manner [3]. it’s 
additional blessings for individual users to store their knowledge 
redundantly across multiple physical servers thus on cut back 
the info integrity and accessibility threats. Thus, distributed 
protocols for storage correctness assurance are going to be of 
most importance in achieving strong and secure cloud storage 
systems. However, such vital space remains to be fully explored 
within the literature.

II. Hypothesis
To support efficient authentication strategy I have introduced 
multi-level authentication technique which authenticates the cloud 
access in multiple levels. Extensive security and performance 
analysis show that the proposed schemes are highly efficient and 
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provably secure.Three different network entities can be identified 
as follows:

A. Client
An entity, which has large data files to be stored in the cloud and 
relies on the cloud for data maintenance and computation, can be 
either individual consumers or organizations.

B. Cloud Storage Server (CSS)
An entity, which is managed by Cloud Service Provider (CSP), 
has significant storage space and computation resource to maintain 
the clients’ data.

C. Third Party Auditor
An entity, which has expertise and capabilities that clients do not 
have, is trusted to assess and expose risk of cloud storage services 
on behalf of the clients upon request.TPA is a kind of inspector.

Fig. 1:

III. Problem Statement
The problem of ensuring the integrity of data storage in Cloud 
Computing. Considering various kinds of data for each user stored 
in the cloud and the demand of long-term continuous assurance 
of their data safety, the problem of verifying correctness of data 
storage in the cloud becomes even more challenging. The users, 
including insertion, deletion, modification, appending, reordering, 
etc, may frequently update the data stored in the cloud. To ensure 
storage correctness  under dynamic data update is hence of 
paramount importance.The PDP (provable data possession) or PoR 
(proof of retrievability) these schemes do not consider dynamic 
data operations, and the block insertion cannot be supported at 
all.No strong authentication provided to access the cloud .

IV. Proposed System
We propose a versatile distributed storage integrity auditing 
mechanism, utilizing the homomorphic token and distributed 
erasure-coded knowledge to realize secure knowledge storage. 
By utilizing the homomorphic token with distributed verification 
of erasure-coded knowledge, our theme achieves the storage 
correctness insurance and as knowledge error localization. we 
tend to gift a completely unique approach of  strict authentication 
system by introducing the multi-level authentication technique 
that generates/authenticates the user in multiple levels to access 
the cloud services.
We think about the task of permitting a third party auditor (TPA), on 
behalf of the owner, to verify the integrity of the data in  the cloud. 
The introduction of TPA eliminates the involvement of the shopper 

through the auditing of whether or not his knowledge keep within 
the cloud square measure so intact. The support for knowledge 
dynamics via the foremost general styles of knowledge operation, 
like block modification, insertion, and deletion, is additionally a 
major step toward usefulness, since services in Cloud Computing 
aren’t restricted to archive or backup knowledge solely.

A. Notations and Preliminaries
F – the data file to be stored. We assume that F can be denoted • 
as a matrix of m equal-sized data vectors, each consisting of 
l blocks. Data blocks are all well represented as elements in 
Galois Field GF(2p) for p = 8 or 16.
A – The dispersal matrix used for Reed-Solomon coding.• 
G – The encoded file matrix, which includes a set of n = m • 
+ k vectors, each consisting of l blocks.
fkey(·) – pseudorandom function (PRF), which is defined as • 
f : {0, 1}_ × key → GF(2p).
φkey(·) – pseudorandom permutation (PRP), which is defined • 
as φ : {0, 1}log2(ℓ) × key → {0, 1}log2(ℓ).
SA – Service authentication. • 
TA – Team authentication .• 
 PA – Privilege authentication. • 

B. Our Construction
To effectively support authentication and auditability while not 
having to retrieve the info blocks themselves, we have a tendency to 
resort to the multi-level authentication and homomorphic appraiser 
technique beside secure erasure-coded knowledge. Homomorphic 
authenticators square measure unforgeable information generated 
from individual knowledge blocks, which may be firmly collective 
in such the way to assure a admirer that a linear combination of 
information blocks is properly computed by confirmative solely 
the collective appraiser. Reed-Solomon codes square measure 
block-based error correcting codes with a large vary of applications 
in digital communications and storage.
In this part we tend to 1st give a stern multi-level authentication 
for the registered users in order that no external person will access 
the cloud services. This system authenticates the cloud access 
in multiple levels. It generates the passwords and concatenates 
the generated passwords at multiple levels. One can access the 
cloud services as long as the secret authentication is successful  
altogether the previous levels.

  Fig. 2: Multi-Level Authentication Architecture
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1. Multi level Authentication 
Step 1: SA - Organization level password generation
If SA is authenticated organization then
TA - Team level password generation
If TA is authenticated then
…
PA – User level password generation
If PA is authenticated user then
Password = Concatenate SA, TA (...) and PA
If password privileged authenticated then
Provide cloud service
Else
Go to step 2
End
Step 2: Exit
Table 4.2.1 Protocol for Multi-level password generation.
Security in cloud is achieved by storing the data blocks in encrypted 
format and pre-computing the homomorphic token for the data 
block before sending to the cloud. 
The schemes designed not only ensures data integrity in cloud but 
also identifies the misbehaving servers if any and also retrieves 
the original data back using prescribed algorithms. Now we start 
to present the main idea behind our scheme.
It consists of four algorithms (Token Pre-computation, Correctness 
verification and error localization, Error recovery).

Token Pre-computation: token generation algorithm that is • 
run by the user to setup the scheme
Correctness verification and error localization: used by the • 
user to generate auditing of his data on cloud by verifying 
the challenge invoked by TPA to server and response value 
from the Cloud server.
Error recovery: run by the user to recover the modified blocks • 
from the server.

( αi)¬Token Pre-computation (KPRP, fkchal):
This probabilistic algorithm is run by the client.It takes as input 
security parameter a challenge key and master permutation key , 
and returns the pre-computed tokens for each data block. 
(TRUE,FALSE,j) ←CorrectVer&ErrLoc( αi,KPRP):
 This algorithm is run by the client or TPA. It takes as input 
random challenge value and permutation key on an ordered 
collection of blocks and the server returns the response value . If 
the challenge and response values are same then it returns TRUE.  
But when the values donot match then FALSE is returned along 
with corresponding misbehaving server is identification.
(Fi)←ErrRec (l,r,t):  
This algorithm is run by either the client or server. The user 
requests the m servers to send the original block specified in the 
challenge.

Table 4.2.2: Protocol for Challenge Token Pre-Computation

1. Challenge Token Pre-Computation
Before file distribution the user pre-computes a certain number 
of short verification tokens on individual vector G(j) (j ∈ {1, . . . 
, n}), each token covering a random subset of data blocks.
Suppose the user wants to challenge the cloud servers t times to 
ensure the correctness of data storage.Then, he must pre-compute 
t verification tokens for each G(j) (j ∈ {1, . . . , n}), using a PRF 
f(·), a PRP _(·), a challenge key kchal and a master permutation 
key KPRP . Specifically, to generate the ith token for server j, the 
user acts as follows:
1) Derive a random challenge value αI of GF by αI = fkchal(i) and 
a permutation key kprp(i) based on KPRP.
2) Compute the set of r randomly-chosen indices:
               { Iq ∈ [1,….,l]|1≤ q≤r}, where Iq = φkprp(i)(q).
3) Calculate the token as:
                 Vi

(j) = ∑r
q=1 αi

q  G(j) [Iq] , where G(j) [Iq] =g(j)
Iq

Once all tokens are computed, the final step before file distribution 
is to blind each parity block g(j)(i) in (G(m+1), . . . ,G(n)) by
             gi

(j) ← gi
(j) + fkj 

where kj is the secret key for parity vector G(j) (j ∈{m + 1, . . . , 
n}). This is for protection of the secret matrix P.

2. Correctness Verification and Error Localization
procedure

Choose the number n as number of blocks;• 
Choose the number r of token per block for  verification;• 
Generate signature for each block and select challenge key • 
kchal;

                  for vector v[j], j ← 1, n do
                 for round i← 1, r  do

Compute r[j] = signature *        random(1000)• 
Encrypt(r[j])• 

             end for
                end for
            for j j ← 1, n do
                 if (r[j]!=v[j]) then
                 return server j is misbehaving
                  end if
             end for
     end procedure

3. Error Recovery
Procedure
%Assume the block corruptions have been detected among
 % the specified r rows;
 %Assume s ≤ k servers have been identified misbehaving 

Download r rows of blocks from servers;• 
Treat s severs as erasures and recover the blocks.• 
Resend the recovered blocks to corresponding servers.• 

     end procedure

V. Results

Fig. 1: Home Page
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Home page where a new user needs  to register with the details 
in order to further access the data and where in already registers 
users need to login directly with the password and username that 
is been created by the user in order to login.

Fig. 5.2: Registration Page

In this figure User register into cloud by entering user details in the 
space provided like username, password, multi-level passwords, 
contact no. and email address. The details provided by the user 
should be unique. Any new user can register into this system for 
storing their documents into cloud.

Fig. 5.3: User Login at Organization Level

User   can enter the    organization    level password which is first 
level of authentication/generation. It is for ensuring the cloud access 
authentication from cloud vendor. If the user enters the correct 
password then only he is allowed for next level authentication.

Fig. 5.3: Invalid Login at Organizational Level

If the cloud user enters incorrect organization password then he 
is blocked from entering the next level of authentication until he 
enters a valid password assigned for it. 

Fig. 5.4: User Login at Team level

Figure shows the Second level of authentication which is a team 
level    the password authentication/ generation. It is to authenticate 
the team for particular cloud service.

Fig. 5.5: User Login at User Level

Figure shows User level authentication which is the last level 
where in if user enters an invalid password he is denied access to 
cloud service. If entered password is appropriate then it allows 
user to enter into the user front end screen for performing certain 
operations like storing or retrieving the data from cloud. It provides 
a strict authentication service.

Fig. 5.6: User Welcome Page

User welcome page is the next page that the user will see as it 
passes through strict authentication process. This page allows the 
user to store the data or file, perform various dynamic operations 
like delete, update, insert and as well check the integrity of the 
stored data with retrieval of error prone data and logout. 
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Fig. 5.7: Upload File

In this screen user can upload file into cloud server. The user 
must specify the location of the file to be stored in server. Setup: 
The data file F is Preprocesses to generate the verification token. 
The user then store the data file F at the cloud server, deletes its 
local copy, and publishes the verification metadata to TPA for 
later audit.

Fig. 5.8: Availability of Resources

This figure shows the blocks of file of the particular user in the 
server and their metadata is also stored for verification purpose 
which contains details of particular file name, block number, 
signature and size of each block, which can be used for verifying 
files stored in cloud. Each file block is stored in encrypted format 
for security purpose and the original file can be recovered by client 
by downloading at any time if requires from server. The Server 
provides storage space for each user separately and maintains 
clients information and stores their data into cloud server.

Fig. 5.9: Delete Block Operation

Sometimes, after being stored in the cloud, certain data blocks 
may need to be deleted. Here we delete the specific block of the 
stored file. After the operation is performed it displays the message 
that the block is deleted successfully.

Fig. 5.10: Insert Block Operation

In this figure, block insertion for the stored file is performed where 
we first choose the file where we want to insert the particular 
block of information as a result this new block will be appended 
to the existing file. After successful insertion message will be 
displayed.

Fig. 5.11: User Verifying Document

User sends a request to TPA to perform auditing operation on 
particular file stored in cloud who already has the pre-computed 
token in encrypted format.

Fig. 5.12: Result of Verification

Using the verification metadata, the TPA verifies the response via 
Verify Proof to the client. It will show the file is not modified by 
the server if the file not changed by server otherwise it will show 
the file is modified by the server as shown in the above figure.
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Fig 5.13 Result of Modified Document
This screen shot describes if the response from the server doesn’t 
match with the Tpa’s challenge then it is assured that the data 
is modified by that particular server and Tpa then delivers the 
message to the user informing at what date, time and at which 
server is his data modified. 

Fig. 5.14: Original File Retrieval

In order to recover back the original data that was modified by 
the server  the user here asks the servers to send back blocks of 
the r rows specified in the challenge and regenerate the correct 
blocks by erasure correction.

Fig. 5.15: Cloud Log

CSP maintains the detailed information about the user and its 
file and as well the status of the file and the various operations 
performed on a particular file and its verification status as well.

VI. Conclusion and Future Enhancement
Cloud computing provides numerous internet-based, on demand 
services like code, hardware, server, infrastructure and data storage. 
to supply privacy services to the supposed customer, it’s a much 
better choice to use multi-level parole generation and authentication 
technique. This method helps in generating the parole in several 
levels of organization therefore that the strict authentication and 
authorization is feasible. The security levels of cloud atmosphere 
is more improved by multi-level of authentication. this can be the 
longer term work of our research. Our future work are meted out 
in adding four-dimensional password generation technique to 
multi-level authentication technique.
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