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Abstract
In reality, it is impossible for attributes to be monitored by one 
authority. In MA-ABE, universal attributes set are divided into 
several domains and managed by corresponding authorities. A user 
will issue his attributes to all the authorities to get his decryption 
key. Decentralizing ABE is a special MA-ABE and it does not 
require a trusted central authority to conduct the system setup.
In our system, any party can become an authority and there is no 
requirement for any global coordination other than the creation 
of an initial set of common reference parameters. A party can 
simply act as an ABE authority by creating a public key and 
issuing private keys to different users that reflect their attributes. 
A user can encrypt data in terms of any Boolean formula over 
attributes issued from any chosen set of authorities. Finally, our 
system does not require any central authority.
In constructing our system, our largest technical hurdle is to 
make it collusion resistant. Prior Attribute-Based Encryption 
systems achieved collusion resistance when the ABE system 
authority”tied” together different components (representing 
different attributes) of a user’s private key by randomizing the 
key. However, in our system each component will come from a 
potentially different authority, where we assume no coordination 
between such authorities. We create new techniques to tie key 
components together and prevent collusion attacks between users 
with different global identifiers.
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I. Introduction
Traditional Public Key Encryption (PKE) [3] and Identity Based 
Encryption (IBE) [2] are useful mechanisms to ensure confidential 
data storage and transformation. However, one drawback of them 
is that they can only realize coarse-grained access control in 
encrypted data. Sahai and Waters proposed a new cryptographic 
primitive called Attribute Based Encryption (ABE) [1] which 
provides a new viewpoint of encryption for new one-to-many 
and fine-grained access control application environment. In 
ABE, decrypt ability depends on user’s attribute. Only the one 
who has the required attribute can get decryption key from a 
trustworthy authority. Goyal et al. [13] divided ABE into two 
methods, cipher-text-policy ABE (CP-ABE) and key-policy ABE 
(KP-ABE). In CP-ABE, encipher specifies an access structure 
in cipher text which defines over universal attributes set. User’s 
key is associated with some attributes, if user’s attributes satisfy 
the access structure, then it can decrypt the cipher text. In KP-
ABE, situation is inversed. That is user’s key is attached with 
an access structure and cipher text is associated with attributes. 
Only if cipher text’s attributes is the authorized set of the access 
structure, decryption will proceed.
Sahai and Waters [4] proposed a solution to the above problem that 
they called Attribute- Based Encryption (ABE). In an ABE system, 

a party encrypting data can specify access to the data as a boolean 
formula over a set of attributes. Each user in the system will be 
issued a private key from an authority that reflects their attributes 
(or credentials). A user will be able to decrypt a ciphertext if the 
attributes associated with their private key satisfy the Boolean 
formula ascribed to the ciphertext. A crucial property of ABE 
systems is that they resist collusion attacks as described above. 
Since the introduction of Attribute-Based Encryption, several 
works [8] have proposed different ABE systems and applications. 
In almost all ABE proposals, private keys were issued by one 
central authority that would need to be in a position to verify all 
the attributes or credentials it issued for each user in the system. 
These systems can be utilized to share information according a 
policy over attributes issued within a domain or organization, 
however, in many applications a party will want to share data 
according to a policy written over attributes or credentials issued 
across different trust domains and organizations. For instance, 
a party might want to share medical data only with a user who 
has the attribute of “Doctor” issued by a medical organization 
and the attribute \Researcher” issued by the administrators of 
a clinical trial. On a commercial application, two corporations 
such as Boeing and General Electric might both issue  attributes 
as part of a joint project. Using current ABE systems for these 
applications can be problematic since one needs a single authority 
that is both able to verify attributes across different organizations 
and issue private keys to every user in the system. 

A. A Simple Approach and Its Limitations 
We would like to realize an encryption system where a party can 
encrypt data for a policy written over attributes issued by different 
authorities. A user in the system should be able to decrypt if their 
attributes (possibly issued by multiple authorities) satisfy the policy 
specified by the ciphertext. In addition, the system should be able to 
express complex policies and not require coordination amongst the 
authorities.  An initial step towards this goal is to simply “engineer” 
a system by utilizing existing (Ciphertext-Policy) Attribute-Based 
Encryption schemes along with standard signature schemes. In 
this proposal, a designated “central authority” will first create a 
set of public parameters. Then any party wishing to become an 
“authority” will create a signature verification key VK that will 
be associated with them. A user in the system with a globally 
verifiable identifier GID will collect private keys for attributes 
that it has from different authorities. 
Suppose that a user GID can demonstrate attributes X1;X2 to the 
authority with verification key VK and attribute Y to the authority 
with verification key VK0. The user will obtain his secret key as 
follows. First, he will obtain a signature of GID; (X1;X2) that 
verifies under VK and a signature of GID; Y under VK0 from the 
two respective authorities (and any other authorities). Next, the 
user will present these signature and verification key pairs to the 
central authority. The central authority will first check that each 
signature verifies under the claimed verification key and that each 
signature is on the same global identifier. Using an existing ABE 
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algorithm, it will then issue an attribute for each verification key 
and attribute pair. In the above example, the user will get a key 
with attributes “VK;X1”, “VK;X2”, and “VK0; Y “. We note that 
the operation of the central authority is agnostic to the meaning 
of these verification keys and attributes; indeed, it will not need 
to have any a priori relationship with any of the authorities.
This simple system enjoys multiple benefits. Since encryption 
simply uses a prior ABE system, we can achieve the same level 
of expressiveness and write a policy in terms of any boolean 
formula. The system also requires minimum coordination between 
separate authorities. Any party can choose to be an authority by 
creating and publishing a verification key coupled with a list of 
attributes it will manage. Different authorities will not need to 
coordinate or even be aware of each other. There are several issues 
that will need to be dealt with in any larger system, such as the 
choice of an appropriate global identifier or a party’s decision 
as to which authority it trusts to issue private keys related to 
certain attributes. For instance, one might encrypt a policy using 
Experian’s verification key to attest for the attribute of a good 
FICO (credit) score.
The major drawback of this simple engineered approach is that 
it requires a designated central authority. This authority must be 
globally trustworthy, since its failure will compromise the entire 
system. If we aim to build a large or even global scale system, 
this authority will become a common bottleneck. Spreading 
a central authority’s keys over several machines to alleviate 
performance pressures might simultaneously increase the risk 
of key exposure.
A few works have attempted to create new cryptographic solutions 
to the multi-authority ABE problem. Chase [7] proposed an 
interesting solution that introduced the concept of using a global 
identifier as a “linchpin” for tying users’ keys together. Her system 
relied on a central authority and was limited to expressing a strict 
“AND” policy over a pre-determined set of authorities. Therefore 
a party encrypting would be much more limited than in the simple 
engineering approach outlined above. Muller, Katzenbeisser, and 
Eckert [4] give a different system with a centralized authority 
that realizes any LSSS access structure. Their construction builds 
on the Waters system [5]; their proof is limited to non-adaptive 
queries. The system achieves roughly the same functionality as the 
engineering approach above, except one can still acquire attributes 
from additional authorities without revisiting the central authority. 
Chase and Chow [2] showed how to remove the central authority 
using a distributed PRF; however, the same limitations of an AND 
policy of a determined set of authorities remained. Lin et. al. [9] 
give a threshold based scheme that is also somewhat decentralized. 
The set of authorities is fixed ahead of time, and they must interact 
during the system setup. The system is only secure up to collusions 
of m users, where m is a system parameter chosen at setup such 
that the cost of operations and key storage scales with m.

II. Related Works
Several of the roots of Attribute-Based Encryption can be traced 
back to Identity Based Encryption (IBE), proposed by Shamir . 
The first IBE schemes were constructed by Boneh and Franklin 
[3] and Cocks [4]. These initial systems were proven secure in the 
random oracle model. Other standard model solutions followed 
[10], along with extensions to the hierarchical IBE setting.
Attribute-based encryption was introduced by Sahai and Waters. 
Subsequently, Goyal, Pandey, Sahai, and Waters [10] formulated 
two complimentary forms of ABE: Ciphertext- Policy Attribute-
Based Encryption (CP-ABE) and Key-Policy Attribute-Based 

Encryption (KP-ABE). In a CP-ABE system, keys are associated 
with sets of attributes and ciphertexts are associated with access 
policies. In a KP-ABE system, the situation is reversed: keys are 
associated with access policies and ciphertexts are associated with 
sets of attributes. Since then, several different ABE systems have 
been proposed [8], as well as related systems [2]. The problem 
of building ABE systems with multiple authorities was proposed 
by Sahai and Waters and first considered by Chase and Chase 
and Chow . Another interesting direction is the construction 
of “anonymous” or predicate encryption systems [4] where in 
addition to the data the encryption policy or other properties are 
hidden. Other works have discussed similar problems without 
addressing collusion resistance [5]. In these systems, the data 
encryptor specifies an access policy such that a set of users can 
decrypt the data only if the union of their credentials satisfies the 
access policy.
Until recently, all ABE systems were proven secure in the selective 
model where an attacker needed to declare the structure of the 
challenge ciphertext before seeing the public parameters. Recently, 
Lewko, Okamoto, Sahai, Takashima and Waters [3] solved the 
open problem by giving the first fully secure Attribute-Based 
Encryption systems. Their system applied the dual system 
encryption methodology introduced by Waters and techniques 
used by Lewko and Waters. Our proof uses some techniques from 
Lewko et. al. [3], but faces new challenges from the multi-authority 
setting.

III. Proposed System

A. Multi-authority CP-ABE
Here we give the necessary background on multi-authority CP-ABE 
schemes and their security definition. For background on access 
structures, linear secret-sharing schemes, and composite order 
bilinear groups, see Appendix A. A multi-authority Ciphertext-
Policy Attribute-Based Encryption system is comprised of the 
following five algorithms:
Global Setup(λ) → GP The global setup algorithm takes in the 
security parameter λ and outputs global parameters GP for the 
system.
Authority Setup(GP) → SK;PK Each authority runs the authority 
setup algorithm with GP as input to produce its own secret key 
and public key pair, SK; PK.
Encrypt(M,(A, ρ),GP,{PK}) → CT The encryption algorithm takes 
in a message M, an access matrix (A,ρ), the set of public keys for 
relevant authorities, and the global parameters.
It outputs a cipher text CT.
KeyGen(GID,GP,i,SK) → KiGID The key generation algorithm 
takes in an identity GID, the global parameters, an attribute i 
belonging to some authority, and the secret key SK for this authority. 
It produces a key KiGID for this attribute, identity pair.
Decrypt(CT,GP,{ KiGID }) → M The decryption algorithm takes 
in the global parameters, the cipher text, and a collection of keys 
corresponding to attribute, identity pairs all with the same fixed 
identity GID. It outputs either the message M when the collection 
of attributes i satisfies the access matrix corresponding to the 
ciphertext. Otherwise, decryption fails.

B. Our Multi-Authority CP-ABE System
Overview We now present our one-use multi-authority cipher 
text-policy attribute based encryption system. We use a composite 
order bilinear group G, where the group order is a product of 
three primes: N = p1p2p3. Except for the random oracle H which 
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maps identities to random group elements, the entire system is 
confined to the subgroup Gp1 in G. The subgroups Gp2 and Gp3 
are used in our security proof, which employs the dual system 
encryption technique. In a dual system, keys and cipher texts 
can be either normal or semi-functional. Normal keys and cipher 
texts in our system will be contained in the subgroup Gp1, while 
semi-functional keys and cipher texts will involve elements of the 
subgroups Gp2 and Gp3. In other words, the subgroups Gp2 and 
Gp3 form the semi-functional space, which is orthogonal to the 
subgroup Gp1 where the normal keys and cipher texts reside.

C. Preventing Collusion
 To prevent collusion attacks, our system uses the global identity 
to “tie” together the various attributes belonging to a specific 
user so that they cannot be successfully combined with another’s 
user’s attributes in decryption. More specifically, the encryption 
algorithm blinds the message M with e(g1, g1)s, where g1 is 
a generator of the subgroup Gp1 , and s is a randomly chosen 
value in ZN. The value s is then split into shares λ x according 
to the LSSS matrix, and the value 0 is split into shares wx. The 
decryptor must recover the blinding factor e(g1,g1)s by pairing 
their keys for attribute, identity pairs (I,GID) with the ciphertext 
elements to obtain the shares of s. In doing so, the decryptor will 
introduce terms of the form e(g1,H(GID))wx. If the decryptor 
has a satisfying set of keys with the same identity GID, these 
additional terms will cancel from the final result, since the wx 
‘s are shares of 0. If two users with different identities GID and 
GID′ attempt to collude and combine their keys, then there will 
be some terms of the form e(g1,H(GID)) w x and some terms of 
the form e(g1,H(GID′)) w ′x , and these will not cancel with each 
other, thereby preventing the recovery of e(g1,g1)s.

IV. Conclusion
In reality, it is impossible for attributes to be monitored by one 
authority. In MA-ABE, universal attributes set are divided into 
several domains and managed by corresponding authorities. A user 
will issue his attributes to all the authorities to get his decryption 
key. Decentralizing ABE is a special MA-ABE and it does not 
require a trusted central authority to conduct the system setup.
The proposed system, our largest technical hurdle is to make 
it collusion resistant. Prior Attribute-Based Encryption systems 
achieved collusion resistance when the ABE system authority 
”tied” together different components (representing different 
attributes) of a user’s private key by randomizing the key. However, 
in our system each component will come from a potentially 
different authority, where we assume no coordination between 
such authorities. We create new techniques to tie key components 
together and prevent collusion attacks between users with different 
global identifiers
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