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Abstract
Cloud computing has important idea for the privacy of personal 
information as well as for the secrecy of business information. The 
location of information in the cloud may have important effects 
on the privacy and confidentiality protections of information. 
Especially for Sensitive Areas like Hospital Management System. 
We provide a design and implementation of self-protecting Client 
medical records (CMRs) using Ciphertext-Policy attribute-based 
encryption (CP-ABE). However, before cloud-based CMR 
systems can become a reality, issues of data security, patient 
privacy, and overall performance must be addressed. As standard 
encryption (including symmetric key and public-key)techniques 
for CMR encryption/decryption cause increased access control and 
performance overhead, the paper proposes the use of Ciphertext-
Policy Attribute-Based Encryption (CP-ABE) to encrypt CMRs 
based on healthcare providers’ attributes or credentials; to decrypt 
CMRs, they must possess the set of at- tributes needed for proper 
access. This Method is not only is it inexpensive but it also provides 
the flexible, wide-area mobile access increasingly needed in the 
modern world.
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I. Introduction
Cloud computing is a colloquial expression used to describe a 
variety of different types of computing concepts that involve a 
large number of computers that are connected through a real-time 
communication network (typically the  Internet) . Cloud computing 
is a jargon term without a commonly accepted non-ambiguous 
scientific or technical definition. In science, cloud computing is 
a synonym for distributed computing over a network and means 
the ability to run a program on many connected computers at the 
same time. The popularity of the term can be attributed to its use in 
marketing to sell hosted services in the sense of application service 
provisioning that run client server software on a remote location. 
Cloud computing is the use of computing resources (hardware and 
software) that are delivered as a service over a network (typically 
the Internet). The name comes from the use of a cloud-shaped 
symbol as an abstraction for the complex infrastructure it contains 
in system diagrams. Cloud computing entrusts remote services 
with a user’s data, software and computation.
Cloud computing relies on sharing of resources to achieve coherence 
and economies of scale similar to a utility (like the electricity 
grid) over a network.[2] At the foundation of cloud computing 
is the broader concept of converged infrastructure and shared 
services.
The cloud also focuses on maximizing the effectiveness of the 
shared resources. Cloud resources are usually not only shared 
by multiple users but as well as dynamically re-allocated as 
per demand. This can work for allocating resources to users in 
different time zones. For example, a cloud computer facility 
which serves European users during European business hours 
with a specific application (e.g. email) while the same resources 
are getting reallocated and serve North American users during 

North America’s business hours with another application (e.g. 
web server). This approach should maximize the use of computing 
powers thus reducing environmental damage as well, since less 
power, air conditioning, rack space, and so on, is required for the 
same functions.
Internet technology is growing more and more quickly, and people 
can process, store, or share with their data by using its ability. 
Recently, the cloud has emerged to provide various application 
services to satisfy users’ requirement [1]. In the storage service 
application, the cloud can let the user, data owner, store his data, 
and share this data with other users via the cloud, because the 
cloud can provide the pay as you go environment[8] where people 
just need to pay the money for the storage space they use. It can 
bring down the cost efficiently for people. But, there is a problem 
that the data owner has to solve it. The data owner needs to make 
a flexible and scalable access control policy to command users’ 
access right, so that only the authorized users can access
Besides, for protecting the confidentiality of the stored data, 
the data must be encrypted before uploading to the cloud [9]. 
Traditional public key infrastructure can be adopted in the data 
encryption process, and the data owner uses data users’ public 
key to encrypt this data before uploading to the cloud; if the 
data user sends through a access request to the cloud, then the 
cloud would return the corresponding cipher text to the data user. 
An user would use his private key to decrypt this data. But this 
manner would lead to some problems: (1) to be able to encrypt 
data, the data owner needs to obtain the data user’s public key to 
complete this; (2) a lot of storage overhead would spend because 
of the same plaintext with different public keys.
There are multiple, parallel efforts underway to modernize 
medical records systems for greater efficiency, improved patient 
care, patient safety, and costs savings. The potential benefits 
from Client Medical Records (CMRs), which include lab tests, 
images, diagnoses, prescriptions and medical histories, are without 
precedent. Patients and insurers can avoid repeating studies that, 
for example, expose people to additional radiation and incur 
unnecessary costs.

II. Related Works
Sahai and Waters [24] introduced Attribute-Based Encryption 
(ABE) as a new means for encrypted access control. In an attribute-
based encryption system cipher texts are not necessarily encrypted 
to one particular user as in traditional public key cryptography. 
Instead both users’ private keys and cipher texts will be associated 
with a set of attributes or a policy over attributes. A user is able 
to decrypt a cipher text if there is a “match” between his private 
key and the cipher text. In their original system Sahai and Waters 
presented a Threshold ABE system in which cipher texts were 
labeled with a set of attributes S and a user’s private key was 
associated with both a threshold parameter k and another set of 
attributes S. In order for a user to decrypt a cipher text at least k 
attributes must overlap between the cipher text and his private 
keys. One of the primary original motivations for this was to 
design an error-tolerant (or Fuzzy) identity-based encryption [2] 
scheme that could use biometric identities.
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The primary drawback of the Sahai-Waters [24] threshold ABE 
system is that the threshold semantics are not very expressive 
and therefore are limiting for designing more general systems. 
Goyal et al. introduced the idea of a more general key-policy 
attribute based encryption system. In their construction a cipher 
text is associated with a set of attributes and a user’s key can 
be associated with any monotonic tree access structure. 1 The 
construction of Goyal et al. can be viewed as an extension of the 
Sahai-Waters techniques where instead of embedding a Shamir 
[26] secret sharing scheme in the private key, the authority embeds 
a more general secret sharing scheme for monotonic access trees. 
Goyal et. al. also suggested the possibility of a cipher text-policy 
ABE scheme, but did not offer any constructions.
Pirretti et al. [23] gave an implementation of the threshold 
ABE encryption system, demonstrated different applications of 
attribute-based encryption schemes and addressed several practical 
notions such as key-revocation. In recent work, Chase [11] gave 
a construction for a multi-authority attribute-based encryption 
system, where each authority would administer a deferent domain 
of attributes. The primary challenge in creating multi-authority 
ABE is to prevent collusion attacks between users that obtain key 
components from deferent authorities. While the Chase system 
used the threshold ABE system as its underlying ABE system at 
each authority, the problem of multi-authority ABE is in general 
orthogonal to finding more expressive ABE systems

III. Existing System
There are some techniques available for Providing Security 
Credentials for Information Security in Technologies like Cloud 
Based Systems. Some of them are

A. Symmetric-Key Encryption (SKE)
These techniques, e.g., AES, are usually efficient but introduce 
complexity in EHR systems as additional mechanisms are required 
to apply access control. In particular, all healthcare providers use 
one shared key for encryption and decryption; thus, if the shared 
key is compromised, all EHRs are compromised.

B. Public-Key Encryption (PKE)
These techniques, e.g., RSA, provide a secure solution but are 
not practical for secure EHR storage due to the requirement for 
an expensive Public-Key Infrastructure (PKI) to be maintained 
for distributing and managing public keys and digital certificates 
for all healthcare providers.

C. Identity-Based Encryption (IBE)
Originally proposed by Adi Shamir [1]. Boneh and Franklin’s 
pairing-based encryption scheme [3] was the first to use fully 
functional IBE that is based on a novel solution of a pairing 
on groups of elliptic curves over finite fields. Sahai and Waters 
subsequently introduced a new type of IDE called Fuzzy Identity-
Based Encryption (FIBE)[2]. In FIBE, a private key is associated 
with a set of attributes, w, and able to decrypt ciphertexts encrypted 
with a set of attributes, w’, if and only if atleast k attributes overlap 
between w’and w. FIBE’s motivation was to design an error-
tolerant IBE that uses biometric identities as public keys. IBE and 
FIBE have limited applications, as they not allow for a scalable 
and fine-grained access control to ciphertexts.

IV. Proposed System
This System eliminates so many drawbacks of the Existing System 
and adds additional Security for Cloud Based Applications:

A. Attribute-Based Encryption (ABE)
Attribute-Based Encryption (ABE) extends Identity-Based 
Encryption (IBE), originally proposed by Adi Shamir [1], by using 
a public key as an arbitrary string to identify a user.

B. Ciphertext-Policy Attribute-Based Encryption (CP 
ABE) 
Ciphertext-Policy Attribute-Based Encryption (CP ABE) extends 
Elliptic Curve Cryptography (ECC) is a type of public-key 
cryptography (PKC) that is based on the algebraic structure of 
elliptic curves over finite fields. The security of ECC is based on 
the hardness of the elliptic curve discrete logarithm problem, and 
achieves RSA-equivalent security with a much smaller elliptic 
curve group; for example, a 163-bit key in ECC is considered to 
be as secure as 1024-bit key in RSA. ECC implementations use 
less memory and processing power, which allows them to be used 
on compact platforms such as smart phones and smart cards.
These policies are typically expressed as Boolean formulae 
referencing a list of attributes that are embedded into the 
encryptor’s secret key. For example, given the attributes Doctor, 
Nurse, Medical Institution (MI), InsuranceCo, Agent the following 
example policy might capture a record that can be read by a MI 
doctor or nurse or an insurance agent:
((Doctor V Nurse) ^ MI) V ((InsuranceCo ^ Agent)

The CP-ABE Scheme
Following Bethencourt, Sahai, and Waters [4], in our CP-ABE 
scheme, healthcare providers share one public key for encryption, 
thus avoiding PKI; however, each healthcare provider has a distinct 
secret key for decryption. CP-ABE supports complex policies to 
specify which secret keys can decrypt which ciphertexts: each 
healthcare provider’s secret key is labeled with a set of attributes, 
and ciphertexts are associated with access policies. The secret 
key of a health-care provider can decrypt a particular ciphertext 
only if the attribute set of the healthcare provider’s key satisfies 
the access policy associated with that ciphertext. Here, the nurse 
practitioner with the ABCD Medical Group can access EHRs that 
are only allowed to physician assistants or nurse practitioners, and 
who work in the ABCD Medical Group; and the physician assistant 
with the WXYZ Medical Group is not allowed access.

Fig. 1: Proposed System Architecture 
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