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Abstract
 Presently the Internet accommodates simultaneous audio, video, 
and data traffic. This requires the Internet to guarantee the packet 
loss which at its turn depends very much on congestion control. 
A series of protocols have been introduced to supplement the 
insufficient TCP mechanism controlling the network congestion. 
CSFQ was designed as an open-loop controller to provide the 
fair best effort service for supervising the per-flow bandwidth 
consumption and has become helpless when the P2P flows started 
to dominate the traffic of the Internet. Token-Based Congestion 
Control (TBCC) is based on a closed-loop congestion control 
principle, which restricts token resources consumed by an end-user 
and provides the fair best effort service with O (1) complexity. 
As Self-Verifying CSFQ and Re-feedback, it experiences a heavy 
load by policing inter-domain traffic for lack of trust. In this paper, 
Stable Token-Limited Congestion Control (STLCC) is introduced 
as new protocols which appends inter-domain congestion control 
to TBCC and make the congestion control system to be stable. 
STLCC is able to shape output and input traffic at the inter-domain 
link with O(1) complexity. STLCC produces a congestion index, 
pushes the packet loss to the network edge and improves the 
network performance. Finally, the simple version of STLCC is 
introduced. This version is deployable in the Internet without 
any IP protocols modifications and Preserves also the packet 
datagram.
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I. Introduction
Modern IP network services provide for the simultaneous digital 
transmission of voice, video, and data. These services require 
congestion control protocols and algorithms which can solve 
the packet loss parameter can be kept under control. Congestion 
control is therefore, the cornerstone of packet switching networks 
[28]. It should prevent congestion collapse, provide fairness to 
competing flows and optimize transport performance indexes such 
as throughput, delay and loss. The literature abounds in papers 
on this subject; there are papers on high-level models [17-19] of 
the flow of packets through the network, and on specific network 
architecture [20-27]. Despite this vast literature, congestion control 
in telecommunication networks struggles with two major problems 
that are not completely solved. The first one is the time-varying 
delay between the control point and the traffic sources. The second 
one is related to the possibility that the traffic sources do not follow 
the feedback signal. This latter may happen because some sources 
are silent as they have nothing to transmit. Congestion control 
of the best-effort service in the Internet was originally designed 
for a  cooperative environment. It is still mainly dependent on 
the TCP congestion control algorithm at terminals, supplemented 
with load shedding [1] at congestion links. This model is called 
the Terminal Dependent Congestion Control case.
Although routers equipped with Active Queue Management 
such as RED [2] can improve transport performance, they are 
neither able to prevent congestion collapse nor provide fairness 
to competing flows. In order to enhance fairness in high speed 
networks, Core-Stateless Fair Queuing (CSFQ) [3] set up an open- 

loop control system at the network layer, which inserts the label 
of the flow arrival rate onto the packet header at edge routers 
and drops the packet at core routers based on the rate label if 
congestion happens. CSFQ is the first to achieve approximate 
fair bandwidth allocation among flows with O(1) complexity at 
core routers. According to CacheLogic report, P2P traffic was 
60% of all the Internet traffic in 2004, of which Bit-Torrent [4] 
was responsible for about 30% of the above, although the report 
generated quite a lot of discussions around the real numbers. In 
networks with P2P traffic, CSFQ can provide fairness to competing 
flows, but unfortunately it is not what end-users and operators 
really want. Token-Based Congestion Control (TBCC) [5] restricts 
the total token resource consumed by an end-user. So, no matter 
how many connections the end-user has set up, it cannot obtain 
extra bandwidth resources when TBCC is used.

II. Related Work
CONTROL (STLCC) is able to shape output and input traffic at 
the inter-domain link without complexity. STLCC produces a 
congestion index, pushes the packet loss to the network edge and 
improves the network performance. To solve this problem, the 
Stable Token-Limited Congestion Control (STLCC) is introduced. 
It integrates the algorithms of TLCC and XCP altogether. In 
STLCC, the output rate of the sender is controlled according to the 
algorithm of XCP, so there is almost no packet lost at the congested 
link. At the same time, the edge router allocates all the access token 
resource to the incoming flows equally. When congestion happens, 
the incoming token rate increases at the core router, and then the 
congestion level of the congested link will also increase. Thus 
STLCC can measure the congestion level analytically, allocate 
network resources according to the access link, and further keep 
the congestion control system stable. TOKEN: In this paper a new 
and better mechanism for congestion control with application to 
Packet Loss in networks with P2P traffic is proposed. In this new 
method the edge and the core routers will write a measure of the 
quality of service guaranteed by the router by writing a digital 
number in the Option Field of the datagram of the packet. This is 
called a token. The token is read by the path routers and interpreted 
as its value will give a measure of the congestion especially at 
the edge routers. Based on the token number the edge router 
at the source, thus reducing the congestion on the path. CORE 
ROUTER is a router designed to operate in the Internet Backbone 
or core. To fulfill this role, a router must be able to support multiple 
telecommunications interfaces of the highest speed in use in the 
core Internet and must be able to forward IP packets at full speed 
on all of them. It must also support the routing protocols being used 
in the core. A core router is distinct from an edge router. EDGE 
ROUTERS sit at the edge of a backbone network and connect to 
core routers. The token is read by the path routers and interpreted 
as its value will give a measure of the congestion especially at the 
edge routers. Based on the token number the edge router at the 
source, thus reducing the congestion on the path. DISTRIBUTED 
PACKET BUFFER All packet buffering techniques so far have 
adopted a traffic-agnostic approach while designing the packet 
buffering algorithms. We must clarify that even though existing 
approaches do use Q queues, each queue is treated the same by the 
buffer management algorithms. No effort is made to exploit the 
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inherent characteristics of the corresponding traffic patterns like 
the arrival rate, burst sizes, transit time requirements through the 
router, etc. However, a traffic-aware approach to the problem, we 
believe, will yield new possibilities for conquering the scalability 
problem. In this paper, we investigate a new dimension to the 
problem, viz. how to extend the packet buffer architectures by 
using independent packet buffer subsystems. The overall packet 
buffer now takes the form of a distributed system composed of 
several compact packet buffers. We profess that the only real 
requirement for a packet buffer is that it should be able to absorb 
incoming traffic at a given rate, and maintain the outgoing traffic 
at the same rate, while still supporting the requirements for the 
different data streams transiting through the buffer. The distributed 
packet buffer is implemented as a composition of multiple compact 
packet buffers. Such a distributed system where k independent 
packet buffers work together providing increasing performance 
but at a linearly increasing scale needs to be designed.

Fig. 1: Peering in Hybrid Networks: End-to-End Lightpaths

Fig. 1 shows a hybrid network composed of three ISPs 
interconnected through routed networks (Internet) and also through 
two optical links managed by different owners. The connections 
across the optical links is via the Peering Points (PPs). An example 
of such a connection may be a high-bandwidth transatlantic link. 
A flexible way of bypassing the routed Internet is to have ISPA tag 
traffic from X and Y with some sort of token to signal to remote 
domains that they should be pushed across the optical shortcuts. 
At the same time, we want to prevent rogue users (e.g., the ISPB 
client indicated in the figure) to tag their packets with similar 
tokens to gain unauthorised access to the shortcuts.

III. Existing System
The Self-Verifying CSFQ [6] tries to expand CSFQ across the 
domain border. It randomly selects a flow, re-estimates the flow’s 
rate, and checks whether the re-estimated rate is consistent with 
the label on the flow’s packet. Consequently Self-Verifying CSFQ 
will put a heavy load on the border router and makes the weighted 
CSFQ null and void. In [7][8], the authors present a congestion 
control architecture Re-feedback, which aims to provide the fixed 
cost to end-users and bulk inter-domain congestion charging to 
network operators. Re-feedback not only demands very high 
level complexity to identify the malignant end-user, but also is 
difficult to provide the fixed congestion charging to the inter-
domain interconnection with low complexity. There are three types 
of inter-domain interconnection polices, the Internet Exchange 
Points, the private peering and the transit. In the private peering 
polices, the Sender Keep All (SKA) peering arrangements are 
those in which traffic is exchanged between two domains without 
mutual charge. As Re-feedback is based on congestion charges 
to the peer domain, it is difficult for Re-feedback to support the 
requirements of SKA. In this paper a new and better mechanism 
for congestion control with application to Packet Loss in networks 

with P2P traffic is proposed. In this new method the edge and 
the core routers will write a measure of the quality of service 
guaranteed by the router by writing a digital number in the Option 
Field of the datagram of the packet. This is called a token. The 
token is read by the path routers and interpreted as its value will 
give a measure of the congestion especially at the edge routers. 
Based on the token number the edge router at the source’s edge 
point will shape the traffic generated by the source, thus reducing 
the congestion on the path. In Token-Limited Congestion Control 
(TLCC) [9], the inter-domain router restricts the total output token 
rate to peer domains. When the output token rate exceeds the 
threshold, TLCC will decreases the Token-Level of output packets, 
and then the output token rate will decrease.

A. High-Level Overview
In a nutshell, the process is as follows. On behalf of a subset of its 
users, ISPA generates a Link Access Request (LAR) message to 
use a particular link (from the available links of its peering point) 
for a certain period of time 1 _. The details of LAR generation 
based on user requests are beyond the scope of this article. 
Interested readers are referred to [10]. The LAR is sent to the 
AAA server of peering point A 2 _. The AAA server fetches a 
policy from the policy repository that validates the request 3 _. 
Next, a key (TokenKey) is generated and sent to ISPA and peering 
point A 4 _. ISPA may use the key to create a token for each 
packet that should use the link. The token will be injected in the 
packets which are then forwarded to the peering point. The entity 
responsible for token injection is known as the token builder. On 
the other side, peering point A uses the same TokenKey as ISPA 
to check the incoming token-annotated packets. In other words, 
for each received packet, peering point A creates a local token 
and checks it against the embedded packet token. The packet is 
authenticated when both tokens match. An authenticated packet is 
then forwarded to its corresponding fibre-optic link 5 _. All other 
packets are transmitted on a ‘default’ link that is connected to the 
transit network 6 _. The entity responsible for token checking and 
packet switching is known as the token based switch.

Fig. 2: Token Based Networking Architecture

When a packet arrives at the token switch, we must find the 
appropriate key to use for generating the token locally. Which 
key to use is identified by fields in the packet itself. For instance, 
we may associate a key with a IP source and destination pair, so 
all traffic between two machines are  handled with the same key. 
However, other forms of aggregation are possible. For instance, 
we may handle all traffic between two networks with the same 
key, or all machines participating in a Grid experiment, etc. In 
general, we allow the key to be selected by means of an aggregation 
identifier, embedded in the packet. The aggregation identifier is 
inserted in the packet together with the token by the ISP to signal 
the key to use.
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B. Token Principles
Compared to other mechanisms (such as certificates), a token is 
a general type of trusted and cryptographically protected proof of 
authorisation with flexible usage policies. A token created for an IP 
packet is essentially the result of applying an HMAC algorithm over 
a number of packet fields as illustrated in Figure 3 and explained 
below. An HMAC  algorithm is a key-dependentway to create a 

one-way hash (see RFC2401 [11]). In our implementationwe opted 
for a strong proof of authorisation bymeans of HMAC-SHA1. 
It may be possible to use more lightweight algorithms such as 
RC5 which is also used by IP EasyPass [5]. However, we wanted 
to evaluate the performance that could be achieved with strong 
authentication. We believe that using RC5 or similar algorithms 
would only make it scale better.

Fig. 3: Token Creation

IV. Proposed System
This paper provides to CSFQ and TBCC, TLCC uses also the 
iterative algorithm to estimate the congestion level of its output 
link, and requires a long period of time to reach a stable state. 
With bad parameter configuration, TLCC may cause the traffic to 
fall into an oscillated process. The window size of TCP flows will 
always increase when acknowledge packets are received, and the 
congestion level will increase at the congested link. At congestion 
times many flows will lose their packets. Then, the link will be 
idle and the congestion level will decrease. The two steps may 
be repeated alternately, and then the congestion control system 
will never reach stability. To solve the oscillation problem, the 
Stable Token-Limited Congestion Control (STLCC) is introduced. 
It integrates the algorithms of TLCC and XCP [10] altogether. 
In STLCC, the output rate of the sender is controlled according 
to the algorithm of XCP, so there is almost no packet lost at the 
congested link. At the same time, the edge router allocates all 
the access token resource to the incoming flows equally. When 
congestion happens, the incoming token rate increases at the core 
router, and then the congestion level of the congested link will 
also increase. Thus STLCC can measure the congestion level 
analytically, allocate network resources according to the access 
link, and further keep the congestion control system stable.

A. Network Congestion
Congestion occurs when the number of packets being • 
transmitted through the network approaches the packet 
handling capacity of the network
Congestion control aims to keep number of packets below • 
level at which performance falls off dramatically

B. Stable Token Limit Congestion Control (STLCC)
STLCC is able to shape output and input traffic at theinter-domain 
link with O(1) complexity. STLCC produces a congestion index, 
pushes the packet loss to the network edge and improves the 
network performance. To solve the oscillation problem, the Stable 

Token-Limited Congestion Control (STLCC) is introduced. It 
integrates the algorithms of TLCC and XCP [10] altogether. In 
STLCC, the output rate of the sender is controlled according to 
the algorithm of XCP, so there is almost no packet lost at the    
congested link. At the same time, the edge router allocates all 
the access token resource to the incoming flows equally. When 
congestion happens, the incoming token rate increases at the core 
router, and then the congestion level of the congested link will also 
increase. ISP A and ISP B are two networks on data transfer. Thus 
STLCC can measure the congestion level analytically, allocate 
network resources according to the access link, and further keep 
the congestion control system stable.
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Fig. 4: Data Transfer Using STLCC

C. Token
 In this paper a new and better mechanism for congestion control 
with application to Packet Loss in networks with P2P traffic 
is proposed. In this new method the edge and the core routers 
will write a measure of the quality of service guaranteed by the 
router by writing a digital number in the Option Field of the 
datagram of the packet. This is called a token. The token is read 
by the path routers and interpreted as its value will give a easure 
of the congestion especially at the edge routers. Based on the 
token number the edge router at the source, thus reducing the 
congestion on the path. A unique structured data object or message 
that circulates continuously among the nodes of a token ring and 
describes the current state of the network. Before any node can 
send a message, it must first wait to control the token. A network 
topology in the form of a closed loop or circle, with each node in 
the network connected to the next. Messages move in one direction 
around the system. When a message arrives at a node, the node 
examines the address information in the message. If the address 
matches the node’s address, the message is accepted; otherwise, 
the node regenerates the signal and places the message back on 
the network for the next node in the system. It is this regeneration 

that allows a ring network to cover greater distances than star 
networks or bus networks. Ring networks normally use some form 
of token-passing protocol to regulate network traffic. The failure 
of a single node can disrupt network operations; however, fault 
tolerant  techniques have been developed to allow the network to 
continue to function in the event one or more nodes fail.



IJCST Vol. 4, ISSue 4, oCT - DeC 2013

w w w . i j c s t . c o m InternatIonal Journal of Computer SCIenCe and teChnology  159

 ISSN : 0976-8491 (Online)  |  ISSN : 2229-4333 (Print)

Fig. 5: Ring Token

D. Core Router
A core router is a router designed to operate in the Internet 
Backbone or core. To fulfill this role, a router must be able to 
support multiple telecommunications interfaces of the highest 
speed in use in the core Internet and must be able to forward 
IP packets at full speed on all of them. It must also support the 
routing protocols being used in the core. A core router is distinct 
from edge routers.

E. Edge Router
Edge routers sit at the edge of a backbone network and connect to 
core routers.  The token is read by the path routers and interpreted 
as its value will give a measure of the congestion especially at the 
edge routers. Based on the token number the edge router at the 
source, thus reducing the congestion on the path.

V. Conclusion
The architecture of Token-Based Congestion Control (TBCC), 
which provides fair bandwidth allocation to end-users in the 
same domain will be introduced and it evaluates two congestion 
control algorithms CSFQ and TBCC. STLCC is presented 
and the simulation is designed to demonstrate its validity. 
The Unified Congestion Control Model which is the abstract 
model of CSFQ, Re-feedback and STLCC. The simple version 
of STLCC is proposed, which can be deployed on the current 
Internet. Congestion control is therefore, the cornerstone of packet 
switching networks. It should prevent congestion collapse, provide 
fairness to competing flows and optimize transport performance 
indexes such as throughput,
delay and loss.
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