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Abstract
The main Objective of this project is to perform Wi-Fi testing 
on Device under Test (DUT) through Automation scripts. The 
Wireless Ethernet Compatibility Alliance (WECA) is the industry 
organization that certifies 802.11 products that are deemed to 
meet a base standard of interoperability. This paper is targeted 
at individuals who are already familiar with traditional wired 
networks and who wish to become familiar with wireless networks 
and some of the issues concerning their development. Once 
confined only to specialty functioning wireless networks are now 
beginning to proliferate in the form of IEEE 802.11b ,802.11a, 
802.11g,802.11n (Wi-Fi™) wireless LANs, allowing users to roam 
throughout a building with a laptop while still remaining connected 
to their network.  Wi-Fi™ networks are described, as well as how 
the 802.11 standard is evolving to supply higher data rates and 
better quality of service.
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I. Introduction
Originally employed to free network elements to roam in 
manufacturing and warehouse facilities, wireless LANs (WLANs) 
are now deployed throughout the enterprise as a cost-saving 
measure. They can be used to replace wired LANs, or as an 
extension of a wired infrastructure.
Wi-Fi is the name given by the Wi-Fi Alliance to the IEEE 802.11 
suite of standards. 802.11 defined the initial standard for wireless 
local area networks (WLANs), but it was considered too slow 
for some applications and so was superseded by the extensions 
802.11a and 802.11b, and later by 802.11g (with the release of 
802.11n still pending).
At its most basic, Wi-Fi is the transmission of radio signals. 
Wireless Rabbits offer the embedded systems engineer many 
benefits in a wide range of applications. Figure 1 illustrates the 
Rabbit’s role in a sensor monitoring application.

Fig. 1: Implementing Automation in Wireless Network

A. Advantages of Wi-Fi
The following list summarizes some of the benefits of a Wi-Fi 
network.

1. Wireless Ethernet
Wi-Fi is an Ethernet replacement. Wi-Fi and Ethernet, both IEEE 
802 networks, share some core elements.

2. Extended Access
The absence of wires and cables extends access to places where 
wires and cables cannot go or where it is too expensive for them 
to go.

3. Cost Reduction
As mentioned above, the absence of wires and cables brings 
down cost. This is accomplished by a combination of factors, 
the relatively low cost of wireless routers, no need for trenching, 
drilling and other methods that may be necessary to make physical 
connections.

4. Mobility
Wires tie you down to one location. Going wireless means you 
have the freedom to change your location without losing your 
connection.

5. Flexibility
Extended access, cost reductions, and mobility create opportunities 
for new applications as well as the possibility of creative new 
solutions for legacy applications.

II. Wi-Fi Characteristics
There are several decisions to make when deploying a Wi-Fi 
network. Since the original 802.11 specification that came out in 
1997, which operated in the 2.4 GHz range at low data rates of 1-2 
Mbps, several extensions have expanded the available choices. The 
marketplace has also responded to customer demand by offering 
devices that combine 802.11 extensions into one device.

A. Operating Frequency
There are two signaling frequencies currently used by Wi-Fi 
networks:

1. 2.4 GHz
Comprises 14 channels, each with a bandwidth of approximately 
20 to 22 MHz operating in the ISM band. 802.11b/g networks 
operate in the 2.4 GHz band. It is a crowded frequency because 
many devices other than 802.11 devices operate in it. For example, 
Bluetooth as well as many consumer products such as microwaves, 
telephones, garage door openers, baby monitors, etc.

2. 5 GHz
Comprises 13 channels, each with a bandwidth of approximately 
20 MHz operating in the U-NII band. 802.11a networks operate 
in the 5 GHz band. Currently, this band is less crowded than 2.4 
GHz, but this is likely to change as the wireless market continues 
to grow.

B. Signal Strength and Range
Putting aside the topic of RF interference for a moment, it can 
be said that received signal strength is a function of the power 
output of the transmitter, the frequency used, the distance travelled 
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by the signal, and the path loss that occurs before the signal is 
received.
Received signal strength, and thus usable range, can vary from 
moment to moment because propagation characteristics are 
dynamic and unpredictable. This means that small changes in the 
environment can result in huge changes to Rx signal strength.

C. Data Rate and Throughput
The terms data rate and throughput are sometimes used 
interchangeably. In this manual, the term data rate will be used 
to discuss the theoretical peak data rate, whereas throughput will 
be used to describe the actual number of data bits transmitted per 
second through the wireless medium. Throughput is diminished 
by protocol overhead, client competition/collisions, and 
retransmissions.
802.11 requires positive and timely acknowledgement of each 
frame transmitted. Unlike wired Ethernet, where the chance 
of interference is relatively small, 802.11 anticipates a high 
probability of interference, hence more overhead is required to 
deal with this challenge.
Also, unlike wired Ethernet, 802.11 allows selection of transmission 
speed so that less favorable SNRs may be overcome by using 
slower data rates (as slow as 1 mbit/sec). Choosing a suitable 
slower data rate may result in an improved overall throughput 
over attempting a higher data rate which is bogged down with 
retransmissions.
An assessment of the throughput required for any particular 
application is a precursor to any decision about which 802.11 
standard to use. The requirements of many embedded applications 
are satisfied with the relatively slower speed of 802.11b.

802.11 Extension Supported Data Rates
802.11 1, 2 Mbps
802.11a  6, 9, 12, 18, 24, 36, 48, 54 Mbps
802.11b 1, 2, 5.5, 11 Mbps
802.11g1, 2, 5.5, 11, 6, 9, 12, 18, 22, 24, 33, 36, 
                 48, 54 Mbps
802.11n 1, 2, 5.5, 6, 9, 11, 12, 18, 24, 36, 48, 54, 
                  121.5, 130, 144.44, 270, 300 Mbps

III. Wi-Fi Architecture

Fig. 2: Wi-Fi Architecture

The above diagram shows the entire architecture of the project. 
The above diagram includes Access points (AP’s), Stations 
(STA), Radius servers, laptops having wireless packet capture 
tool (sniffer), traffic simulation tool (chariot), wired packet capture 
tool (Wire Shark) running on them, PC which has a AP control 
agent and another PC which has Station control agent, HUB used 
to connect all the AP’s and also for data transfer and it also includes 
the Device Under Test (DUT) (on which we have to perform 
WI-FI testing).
To perform testing on DUT first we have to configure the AP 
according to the test plan through GUI after that we will connect 
the DUT and stations (if required) and we will capture the wireless 
packets which are transferring, through wild packets (sniffer) 
and we will run the traffic simulation tool (chariot) to check the 
throughput (Graph) to find the average data transfer and percentage 
of packet lose. We are doing this entire process manually this 
will take a lot of time to complete full testing on a single device 
(DUT).To reduce the time complexity, in this project I am going to 
automate this entire process via Automation Scripts. We will create 
the automation scripts to configure the AP, to capture the packets 
and to run the Chariot for the entire test plan through PERL.

IV. IEEE-802.11 Standards
IEEE 802.11 standard is a packet protocol that defines data 
transmission and manages location-independent network access 
using radio signals.

A. 802.11 Different Modes

1. 802.11b
IEEE expanded on the original 802.11 standard in July 1999, 
creating the 802.11b specification. 802.11b supports bandwidth 
up to 11 Mbps, comparable to traditional Ethernet.
802.11b uses the same unregulated radio signaling frequency 
(2.4 GHz) as the original 802.11 standard. Vendors often prefer 
using these frequencies to lower their production costs. Being 
unregulated, 802.11b gear can incur interference from microwave 
ovens, cordless phones, and other appliances using the same 2.4 
GHz range. However, by installing 802.11b gear a reasonable 
distance from other appliances, interference can easily be 
avoided.

Pros of 802.11b - lowest cost; signal range is good and not • 
easily obstructed
Cons of 802.11b - slowest maximum speed; home appliances • 
may interfere on the unregulated frequency band
Supported Data rates: 1, 2, 5.5, 11• 

2. 802.11a
While 802.11b was in development, IEEE created a second 
extension to the original 802.11 standard called 802.11a. Because 
802.11b gained in popularity much faster than did 802.11a, some 
folks believe that 802.11a was created after 802.11b. In fact, 
802.11a was created at the same time. Due to its higher cost, 
802.11a is usually found on business networks whereas 802.11b 
better serves the home market.
802.11a supports bandwidth up to 54 Mbps and signals in 
a regulated frequency spectrum around 5 GHz. This higher 
frequency compared to 802.11b shortens the range of 802.11a 
networks. The higher frequency also means 802.11a signals 
have more difficulty penetrating walls and other obstructions. 
Because 802.11a and 802.11b utilize different frequencies, the 
two technologies are incompatible with each other. Some vendors 
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offer hybrid802.11a/b network gear, but these products merely 
implement the two standards side by side (each connected devices 
must use one or the other).

Pros of 802.11a - fast maximum speed; regulated frequencies • 
prevent signal interference from other devices
Cons of 802.11a - highest cost; shorter range signal that is • 
more easily obstructed.
Supported Dates rates:- 1, 2, 5.5, 6, 9, 11, 12, 18, 24, 34, • 
48, 54

3. 802.11g
In 2002 and 2003, WLAN products supporting a newer standard 
called 802.11g emerged on the market. 802.11g attempts to 
combine the best of both 802.11a and 802.11b. 802.11g supports 
bandwidth up to 54 Mbps, and it uses the 2.4 Ghz frequency for 
greater range. 802.11g is backwards compatible with 802.11b, 
meaning that 802.11g access points will work with 802.11b 
wireless network adapters and vice versa.

Pros of 802.11g - fast maximum speed; signal range is good • 
and not easily obstructed
Cons of 802.11g - costs more than 802.11b; appliances may • 
interfere on the unregulated signal frequency
Supported Dates rates:- 1, 2, 5.5, 6, 9, 11, 12, 18, 24, 34, • 
48, 54

4. 802.11n
The newest IEEE standard in the Wi-Fi category is 802.11n. It 
was designed to improve on 802.11g in the amount of bandwidth 
supported by utilizing multiple wireless signals and antennas 
(called MIMO technology) instead of one.
When this standard is finalized, 802.11n connections should 
support data rates of over 100 Mbps. 802.11n also offers somewhat 
better range over earlier Wi-Fi standards due to its increased signal 
intensity. 802.11n equipment will be backward compatible with 
802.11g gear.

Pros of 802.11n - fastest maximum speed and best signal • 
range; more resistant to signal interference from outside 
sources
Cons of 802.11n - standard is not yet finalized; costs more • 
than 802.11g; the use of multiple signals may greatly interfere 
with nearby 802.11b/g based networks.
Supported Dates rates:- 1, 2, 5.5, 6, 9, 11, 12, 18, 24, 34, • 
48, 54, 65

B. SSID - Service Set Identifier
SSID is short for service set identifier.• 
SSID is a case sensitive, 32 alpha-numeric • character unique 
identifier attached to the header of packets sent over a wireless 
local-area network (WLAN) that acts as a password when a 
mobile device tries to connect to the basic service set (BSS) 
-- a component of the IEEE 802.11 WLAN architecture.
The SSID differentiates one WLAN from another, so • 
all access points and all devices attempting to connect to a 
specific WLAN must use the same SSID to enable effective 
roaming. As part of the association process, a wireless client 
must have the same SSID as the one put in the access point 
or it will not be permitted to join the BSS.
SSID is considered to be a fairly weak form of security • 
because an SSID can be sniffed in plain text from a packet 
and most access points broadcast the SSID. Some network 
administrator’s turn off SSID broadcasting, but a hacker 
can still sniff the SSID from frames that stations use when 

associating with an access point.
An SSID is also referred to as a network name because • 
essentially it is a name that identifies a wireless network.

The SSID is a setting in your router configuration which can be 
changed to whatever you wish and can be set to be either broadcast 
or not.  If your SSID is set to be broadcast, this means that when any 
wireless device in the vicinity searches for any available network - 
your network will appear on the list.  However if you have set your 
router not to broadcast your SSID - your network will not be visible.   
In order for any wireless device to connect to the network it must 
know the SSID.  Therefore if your router is set not to broadcast 
your SSID, in order to connect to the network the SSID will need 
to be manually entered on the wireless adapter settings, therefore 
restricting access to authorized persons only.  This however should 
not be used as your only means of wireless security as your SSID 
will be readily available to hackers with the appropriate tools 
because as mentioned above the SSID is attached to all packets 
sent over the network.

V. Advantages of Automation

A. Automated Software Testing Improves Accuracy
Even the most conscientious tester will make mistakes during 
monotonous manual testing. Automated tests perform the same 
steps precisely every time they are executed and never forget to 
record detailed results.

B. Automated Software Testing Does What Manual 
Testing Cannot
Even the largest software departments cannot perform a controlled 
web application test with thousands of users. Automated testing can 
simulate tens, hundreds or thousands of virtual users interacting 
with network or web software and applications.

C. Automated Software Testing Helps Developers and 
Testers
Shared automated tests can be used by developers to catch problems 
quickly before sending to QA. Tests can run automatically 
whenever source code changes are checked in and notify the team 
or the developer if they fail. Features like these save developers 
time and increase their confidence.

D. Automated Software Testing Saves Time and Money
Software tests have to be repeated often during development cycles 
to ensure quality. Every time source code is modified software 
tests should be repeated. For each release of the software it 
may be tested on all supported operating systems and hardware 
configurations. Manually repeating these tests is costly and time 
consuming.

VI. Conclusion

To perform testing on DUT first we have to configure the AP 
according to the test plan through GUI after that we will connect 
the DUT and stations (if required) and we will capture the wireless 
packets which are transferring, through wild packets (sniffer) 
and we will run the traffic simulation tool (chariot) to check the 
throughput (Graph) to find the average data transfer and percentage 
of packet lose. We are doing this entire process manually this 
will take a lot of time to complete full testing on a single device 
(DUT).
To reduce the time complexity, in this project I am going to 
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automate this entire process via Automation Scripts.
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