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Abstract
Cloud computing enables highly scalable services to be easily 
consumed over the Internet on an as-needed basis. A major feature 
of the cloud services is that users’ data are usually processed 
remotely in unknown machines that users do not own or operate. 
While enjoying the convenience brought by this new emerging 
technology, users’ fears of losing control of their own data 
(particularly, financial and health data) can become a significant 
barrier to the wide adoption of cloud services. In particular, we 
propose an object-cantered approach that enables enclosing our 
logging mechanism together with users’ data and policies. We 
leverage the JAR programmable capabilities to both create a 
dynamic and travelling object, and to ensure that any access to users’ 
data will trigger authentication and automated logging local to the 
JARs. To strengthen user’s control, we also provide distributed 
auditing mechanisms. We provide extensive experimental studies 
that demonstrate the efficiency and effectiveness of the proposed 
approaches.
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I. Introduction
Cloud computing can be considered a model for providing 
convenient and on-demand network access to a shared pool of 
resources. The processing will allow these resources will be 
rapidly provisioned and released with minimal effort. So it will 
surely change the way people use resources. The flexibility of 
cloud computing is based on allocation of resources on demand. 
This cloud computing paradigm is entirely an internet based 
computing solution. This type of computing relies on sharing of 
computing resources rather than having local servers or personal 
devices to handle applications. In this manner it increases capacity 
or adds capabilities for an organisation without investing in new 
infrastructure or trained personals with higher flexibility. Thus 
the advantages of cloud computing include the predictability of 
service by which the resources can be accessible from anywhere 
at any time. Also there exists flexible scaling of resources and 
along with it much lower cost adds to its world wide acceptance. In 
addition to that, virtualization techniques can maximize the power 
of cloud. Thinking cloud without virtualization will be highly 
unpractical, since cloud requires lot of flexibility and efficiency.

 Fig. 1: Overview of the Cloud Computing

 We propose a novel approach, namely Cloud Information 
Accountability (CIA) framework, based on the notion of 
information accountability [1]. Our proposed CIA framework 
provides end-to- end accountability in a highly distributed fashion. 
Associated with the accountability feature, we also develop two 
distinct modes for auditing: push mode and pull mode. The push 
mode refers to logs being periodically sent to the data owner or 
stakeholder while the pull mode refers to an alternative approach 
whereby the user.

A. Existing Problem Statement
The use of Conventional access control approaches developed 
for closed domains such as databases and operating systems, or 
approaches using a centralized server in distributed environments, 
are not suitable, due to the two following reasons

First, data handling can be outsourced by the direct cloud • 
service provider (CSP) to other entities in the cloud and theses 
entities can also delegate the tasks to others, and so on.
Second, entities are allowed to join and leave the cloud in a • 
flexible manner.

As a result, data handling in the cloud goes through a complex 
and dynamic hierarchical service chain which does not exist in 
conventional environments [2]. In one existing system the user’s 
private data are sent to the cloud in an encrypted form, and the 
processing is done on the encrypted data. The output of the 
processing is de-obfuscated by the privacy manager to reveal 
the correct result [3][4].In another existing system an agent-based 
system specific to grid computing. Distributed jobs, along with 
the resource consumption at local machines are tracked by static 
software agents. But it is mainly focused on resource consumption 
and on tracking of sub-jobs processed at multiple computing 
nodes, rather than access control.

Drawbacks 
The conventional access control approach must require any • 
dedicated authentication and storage system.
The user cannot have the information regarding usage or • 
access of data by other users.
Requires third-party services to complete the monitoring and • 
focuses on lower level
Monitoring of system resources.• 

B. Proposed System
We now propose a novel approach, namely Cloud Information 
Accountability (CIA) framework, based on the notion of 
information accountability. Unlike privacy protection technologies 
which are built on the hide-it-or-lose-it perspective, information 
accountability focuses on keeping the data usage transparent and 
tractable. Our proposed CIA framework provides end-to-end 
accountability in a highly distributed fashion. One of the main 
innovative features of the CIA framework lies in its ability of 
maintaining lightweight and powerful accountability that combines 
aspects of access control, usage control and authentication. By 
means of the CIA, data owners can track not only whether or not 
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the service-level agreements are being honoured, but also enforce 
access and usage control rules as needed. Associated with the 
accountability feature, we also develop two distinct modes for 
auditing: push mode and pull mode. The push mode refers to logs 
being periodically sent to the data owner or stakeholder while the 
pull mode refers to an alternative approach whereby the user (or 
another authorized party) can retrieve the logs as needed.

II. Cloud Information Accountability
Cloud information accountability framework is introduced in 
order to proceed the automated logging and distributed Auditing 
mechanism which consists of two component namely logger and 
log harmonizer. 

A. Logger Component
Using this key, the data owner will create the logger component 
in JAR file along with store the data items. The JAR file contains 
outer JAR and Inner JAR. The major accountability of JAR is to 
hold the authentication of entities and it requires accessing the 
data that are stored in the JAR file. Every Inner JAR consists of 
encrypted data and class files to recover the log file, the log file 
for every encrypted item. It offers Pure Log and Access Log. 
The PureLog, records only the general information about every 
access. Access Log, Records general information and also the 
time duration. It supports four types of actions, i.e., perform has 
one of the following four values: view, download, timed access, 
and Location-based access. 

PureLog. Its main task is to record every access to the data. • 
The log files are used for pure auditing purpose. 
AccessLog. It has two functions: logging actions and enforcing • 
access control. In case an access request is denied, the JAR 
will record the time when the request is made. If the access 
request is granted, the JAR will additionally record the access 
information along with the duration for which the access is 
allowed. 

B. Log Harmonizer 
The encryption of the log file avoids the unauthorized change to 
the file by attackers. The log harmonizer is to hold the log file 
corruption and the logger send the error correction information in 
to the log harmonizer. To guarantee trustworthiness of the logs, 
every record is signed by the entity accessing the content. After 
that the entity records should be hashed together and to generate 
the chain structure, so it can easily detect the errors and missing 
records. To verify the integrity, the encrypted log files can be 
converted in to the decrypted form. Every log harmonizer is in 
charge of copies of the logger components contains the similar 
set of data items. 

C. Data Flow
The overall CIA framework, combining data, users, logger and 
harmonizer is sketched in fig. 2. At the beginning, each user 
creates a pair of public and private keys based on Identity-Based 
Encryption [5] (step 1 in fig. 2). This IBE scheme is a Weil-
pairing-based IBE scheme, which protects us against one of the 
most prevalent attacks to our architecture as described. Using the 
generated key, the user will create a logger component which is 
a JAR file, to store its data items.
The JAR file includes a set of simple access control rules 
specifying whether and how the cloud servers and possibly other 
data stakeholders (users, companies) are authorized to access the 
content itself. Then, he sends the JAR file to the cloud service 

provider that he subscribes to. To authenticate the CSP to the JAR 
(steps 3-5 in fig. 2).

Fig. 2: Overview of the Cloud Information Accountability 
Framework.

Once the authentication succeeds, the service provider (or the user) 
will be allowed to access the data enclosed in the JAR. Depending 
on the configuration settings defined at the time of creation, the 
JAR will provide usage control associated with logging, or will 
provide only logging functionality. As for the logging, each time 
there is an access to the data, the JAR will automatically generate 
a log record, encrypt it using the public key distributed by the 
data owner, and store it along with the data (step 6 in fig. 2). In 
addition, some error correction information will be sent to the log 
harmonizer to handle possible log file corruption (step 7 in fig. 
2). To ensure trustworthiness of the logs, each record is signed 
by the entity accessing the content. Further, individual records 
are hashed together to create a chain structure, able to quickly 
detect possible errors or missing records. They can be accessed 
by the data owner or other authorized stakeholders at any time 
for auditing purposes with the aid of the log harmonizer (step 8 
in fig. 2). They require the data to stay within the boundaries of 
the centralized system for the logging to be possible, which is 
however not suitable in the cloud.

III. Logging Mechanism

A. Log Structure
A logger component is a nested Java JAR file which stores a user’s 
data items and corresponding log files. Each file consists of two 
JARs. They are Inner Jar and Outer Jar. Inner JAR consists of 
data and outer JAR consists of set of policies regarding the data 
access.

1. Inner Jar
This figure shows inner JAR data process, it has encrypted data and 
log record. The log record can be generated as pure log and access 
log where pure log have only the general information about every 
access made by users in the cloud and access log have general 
information and also the time duration about the access.
We leverage the programmable capability of JARs to conduct 
automated logging. A logger component is a nested JAR file which 
stores a user’s data items and corresponding log files. As shown in 
fig. 3, our proposed JAR file consists of one outer JAR enclosing 
one or more inner JARs.
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Fig. 3: The Structure of the JAR File

2. Outer Jar
The main responsibility of the outer JAR is to handle authentication 
of entities which want to access the data stored in the JAR file. In 
our context, the data owners may not know the exact CSPs that 
are going to handle the data. Hence, authentication is specified 
according to the servers’ functionality (which we assume to be 
known through a lookup service), rather than the server’s URL 
or identity.

IV. Auditing Mechanism
Auditing Mechanism describe our distributed auditing mechanism 
including the algorithms for data owners to query the logs regarding 
their data.
To allow users to be timely and accurately informed about their 
data usage, Distributed logging mechanism is complemented by 
an innovative auditing mechanism. It supports two complementary 
auditing modes:

Push Mode• 
Pull mode• 

Push mode: In this mode, the logs are periodically pushed to the 
data owner (or auditor) by the harmonizer. This mode serves two 
essential functions in the logging architecture: (1) it ensures that 
the size of the log files does not explode and (2) it enables timely 
detection and correction of any loss or damage to the log files. 
Concerning the latter function, we notice that the auditor, upon 
receiving the log file, will verify its cryptographic guarantees, by 
checking the records’ integrity and authenticity. 
Pull mode: This mode allows auditors to retrieve the logs anytime 
when they want to check the recent access to their own data. The 
pull message consists simply of an FTP pull command, which 
can be issues from the command line. For native users, a wizard 
comprising a batch file can be easily built. 

Algorithm
1. TS (NTP) be the Network time protocol timestamp
2. Pull=0
3. Rec: =‹UID, OID, TID, Access type, Result, Time, Loc›
4. Cutime:=TS(NTP)
5. Lsize:=size of log
6. If ((cutime-tbeg) < time) && (lsize < size) && (pull==0) 
then
7. Log := log + ENCRYPT(rec)
8. PING to CJAR
9. If PING-CJAR then

10. PUSH RS(rec)
11. Else
12. EXIT(1)
13. end if
14. end if
15. if ((cutime-tbeg) > Time) || (lsize >= size) || (pull ≠0)
16. // (check if PING is received)
17. If PING-CJAR then
18. PUSH log
19. RS(log) := NULL
20. tbeg := TS(NTP)
21. pull := 0
22. else
23. EXIT(1)
24. end if
25. end if

V. Experiment and Result
We first bring out the settings of the test environment and then 
present the performance study of our system.

A. Experimental Settings
We tested our CIA framework by setting up a small cloud, using 
the Emu lab test bed In particular, the test environment consists 
of several Open SSL-enabled servers, one head node which is 
the certificate authority, and several computing nodes. Each of 
the servers is installed with Eucalyptus [6]. Eucalyptus is an 
open source cloud implementation for Linux-based systems. It 
is loosely based on Amazon EC2, therefore bringing the powerful 
functionalities of Amazon EC2 into the open source domain. We 
used Linux-based servers running Fedora 10 OS. Each server has 
a 64-bit Intel Quad Core Xeon E5530 processor, 4 GB RAM, and 
a 500 GB Hard Drive. Each of the servers is equipped to run the 
OpenJDK runtime environment with IcedTea6 1.8.2.

B. Experimental Results
In the experiments, we first examine the time taken to create log 
file and then measure the overhead in the system. With respect 
to time, the overhead can occur at three points: at the time of 
the authentication, during encryption of a log record, and at the 
time of the merging of the logs. Also, with respect to storage 
overhead, we notice that our architectures very lightweight, in 
that the only data to be stored are provided by the actual files 
and the associated logs. Further, JAR appears as a compressor of 
the files that it handles. In particular, as proposed, multiple files 
can be managed by the same logger component. To this extent, 
we checked whether a single logger component, used to manage 
more than one file, results in storage overhead.

1. Log Creation Time
In the first round of experiments, we are concerned in finding 
out the time taken to create a log file when there are entities 
continuously accessing the data, causing continuous logging. 
Resultants are shown in fig. 4. It is not surprising to identify that 
the time to create a log file increases linearly with the size of the 
log file. Specifically, the time to develop a 100 Kb file is about 
114.5 ms while the time to create a 1 MB file averages at 731 ms. 
With this experiment as the baseline, one can figure out the amount 
of time to be specified between dumps, keeping other variables 
like space constraints or network traffic in mind.
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Fig. 4: Time to Merge Log Files

2. Authentication Time
The next point that the overhead can occur is during the 
authentication of a CSP. If the time taken for this authentication 
is too long; it may become a bottleneck for accessing the enclosed 
data. To evaluate this, the head node issued OpenSSL certificates 
for the computing nodes and we measured the total time for the 
OpenSSL authentication to be completed and the certificate 
revocation to be investigated. Considering one access at the time, 
we got that the authentication time averages around 920 ms which 
proves that not too much overhead is added during this phase. As 
of present, the authentication takes place each time the CSP needs 
to access the data. The performance can be further improved by 
caching the certificates. The time for authenticating an end user 
is about the same when we consider only the actions required by 
the JAR, viz. acquiring a SAML certificate and then evaluating 
it. This is due to both the OpenSSL and the SAML certificates 
are handled in a similar fashion by the JAR. When we consider 
the user actions (i.e., submitting his username to the JAR), it 
averages at 1.2 minutes.

3. Log Merging Time
To check if the log harmonizer can be a bottleneck, we have taken 
the amount of time required to merge log files. In this experiment, 
we confirmed that each of the log files had10 to 25 percent of the 
records in common with one other. The exact number of records 
in common was random for each repetition of the experiment. 
The time was averaged over 10 repetitions. We tested the time to 
merge up to 70 log files of 100 KB, 300 KB, 500 KB, 700 KB, 
900 KB, and 1 MB each. The results are shown in Fig.4. We can 
see that the time increases almost linearly to the number of files 
and size of files, with the least time being acquired for merging 
two100 KB log files at 59 ms, while the time to merge 70 1 MB 
files was 2.35 minutes.

Fig. 5: Time to Merge Log Files

VI. Conclusion 
We proposed innovative approaches for automatically logging 
any access to the data in the cloud together with an auditing 
mechanism. Our approach allows the data owner to not only audit 
his content but also enforce strong back-end protection if needed. 
Moreover, one of the main features of our work is that it enables 
the data owner to audit even those copies of its data that were 
made without his knowledge.

VII. Future Research
In the future, we plan to refine our approach to verify the integrity 
of the JRE and the authentication of JARs [7]. For example, we 
will investigate whether it is possible to leverage the notion of a 
secure JVM [8] being developed by IBM. This research is aimed 
at providing software tamper resistance to Java applications. In the 
long term, we plan to design a comprehensive and more generic 
object-oriented approach to facilitate autonomous protection of 
travelling content. We would like to support a variety of security 
policies, like indexing policies for text files, usage control 
for executables, and generic accountability and provenance 
controls.
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