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Abstract
Since the increasing demand of the internet online shopping 
and online auction have got more popularity among the people. 
While these transaction are enjoying by the people criminals are 
also actively participating to get illegal profit. There are many 
approach to detect the fraud and give protection to the online 
transaction but still we are missing some where to be success 
.Machine-learned models, that is help of human tuned rule based 
system. This paper, proposes an online model which takes feature 
selection and coefficient bounds from human knowledge as a key 
knowledge. By rigorous experiments we have concluded that 
this model can reach the expectation of the people and help them 
from online fraud.
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I. Introduction
Due to the vigorous demand of internet different websites such 
as s eBay and Amazon allow Internet users to buy and sell 
products and services online, which benefits everyone in terms 
of convenience and profitability. The traditional online shopping 
business model allows sellers to sell a product or service at a preset 
price, where buyers can choose to purchase if they find it to be a 
good deal. Online auction however is a different business model 
by which items are sold through price bidding. There is often a 
starting price and expiration time specified by the sellers. Once 
the auction starts, potential buyers bid against each other, and 
the winner gets the item with their highest winning bid. Similar 
to any platform supporting financial transactions, online auction 
attracts criminals to commit fraud. The varying types of auction 
fraud are as follows. Products purchased by the buyer are not 
delivered by the seller. The delivered products do not match the 
descriptions that were posted by sellers. Malicious sellers may 
even post non-existing items with false description to deceive 
buyers, and request payments to be wired directly to them via 
bank-to-bank wire transfer. Furthermore, some criminals apply 
phishing techniques to steal high-rated seller’s accounts so that 
potential buyers can be easily deceived due to their good rating. 
Victims of fraud transactions usually lose their money and in 
most cases are not recoverable. As a result, the reputation of the 
online auction services is hurt significantly due to fraud crimes. 
To provide some assurance against fraud, E-commerce sites often 
provide insurance to fraud victims to cover their loss up to a certain 
amount. To reduce the amount of such compensations and improve 
their online reputation, commerce providers often adopt the 
following approaches to control and prevent fraud. The identifies 
of registered users are validated through email, SMS, or phone 
verifications. A rating system where buyers provide feedbacks is 
commonly used in e-commerce sites so that fraudulent sellers can 
be caught immediately after the first wave of buyer complaints. In 
addition, proactive moderation systems are built to allow human 
experts to manually investigate suspicious sellers or buyers. Even 
though e-commerce sites spend a large budget to fight frauds 
with a moderation system, there are still many outstanding and 
challenging cases. Criminals and fraudulent sellers frequently 
change their accounts and IP addresses to avoid being caught. Also, 

it is usually infeasible for human experts to investigate every buyer 
and seller to determine if they are committing fraud, especially 
when the e-commerce site attracts a lot of traffic. The patterns of 
fraudulent sellers often change constantly to take advantage of 
temporal trends. For instance, fraudulent sellers tend to sell the 
“hottest” products at the time to attract more potential victims. 
Also, whenever they find a loophole in the fraud detection system, 
they will immediately leverage the weakness.
In this paper, we consider the application of a proactive moderation 
system for fraud detection in a major Asian online auction site, 
where hundreds of thousands of new auction cases are created 
every day. Due to the limited expert resources, only 20%-40% of 
the cases can be reviewed and labeled. Therefore, it is necessary 
to develop an automatic pre-screening moderation system that 
only directs suspicious cases for expert inspection, and passes 
the rest as clean cases. 

A. Existing System
Criminals are also taking advantages to conduct fraudulent 
activities against honest parties to obtain illegal profit. 
Hundreds of thousands of new auction cases are created everyday. 
Due to the limited expert resources, only few of the cases can be 
reviewed and labeled.
Human-tuned rule-based systems are not effective to capture the 
fraudulent Activities. 

B. Proposed System
Online probit model framework captures  online feature selection, 
coefficient bounds from human knowledge and multiple instance 
learning. The moderation system using machine-learned models 
is proven to improve fraud detection significantly over the human 
tuned weights. Online model with multiple instance learning  that 
gives better practical performance 

C. Literature Survey
Online auction fraud is always recognized as an important issue. 
There are articles on websites to teach people how to avoid online 
auction fraud (e.g. [14, 35]) [10] categorizes auction fraud into 
several types and proposes strategies to fight them. Reputation 
systems are used extensively by websites to detect auction frauds, 
although many of them use naive approaches [31]. summarized 
several key properties of a good reputation system and also the 
challenges for the modern reputation systems to elicit user feedback. 
Other representative work connecting reputation systems with 
online auction fraud detection include [17,28,32], where the last 
work [28] introduced a Markov random field model with a belief 
propagation algorithm for the user reputation. 
Other than reputation systems, machine learned models have been 
applied to moderation systems for monitoring and detecting fraud. 
[7] proposed to train simple decision trees to select good sets of 
features and make predictions [23]. Developed another simple 
approach that uses social network analysis and decision trees. 

II. Our Methodology
Our application is to detect online auction frauds for a major 
Asian site where hundreds of thousands of new auction cases are 
posted every day. Every new case is sent to the proactive anti-fraud 
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moderation system forpre-screening to assess the risk of being 
fraud. The current system is featured by:

A. Rule-Based Features
Human experts with years of experience created many rules to 
detect whether a user is fraudor not. An example of such rules is 
“blacklist”, i.e. whether The user has been detected or complained 
as fraud before. Each rule can be regarded as abinary  feature that 
indicates the fraud like liness.

B. Linear Scoring Function
The existing system only supports linear models. Given a set of 
coefficients (weights) on features, the fraud score is computed as 
the weighted sum of the feature values.

C. Selective Labeling
If the fraud score is above a certain threshold, the case will enter 
a queue for further investigation by human experts. Once it is 
reviewed, the final result will be labeled as Boolean ,i.e. fraudor 
clean. Cases with higher scores have higher priorities in the 
queue to be reviewed. The cases whose fraud score are below 
the threshold are determined as clean by the system without any 
human judgment.

D. Fraud Churn
Once one case is labeled as fraud by human experts, it is very 
likely that the seller is not trustable and may be also selling other 
frauds; hence all the items submitted by the same seller are labeled 
as fraud too. The fraudulent seller along with his/her cases will be 
removed from the website immediately once detected.

E. User Feedback
Buyers can file complaints to claim loss if they are recently 
deceived by fraudulent sellers.
Motivated by these specific attributes in the moderation system for 
fraud detection, in this section we describe our Bayesian online 
modeling framework with details of model fitting via Gibbs 
sampling. We start from introducing the online probit regression 
model we apply stochastic search variable selection(SSVS),a 
well known technique in statistics literature, to the online 
probit regression frame work so that the  feature importance 
can dynamically evolve over time. Since it is important to use 
the expert knowledge, as in [18], we describe how to bound the 
coefficients to be positive and finally combine your model with 
multiple instance learning.

Module
Rule-based features1. 
Selective labeling2. 
Fraud churn3. 
User Complaint4. 

1. Rule-based features: 
Human experts with years of experience created many rules to 
detect whether a user is fraud or not. An example of such rules is 
“blacklist”, i.e. whether the user has been detected or complained 
as fraud before. Each rule can be regarded as a binary feature that 
indicates the fraud likeliness. 

2. Selective Labeling
If the fraud score is above a certain threshold, the case will enter 
a queue for further investigation by human experts. Once it is 

reviewed, the final result will be labeled as boolean, i.e. fraud 
or clean. Cases with higher scores have higher priorities in the 
queue to be reviewed. The cases whose fraud score are below 
the threshold are determined as clean by the system without any 
human judgment.

3. Fraud Churns
Once one case is labeled as fraud by human experts, it is very 
likely that the seller is not trustable and may be also selling other 
frauds; hence all the items submitted by the same seller are labeled 
as fraud too. The   fraudulent seller along with his/her cases will 
be removed from the website immediately once detected.

4. User Complaint
Buyers can file complaints to claim loss if they are recently deceived 
by fraudulent sellers. The Administrator views the various type of 
complaints and the percentage of various type complaints. The 
complaints values of a products increase some threshold value 
the administrator set the trust ability of the product as Untrusted 
or banded. If the products set as banded, the user cannot view the 
products in the website.

III. Multiple Instance Learning
When we look at the procedure of  expert labeling  in the 
moderation system, we noticed that experts do the labeling in 
a “bagged” fashion: i.e. when a new labeling process starts, an 
expert picks the most “suspicious” seller in the queue and looks 
through all of his/her cases posted in the current batch (e.g. this 
day); if the expert determines any of the cases to be fraud, then 
all of the cases from this seller are labeled as fraud. In literature 
the models to handle such scenario are called “multiple instance 
learning”[3]. Suppose for  each seller at time there are K it umber 
of cases. For developed another simple approach that uses social 
network analysis and decision trees [4]. Proposed an online logistic 
regression modeling frame work for the auction fraud detection 
moderation system which incorporates domain knowledge such 
as coefficient bounds and multiple instance learning.
In this paper we treat the fraud detection problem as a binary 
classification problem. The most frequently used models for binary 
classification include logistic regression [16], probit regression 
[3], supportive machine (SVM) [12]and decision trees [21]. 
Feature selection for regression models is often done through 
introducing penalties on the coefficients. Typical penalties include 
ridge regression [14] (L2penalty) and Lasso [33] (L1penalty). 
Compared to ridge regression, Lassoshrinks the unnecessary 
coefficients to zero in stead of small values, which provides 
both intuition and good performance. Stochastic Search Variable 
Selection (SSVS) [16]uses “spike and slab” prior [19] so that the 
posterior of the coefficients have some probability being 0. An 
other approach is to consider the variable selection problem as 
model selection, i.e. put priors on models (e.g. a Bernoulli prior 
on each coefficient being 0) and compute the marginal posterior 
probably of the model given data. People then either use Markov 
Chain Monte Carlo to sample models from the model space and 
apply Bayesian model averaging [13], or do a stochastic search 
in the model space to find the posterior mode [18]. Among non-
linear models, tree models usually handles the non-linearity and 
variable selection simultaneously. Representative work includes 
decision trees [20], random forests [5], gradient boosting [15] and 
Bayesian additive regression trees (BART) [8]. Online modeling 
(learning) [4] considers the scenario that the input is given one 
piece at a time, and when receiving a batch of input the model 
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has to be updated according to the data and make predictions and 
servings for the next batch. The concept of online modeling has 
been applied to many areas, such as stock price fore casting (e.g. 
[22]), web content optimization[1],and web spam detection(e.g. 
[9]). Compared to online models, online learning usually requires 
much lighter computation and memory load; hence it can be widely 
used in real-time systems with continuous support of inputs. For 
online feature selection, representative applied work include [11] 
for the problem of object tracking in computer vision research, 
and [21] for content-based image retrieval. Both approaches are 
simple while in this paper the embedding of SSV S to the online 
modeling is more principled.
Multiple instance learning, which handles the training data 
with bags of instances that are labeled positive or negative, is 
originally proposed by [13]. Many papers has been published in 
the application area of image classification such as[21-22]. The 
logistic regression frame work of multiple instance learning is 
presented in[23], and the SVM frame work is presented in[2].

IV. Experiments
We conduct our experiments on are alon line auction fraud detection 
data set collected from a major Asian website. We consider the 
following online models:

ON-PROB is the online probitregression model described • 
in Section II.A.

Fig. 1: Fraction of Bag Vs Number of Cases Per Bag

ON-SSVSB is the online probitregression model with dthecoeffi
cientsforthebinaryrulefeaturesareboundedtobe positive.
• ON-SSVSBMILis the online probitregression model with 
multiple instance learning and “spike and slab” prior on the 
coefficients. The coefficients for the binary rule features are also 
bounded to be positive.
Foralltheaboveonlinemodelsweran10000iterationsplus 1000 
burn-ins to guarantee the convergence of the Gibbs sampling. 
We compare the  online models with a set of online models that 
are similar to [13]. For observation i, we denote the binary respons 
easy and the feature set as x0. For multiple instance learning 
purpose we assume seller i has K cases and denote the feature set 
for each case as x. The online model 
• Expert has the human-tuned coefficients set by domainexpertsb
asedontheirknowledgeandrecentfraudfightingexperience.
• OF-LR is the online logistic regression model that minimizes 
the loss function

where ρ is the tuning L2 penalty parameter that can
be learned by cross-validation.
• OF-MIL is the online logistic regression with multiple instance 
learning that optimizes the loss function

All the above online models can be fitted via the standard L-BFGS 
algorithm[12]. This section is organized as follows. We first 
introduce the data and describe the general settings of the models. 
We describe the evaluation metric for this experiment: the rate of 
missed customer complaints. Finally we show the performance of 
all the models in Section 4.3withdetaileddiscussion.

A. The Data and Model Setting
Our application is are alfraud moderation and detection system 
designed for a major Asian online auction website that attracts 
hundreds of thousands of new auction postings every day. The data 
consist of around 2M expert labeled auction cases with ~ 20K of 
them labeled as fraud during September and October2010. Besides 
the labeled data we also have unlabeled cases which passed the “pre-
screening” of  the moderation system(using the Expert model). The 
number of unlabeled cases in the data is a bout 6M-10M.For each 
observation there is as to features indicating how “suspicious” it is. 
To avoid future fraudulent sellers gaming around our system, the 
exact number and format of these features are highly confidential 
and cannot be released. Be sides the expert-labeled binary response, 
the data also contains a list of customer complaints every day, filed 
by the victims of the fraud. Our data in October 2010 contains a 
sample of around500customercomplaints.
As described inSection2, human experts often label cases in a 
“bagged” way, i.e. at any point of time they select the current 
most “suspicious” seller in the system and examine all of his/her 
cases posted on that day. If any of these cases is fraud, all of this 
seller’s cases will be labeled as fraud. Therefore we put all the 
cases submitted by a seller in the same day in to a bag. In Figure1 
we show the distribution of the bag size posted by fraudulent and 
clean sellers respectively. From the figure we do see that there are 
some proportion of sellers selling more than one item in a day, and 
the number of bags(sellers) decays exponentially as the bag size 
increases. This indicates that applying multiple instance learning 
can be useful for this data. It is also interesting to see that the 
fraudulent sellers tend to post more auction cases than the clean 
sellers, since it potentially leads to higher illegal profit.
We conduct our experiments for the online models OF-LR, OF-
MIL and OF-BMIL as follows: we train the models using the 
data from September and then test the models on the data from 
October. For the online models ON-PROB,ON SSVS Band ON- 
SSVS BMIL, we create batches with various sizes (e.g. one day, 
1/2 day, etc.) starting from the beginning of September to the end 
of October, update the models for every batch, and test the models 
on the next batch. To fairly compare them with the online models, 
only the batches in October are used for evaluation.
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V. Conclusion
In this paper we build online models for the auction fraud 
moderation and detection system designed for a major Asian online 
auction website. By empirical experiments on a real word online 
auction fraud detection data, we show that our proposed online 
probit model framework, which combines online feature selection, 
bounding coefficients from expert knowledge and multiple instance 
learning, can significantly improve over baselines and the human-
tuned model. Note that this online modeling framework can be 
easily extended to many other applications, such as web spam 
detection, content optimization and so forth. Regarding to future 
work, one direction is to include the adjustment of the selection 
bias in the online model training process. It has been proven to be 
very effective for offline models in [23]. The main idea there is to 
assume all the unlabeled samples have response equal to 0 with a 
very small weight. Since the unlabeled samples are obtained from 
an effective moderation system, it is reasonable to assume that 
with high probabilities they are non-fraud. Another future work 
is to deploy the online models described in this paper to the real 
production system, and also other applications. 
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