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Abstract
A wireless Sensor Network (WSN) is composed of numerous 
small sensing devices with limited communication range. The 
sensors collect data from the environment and report them to 
the sinks. With the promising sensing and wireless technologies, 
sensor networks are expected to be widely deployed in a broad 
spectrum of civil and military applications. Location information 
of the sinks, the sensors, and the objects being tracked are very 
important in sensor networks. Protecting location privacy in sensor 
networks is crucial considering different kinds of attacks that may 
disrupt the normal function of the networks.  In this paper, through 
a Linear Programming (LP) framework, we analyze lifetime limits 
of WSNs protecting event-unobservability with different proxy 
assignment methodologies. We show that to maximize the network 
lifetime data flow should pass through multiple proxies that are 
organized as a general directed graph rather than as a tree.
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I. Introduction
Sensor networks have significant salience to different fields, 
ranging from military applications to personal health monitoring. 
The enormity and popularity of sensor network applications is 
aided by the form factor and the cost of the sensor node. Although, 
it does induce certain limitations like low processing power and 
battery life, the form factor (smaller size) helps the sensor node 
to be inconspicuous in the sensing area and is useful for tracking 
events without being recognized. The sensor nodes use wireless 
transmissions, which is out in the open and can be overheard 
in the communication vicinity. Without precaution, a malicious 
entity overhearing packet transmission can trace back the packet 
to the source.
This can lead to the position of the source being revealed along 
with the location and time of event occurrence. Considering a 
mission critical military application or a simple environmental 
application, any leakage of information such as event location 
or time can prove beneficial to the adversary and costly to the 
network goal. Hence, irrespective of the application type, privacy 
of the monitored event holds importance which in turn requires 
providing privacy to source nodes.
Source privacy is generally compromised by the meta or contextual 
information of a packet, and not by the actual content of the packet. 
This has led many researchers to note that, source privacy cannot 
be addressed by encryption alone. A significant amount of work 
guided towards using some form of simulating the source [2], 
or using a random walk [2, 12] has been performed to guarantee 
source privacy. The primary drawback of these approaches is the 
amount of overhead incurred to simulate a source or to redirect 
traffic randomly. Additionally, the studies so far only consider 
eavesdropping (mostly local, but some global) adversaries, while 
a malicious adversary that can easily compromise nodes is not 
considered as part of the threat model. We consider a strong threat 
model, in which the adversary compromises nodes while able 

to eavesdrop over the communication network. The adversary 
has access to all the cryptographic elements of the compromised 
node.

II. Related Works
Privacy in sensor networks has been studied in detail with 
some researchers giving significance to hiding the basestation 
while others providing source privacy. Kamat, et al. developed 
a phantom routing technique for flooding as well as singlepath 
routing [2]. They were among the earlier groups to  research 
source privacy and present multiple techniques to guarantee the 
same. First technique uses fake sources, with nodes sending fake 
event packets to confuse the adversary. The second technique 
called phantom routing, involves taking a random walk before 
forwarding the packet towards the basestation in an attempt to 
increase the complexity of the adversary to backtrack to the source. 
Although the schemes are robust, they have a large overhead 
involved and may not withstand attacks under a collaborative 
adversary model.
In [4], Mehta, et al. similarly present two techniques; namely 
periodic collection and source simulation to wade off global 
eavesdropping attack. The source simulation technique is 
similar to the fake sources technique presented in [2]. In periodic 
collection, each node reports back to the base station periodically, 
irrespective of whether it detects an event or not. The weakness in 
case of periodic collection type technique is the latency incurred 
as well as overhead, while in source simulation, it is the overhead 
involved.
Wang et al. [12] present a privacy-aware parallel routing scheme 
to maximize the source trace back time for adversary. The event 
packets from the same source are routed over different paths to 
the base station. Additionally, a weighted random stride routing 
is proposed that breaks the entire routing into strides. Although 
it is a nice scheme, one of the restrictions is the requirement of 
knowledge of sensor locations to know the forwarding angle. 
Unless a method to deduce the angle is provided, it becomes a 
special case of random walk technique discussed by Kamat et 
al. [2]. Also, the parallel routing scheme will not be effective 
in protecting source privacy in case of a global eavesdropping 
adversary

III. Proposed System

A. Proxy Filtering
Protecting event-unobservability against global eavesdroppers 
is more challenging than dealing with local adversaries. To 
counteract this more challenging threat, all proposed solutions 
depend on inserting dummy traffic into the network to hide real 
event messages [4]. If all sensor nodes in the network periodically 
transmit packets, the traffic pattern in the network remains always 
the same and if the traffic in the network always has the same 
pattern, any traffic analysis technique can easily be defeated [7]. 
Periodically sending encrypted packets regardless of whether 
there is real data to send or not is a powerful but communication-
inefficient technique to hide real event messages [4]. To prevent 
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explosion of network traffic, Yang et al. [5] proposed two 
mechanisms named as PFS (Proxy-based Filtering Scheme) and 
TFS (Tree-based Filtering Scheme).
The basic idea of PFS is that a subset of sensors in the network 
selected as proxies collect and drop dummy messages before they 
reach the base station so that the problem of high communication 
cost of periodic packet transmission is mitigated. If one of the 
incoming packets to a proxy corresponds to a real event, proxy’s 
outgoing packet carries that information; otherwise the outgoing 
packet is a dummy one. In another view, a proxy acts like a base 
station, it collects packets from other sensors but since it does 
not have a direct connection to the outside world, the information 
it collects should be sent to the base station again in a periodic 
fashion to preserve privacy properties. Hence the data is hidden in 
a controlled fashion to an outsider so that any useful information 
cannot be extracted from the traffic patterns observed in the 
network data flow (i.e., a global eavesdropper cannot determine 
whether an event-triggered activity is happening in the network 
and cannot single out any particular node as the source node). 
According to Theorem 1 in [5], there is an information-theoretic 
guarantee that event unobservability is preserved if PFS scheme 
is employed.
TFS, the second scheme proposed by Yang et al. [5], allows 
filtering at multiple proxies. In TFS, proxies form a tree rooted at 
the base station with each proxy having a parent node and possibly 
multiple child nodes. Parent nodes aggregate traffic originated 
by child nodes and child leaf nodes aggregate data coming from 
ordinary sensors.

B. Proxy Selection
Maximum achievable lifetime using proxy-based schemes 
depends both on the number of proxies as well as location of 
these proxies. Determining proxies (i.e. selecting P elements out 
of V nodes) is an NP-hard problem as discussed in [5]. Therefore, 
we adapt heuristics based on localized search to efficiently solve 
the proxy selection problem. Algorithm 1 formally describes this 
heuristics.

C. Threat Model 
In this paper we adopt the threat model given in [5]. Specifically, 
we assume that attackers are external, passive and global. More 
precisely stated, attackers cannot obtain encryption/decryption 
keys or control sensor nodes via some other means. They cannot 
also insert or block packets or trigger network events. However 
attackers can listen to all communication in the network, analyze 
the collected data and try to determine the location of each sensor 
node

D. LP Models for Proxy Filtering Techniques

E. Network Model
In our network model, each node periodically generates the same 
amount of data (amount of data generated by node-i in time t is 
sit). The optimization problem in its general form is formulated 
as maximizing t (the minimum lifetime of the sensor nodes). We 
adopt the network lifetime definition given in [8–10] which is the 
time when the first sensor node exhausts all its battery power.

    (1)
Let us define U as the set of all sensors including the base station. 
We will denote the set of all sensors except the base station with 
V and the set of all proxies with P. Note that, V and P are subsets 
of U. First constraint of the problem states that all flows in the 
network are non-negative ( fij denotes the direct flow from node-i 
to node-j).
Second constraint is the flow balancing constraint when proxy 
nodes are not employed and thus no filtering is performed. Amount 
of data flowing out of node-i is equal to data flow generated by 
node-I plus data flowing into node-i. This should hold for all nodes 
except the base station (Access Point—AP).

   (2) 
Third constraint is the energy constraint. The cost associated with 
processing is ignored in our model hence each node consumes 
its battery having ei amount of energy only for reception and 
transmission of flows. Energy consumed per unit amount (per bit) 
of flow transmission, Etx,ij, increases by α-power of the inter-
node distance (dij) but energy spent to receive unit amount (per 
bit) of flow, Erx, is constant (Erx=Eelec, Etx,ij=Eelec+εampdij 

α) 
[11]. Here, Eelec is the electronics energy, εamp is the amplifier 
energy and α is the path loss exponent.

   (3)
Eqs. (1)–(3) define our model for the baseline scheme where 
no proxies are employed. If some of the nodes are assigned as 
proxies, flow balancing constraint—Eq. (2)—is no longer valid 
and should be revised as in Eq. (4). Energy constraint should also 
be changed accordingly as in Eq. (5).
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  (4)

 (5)
Similar to PFS scheme in [5],4 the constraint above—Eq. 4 models 
filtering at only one proxy. Here, f-flows are generated by ordinary 
sensor nodes and they terminate either at the base station or at 
one of the proxies whereas g-flows are generated by proxies and 
cannot be filtered at other nodes including other proxies on their 
way to the base station. Note that ordinary sensor nodes can also 
relay flows originated from proxies (g-flows). We need different 
labels for f-flows and g-flows in Eq. (4) since flow balancing 
constraint should hold for ordinary sensor flows and proxy flows 
separately.

  (6)

   (7)
It is also possible to model TFS by extending the model for 
PFS. For instance with a two-level hierarchy, we can separate 
set P into two disjoint sets (P1∩P2=P and the proxies in P1 and 
P2 (corresponding to level-1 and level-2 proxies, respectively) 
can generate two different types of flows (g-flows and h-flows, 
respectively). Eqs. (6)–(12) are used to model TFS with two-level 
hierarchy.
Eq. (6) states that all nodes except proxies and base station generate 
f-flows and these flows are conserved on these sensors (incoming 
flow plus self produced data must be equal to the outgoing flow). 
Eq. (7) states that f-flows can terminate at the base station or at a 
level-1 proxy but level-2 proxies should relay the f-flows. Eqs. (8) 
and (10) state that g-flows and h-flows are only generated by first 
level proxies and second level proxies, respectively. Eqs. (9) and 
(11) show that g-flows are relayed by ordinary sensor nodes and 
second-level proxies and h-flows are relayed by ordinary sensor 
nodes and first-level proxies. Eq. (12) is used to model the energy 
constraint when three distinct types of flows are of concern

F. Proxy Selection

   (8)

  (9)

   (10)

   (11)

 (12)
The PSA algorithm presented as Algorithm 1  determines a set of 
proxies that maximizes the lifetime, given the number of proxies. 
In order to determine the optimal number of proxies, we need to 
run the PSA algorithm for all alternatives (k=1,2,…,|V|) and select 
the one that maximizes the lifetime. PSA algorithm starts with an 
initial selection of proxies which can be a random selection. Then 
all the nodes in the proxy set are swapped with all the nodes that 
are not proxy one by one and the lifetime values are evaluated 
for each swap. The swap operation that maximizes the lifetime 
most is accepted and the proxy set is updated. This procedure 
is continued until we find a set of proxies for which we cannot 
improve the lifetime by a swap operation. Note that, this procedure 
has no guarantee of providing the optimal solution. However, 
we conducted a computational study in which we compared the 
lifetime corresponding to our localized search algorithm with 
the lifetime obtained with brute force method and observed that 
proxies selected by the localized search algorithm provided the 
optimal results in all cases. Hence, we can conclude that PSA 
algorithm is very efficient in terms of both the solution quality 
and computational time and can be used as a solution procedure 
in our further analysis.

G. Delay Analysis
Due to periodic collection property, once a real event is sensed, 
its information cannot be delivered by sensor nodes immediately. 
If sensor nodes generate data with a period of T, then the average 
delay due to periodic collection is T/2. Furthermore, lifetime 
improvement using proxy nodes is not always free because 
collecting packets from sensor nodes and delaying them until 
the next proxy transmission time may bring extra requirements 
or present additional delays.
The amount of additional delay due to proxy filtering depends on 
the level of synchronization that exists between sensor nodes and 
proxies. Broadly speaking, there are two opposing cases here:
Perfect Synchronization: Proxy node transmits its periodic 
packet immediately after receiving all incoming packets for that 
period. The sensor nodes are synchronized thus all transmissions 
happen at the same time (we assume queuing delays, delays due 
to encryption/decryption and packet collisions can be ignored and 
there is no bandwidth limitation).
No Synchronization: If the transmission time of the proxy is set 
without considering when sensor nodes send their data and if the 
transmission period of proxies is also equal to T, then the average 
additional delay due to proxy filtering is T/2 per proxy. In this 
case, the delay associated with proxy nodes increases by number 
of filtering levels.

IV. Experimental Results
The proxy based filtering method achieves optimal location 
privacy. In contrast, our method provide location privacy against a 
global eavesdropper. The proxy based filtering provides the highest 
level of privacy and is suitable for applications that collect data 
at a low rate and do not require real-time data delivery, while the 
source simulation method can support real-time applications with 
practical trade-offs between privacy, communication overhead, 
and latency.
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The periodic collection method introduces relatively little 
communication over-head, while the Source simulation method 
involves significant but constant communication cost for a given 
period of time. The pbf method provides increasing levels of 
privacy and less communication over heads.

privacy in  
terms of  
no of bits

Source 
 Simulation

periodic - 
collection

Proxy 
based   
Filtering

2 2 2 1
4 4 3 2
6 50 45 30
8 100 90 80
10 500 400 300
12 1000 900 800
14 8000 7000 6000

Fig. 1: Privacy Interms of  Bits

between the costs of the periodic collection technique. However; 
both of our methods also have advantages over PBF. First, during 
simulation of Periodic collection method technique, we noticed 
that around 83 percent of events were received by the base station. 
However, for the PBF method, the detection rate can be as high 
as 94 percent. The results are shown in Fig. 6. Second, the source 
simulation scheme can provide practical tradeoffs between location 
privacy and communication cost. In addition, based on Fig. 6, we 
can clearly see that the source simulation idea can achieve a better 
detection rate when the privacy requirement is b = 6 or fewer 
bits. For achieving the maximum privacy, the periodic collection 
technique consumes more energy than the approximate proxy 
based filtering technique.
Privacy in terms 
of events

Percentage of events received
PBF PC

0 94
2 94 80
4 94 78
6 94 78
8 92 72
10 88 70
12 85 70
14 82 70

Fig. 2: Comparison of Different Source-Location Privacy Schemes 
in Terms of Event Detection Rates

V. Conclusion
In this study we analyzed the energy dissipation and network 
lifetime characteristics of methods for preserving event-
unobservability in wireless sensor networks through novel LP 
formulations. Hence, we introduced a systematic methodology 
of analyzing such mechanisms.
We particularly investigated the effects of event unobservability 
methods on the network lifetime which is defined as the time when 
the first sensor node runs out of energy .We considered a global 
adversary (an adversary that can listen to entire network traffic) 
model. We used an LP framework to characterize the network 
dynamics and energy dissipation trends in a practical yet idealized 
setting. In this LP framework, we have modeled PFS (Proxy based 
Filtering Scheme) and TFS (Tree based Filtering Scheme) schemes 
proposed earlier for preserving unobservability against a global 
eavesdropper. We have proposed and modeled a new scheme called 
OFS (Optimal Filtering Scheme). We have shown the optimality 
of OFS scheme in terms of network lifetime both mathematically 
and through computational studies.
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