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Abstract
As users of networks increasingly aware of their privacy needs, the 
importance of anonymity is gaining popularity. The reason behind 
it is that anonymity can hide the actual identity of end users while 
allowing their to access services of network or web site. More 
over they are allowed to do so without being traced. This usage is 
prevailing in P2P systems and also payment based networks like 
e-cash. Achieving anonymity and being able to trace misbehaving 
users are the two conflicting requirements. In this paper, we 
propose security architecture to ensure unconditional anonymity 
for honest users and traceability of misbehaving users for network 
authorities in WMNs. The proposed architecture strives to resolve 
the conflicts between the anonymity and traceability objectives, 
in addition to guaranteeing fundamental security requirements 
including authentication, confidentiality, data integrity, and non 
repudiation. 
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I. Introduction
Privacy and anonymity issues have become popularity and the 
same is provided in the literature in [7, 9, 10],  that reviewed a great 
detail of these issues on various scenarios and contexts. WMNs 
(Wireless Mesh Networks) have become reliable technology that 
will have good future in the years to come. The security in such 
networks has been reviewed on various kinds of networks like 
cellular networks [1], WLANs [2], MANETs [5-6],WSNs [3-4] 
and VANETs [7] . In case of anonymity in any kind of networks, 
user’s identity has to be unlinked to his activities in case of e-cash 
systems [10], and P2P payment systems described in [11,13]. In 
anonymous networks, it is required to hide the location information 
of user also. This is to ensure that the movement of the user is 
not traced as this is conceived with respect to mobile networks 
as reviewed in[6] and VANETs as reviewed in [7]. Thus routing 
anonymity is very important as it is capable of concealing the 
communication between parties.
It achieves it by establishing anonymous path between the parties. 
The problem with complete anonymity without traceability is that 
insider attacks might be increased to break security of IT system. 
For this reason it is essential to have traceability facility in case 
of misbehaving users [10].
In this paper, we are motivated by resolving the above security 
conflicts, namely anonymity and traceability, in the emerging 
WMN communication systems. Our system borrows the blind 
signature technique from payment systems and hence, can achieve 
the anonymity of unlinking user identities from activities, as 
well as the traceability of misbehaving users. Furthermore, the 
proposed pseudonym technique renders user location information 
unexposed. 

II. System Model

A. Notation and Definitions 
First, we give a list of notation and definitions that are frequently 
used in this paper. 

Notation 
1. →,→→and||: denote single-hop communications, multihop 
communications, and concatenation, respectively. 
2. CL, MR, GW, and TA: abbreviations for client, mesh router, 
gateway, and trusted authority, respectively. 
3. IDx: the real identity of an entity x in our WMN  system. 
4. PSx: the pseudonym self-generated by a client x by using his 
real identity IDx. 
5. H1 (M) and H11 (M): {0; 1}* → G1, cryptographic hash 
functions mapping an arbitrary string M to G1. 
6. H2: a cryptographic secure hash function: G13*G25→ Z*p. 
7. H3: a cryptographic secure hash function: G2 * G2* IDGW 
*date/time → Zp*. 

Definitions 
Anonymity (Untraceability): the anonymity of a legitimate 
client refers to the untraceability of the client’s network access 
activities. 
Traceability: a legitimate client is said to be traceable if the TA 
is able to link the client’s network access activities to the client’s 
real identity if and only if the client misbehaves, i.e., one or both 
of the following occurs: ticket reuse and multiple deposit. 
Ticket reuse: one type of misbehavior of a legitimate client that 
refers to the client’s use of a depleted ticket (val = 0). 
Multiple deposit: one type of misbehavior of a legitimate client that 
refers to the client’s disclosure of his valid ticket and associated 
secrets to unauthorized entities or clients with misbehavior history, 
so that these coalescing clients can gain network access from 
different gateways simultaneously. 
Collusion: the colluding of malicious TA and gateway to trace a 
legitimate client’s network access activities in the TA’s.      
Framing: a type of attack mounted by a malicious TA in order to 
revoke a legitimate client’s network access privilege. 

III. Network Architecture

Fig. 1: Network Architecture
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Network architecture of the proposed system is as described in 
fig. 1. The WMN (Wireless Mesh Network). As can be seen in 
the above figure, there are many parties involved in the proposed 
network infrastructure. TA (Trusted Authority) resides in Internet; 
MR (Mesh Router) and Gateways. Other party is CL (Client). The 
client can invoke any MR.
Initially MR is invoked by CL and then the MR interacts with 
gateways and the gateways further communicate with TA. The 
security information of all clients is known to TA, GW and MR. 
This is to reduce the communication levels among the Client and 
other users.

A. Trust Relationship
Within a WMN domain the entities such as TA, GW, and MR 
are assumed to be trusted. Standard IBC is used to for secure 
communications at backbone and network levels.
After registration at the TA, the client presents his/her ID. Then the 
TA assigns a private key associated with that ID. The client also 
chooses a unique account number which is stored at TA. TA assigns 
ID and private key pair of client to each gateway and mesh router 
so as to make it available to all trusted parties in the domain. The 
security scheme also supports inter-domain communication. When 
a client moves to different TA’s domain with different secret key, 
in that case foreign TA’s domain parameters are obtained which 
are certified by a trusted third party. Such certificate is used in the 
inter-domain authentication process.

IV. Security Architecture 

A. Ticket Revocation 
Ticket revocation is necessary when a client is compromised, and 
thus, all his secrets are disclosed to the adversary. In our system, 
the adversary is motivated by gaining network services using 
tickets once the ticket associated secrets are obtained from the 
compromised clients. Therefore, the compromised client needs 
to be able to revoke the ticket and prevent the adversary from 
acquiring benefits. 

1. Revocation of New Tickets
The client may store a number of unused tickets. When revoking 
these tickets that have not been deposited, the client sends PSCL, 
TN, t10, SIGГCL (TN || t10) in the revocation request to any 
encountered gateway. This gateway authenticates the client using 
PSCL and records the ticket serial number TN as revoked. 

2. Revocation of Deposited Tickets
The client simply sends PSCL, IDDGW, t11, SIGГCL (IDDGW || 
t11) in the revocation request to the DGW. The DGW authenticates 
the client and marks the associated ticket revoked. When gateways 
have records in the revocation database, they immediately report 
the revocations to the home TA, which will update and distribute the 
revocation list for all gateways in the trust domain to reference. 

B. Accessing the Network from Foreign Domains 
The access services the visiting (foreign) trust domain provided 
the ticket-based security architecture can take place in two ways 
including the following: 

A foreign mesh router MR (or foreign access point) forwards • 
the client’s new ticket request to the home domain when 
there is no available ticket for accessing the network from 
the foreign domain. 
MR (or an access point) forwards the client’s ticket deposit • 

request to the home domain when the client owns available 
new tickets issued by the home TA. 

C. Pseudonym Generation and Revocation 
The pseudonym is used to replace the real ID in the authentication, 
which is necessary for both anonymous network access and 
location privacy. In the intradomain authentication in our system, 
the client generates his own pseudonym by selecting a secret 
number ѿ Ɛ R Z*p and computing the pseudonym PSCL = ѿ H1 
(IDCL). The corresponding private key can be derived as ГCL= 
ѿГCL= ѿᴨ H1 (IDCL) = ᴨ. 
The pseudonym revocation is impossible by using the pseudonym 
alone. The reason is that any adversary who has compromised 
a client can generate valid pseudonym/ key pairs that are only 
known to the adversary by running the self-generation algorithm. 
However, this pseudonym self-generation technique is appropriate 
in our system because the pseudonym revocation can be realized 
via revoking the associated ticket since the pseudonym is active 
only when its associated ticket is actively in use (deposited and 
not depleted). 

V. Security Analysis

A. Fundamental Security Objectives
It is trivial to show that our security architecture satisfies the 
security requirements for authentication, data integrity, and 
confidentiality, which follows directly from the employment of 
the standard cryptographic primitives, namely digital signature, 
message authentication code, and encryption. A fraud can be 
repudiated only if the client can provide a different representation 
(u1, u2) he knows of m from what is derived by the TA. 

B. Anonymity
A gateway cannot link a client’s network access activities to his 
real identity. Due to the use of pseudonyms in authentication which 
reveals no information on the real ID, the gateway learns nothing 
about the identity of the client requesting network access. Since 
the pseudonym is generated by the client using his secret number, 
solving for the real identity from the pseudonym is equivalent to 
solving the DLP. Furthermore, the client’s deposit gateway (DGW) 
cannot deduce the client’s ID from the deposited ticket, which has 
been blinded by the client and does not reveal any identification 
information unless misbehavior occurs. 

C. Traceability (Conditional Anonymity)
According to its definition, this requirement is twofold: 

Anonymity for honest clients is unconditional 1. 
A misbehaving client is traceable where the identity 2. 
can be revealed. The adopted restrictive partially blind 
signature scheme in our security architecture achieves 
restrictiveness. 

Framing resistance. If the client is honest, with overwhelming 
probability, the representation (u1, u2) he knows is different from 
that the malicious TA falsely generated. Since the client could not 
have come up with this representation by himself, it proves that 
the TA attempts to frame the client. 
Nforgeability. Unforgeability defines that the adopted restrictive 
partially blind signature scheme is existentially enforceable against 
adaptively chosen message and ID attacks under the assumption 
of the intractability of CDHP in G1 and the random oracle. 
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VI. Efficiency Analysis 
Most pairing-based cryptosystems need to work in 1) a subgroup 
of the elliptic curve E (Fq) of sufficiently large prime order p, 
and 2) a sufficiently large finite field Fqk, where q is the size of 
the field over which the curve is defined and k is the embedding 
degree. For current minimum levels of security, we require p > 
2160 and qk > 21024 ensure the hardness of the DLP in G1 and G2. 
To improve the computation and communication efficiency when 
working with E (Fq), we tend to keep q small while maintaining 
the security with larger values of k. 
The communication and computation efficiency is best achieved 
using the Dual-HIDS. The client transmits approximately 148 
bytes (5* |G1|element + 160bit HMAC output) and 446 bytes 
(5 * |G1|element + 2 * |G2|element þ 160bit HMAC output), 
respectively, for a new ticket request and a ticket deposit request. In 
the new ticket request, the client needs to perform an HIDS signing 
and verification, a symmetric-key encryption, and an HMAC, 
among which the HIDS operations dominate the computation 
costs. 

A. Communication 
Ticket-based security architecture consists of four intradomain 
protocols in which ticket deposit involves only clients and 
gateways. This protocol is distributed in nature, and thus, the 
communication cost incurred is more affordable. In contrast, 
protocols involving interactions with the centralized TA contribute 
largely to the expensive communication costs in the system. In 
the fraud detection protocol, gateways report accumulated ticket 
records to the TA periodically instead of in real time. For each 
record, a gateway transmits roughly 443 bytes, including five G1 
elements, two G2 elements, and four 160-bit elements. 
Ticket issuance and revocation may take place in real time. The 
associated communication overhead depends on how frequent 1) 
the clients use up issued tickets and 2) the clients misbehave. In 
a single ticket issuance, the client sends roughly 60 bytes (i.e., 
three 160-bit elements) to the TA. The TA sends to the client 
approximately 128 bytes (i.e., four G1 elements and two 160-bit 
HMACs). 

B. Computation 
The computation tasks for clients include pairing operations (basic 
pairing and finite field exponentiation), point multiplications and 
additions, hash operations, etc., among which pairing operations 
are undoubtedly the most time-consuming task. 
In ticket issuance, the client only computes two basic pairings in real 
time for each protocol instance. The remaining pairing operations 
can either be computed once or be precomputed and stored for 
all protocol instances. Several HMAC operations also need to 
be performed in real time, which is considered computationally 
efficient. In ticket deposit, one signing, one verification, and two 
HMAC operations are performed in real time by the client for each 
ticket deposited. In ticket revocation, a client has to compute one 
signature in real time for each revoked ticket, which requires no 
basic pairings but a finite field exponentiation. 

VII. Security Enhancements
Addressing the privacy preserving issue in Vehicular Ad Hoc 
Networks (VANETs) where the vehicles enjoy various VANET 
applications. The proposed ticket-based anonymity system relies 
on effective anonymous routing protocols to construct anonymous 
communication paths and guarantee unlinkability. Unlinkability is 
a requirement for preserving user privacy in addition to anonymity. 

It refers to the property that multiple packets cannot be linked to 
have originated from a same client. 
Another possible enhancement is to incorporate peer-to-peer 
cooperation. In the WMNs, the uplink from the client to the mesh 
router may rely on multihop communications. Peer clients act as 
relaying nodes to forward each other’s traffic to the mesh router, 
which forms a P2P network. 

VIII. Conclusion 
The proposed security architecture in this paper Implements 
protocols which are ticket-based in order to resolve the two 
security requirements that conflict each other.
This has been achieved and ensured unconditional anonymity for 
genuine users of the network and at the same time ability to trace 
misbehaving users.
The usage of identity based cryptography, hierarchical identity; 
self generated pseudonyms and utilization of tickets made it 
possible in the proposed security architecture. The empirical 
results revealed that the proposed architecture meets objectives 
of security and desired level of efficiency.
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