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Abstract
The cloud storage provides users to easily store their data and 
enjoy the good quality cloud applications need not install in 
local hardware and software system, So benefits are clear, such a 
service is also gives users’ physical control of their out sourced 
data, which provides control over security problems towards the 
correctness of the storage data in the cloud. In order to do this new 
problem and further achieve a secure and dependable cloud storage 
services, we propose in this paper a flexible distributed storage 
integrity auditing mechanism, using the homomorphism token and 
distributed erasure coded data. We are also proposing allows users 
to audit the cloud storage with very lightweight communication 
and computation cost. The auditing result not only ensures strong 
cloud storage correctness guarantee, but also simultaneously 
achieves fast data error localization, i.e., the identification of 
hacker information And securely introduce an effective TPA, the 
auditing process should bring in no new vulnerabilities towards 
user data privacy, and introduce no additional online burden to 
user.  In this paper, we propose a secure cloud storage system 
supporting privacy preserving public auditing. We further extend 
our result to enable the TPA to perform audits for multiple users 
simultaneously and efficiently. This shows the proposed scheme 
is highly efficient and data modification attack, and even server 
colluding attacks.
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I. Introduction
Many technologies are coming in the Cloud Computing, which 
provides Internet based service.
And use of computer technology. This is cheaper and more strong 
processors, together with the software as a service (SaaS) computing 
architecture, are transforming data into datacenters on huge scale. 
The increasing network and flexible network connections make it 
even possible that users can now use high quality services from 
data and provides remote on data centers. 
Storing data into the cloud offers great Help to users since they 
don’t have to care about the problems of hardware problems. 
The providers of Cloud Computing vendors, Rock star cloud and 
Amazon Elastic Compute Cloud (EC2) [2] are both well known 
examples. While these internet based online services do provide 
huge amounts of  storage space and customizable computing  
resources, this computing plat form shift, however,  is avoids 
the responsibility of local machines for  data maintenance at the 
same time. As a result, users are at the interest of their cloud 
service providers for the availability and integrity of their data 
[3]. On the one hand, although the cloud services are much more 
powerful and reliable than personal computing devices and broad 
range of both internal and external threats for data integrity still 
exist. Examples of outages and data loss incidents of noteworthy 
cloud storage services appear from time to time [4]. On the 
other hand, since users may not keep a local copy of outsourced 
data, there exist various incentives for cloud service providers 
(CSP) to behave unfaithfully towards the cloud users regarding 

the status of their outsourced data. For example, to increase the 
profit by reducing cost, it is possible for CSP to discard rarely 
accessed data without being detected in a timely fashion [9]. 
Similarly, CSP may even attempt to hide data loss incidents so 
as to maintain a reputation [10].Our work is among the first few 
ones in this field to consider distributed data storage security in 
Cloud  Computing. Our contribution can be summarized as the 
following three aspects:

Compared to many of its predecessors, which only provide 1. 
binary results about the storage status across the distributed 
servers, the proposed scheme achieves the integration of  
storage correctness insurance and data error  localization, 
i.e., the identification of misbehaving server(s).
Unlike most prior works for ensuring remote Data integrity, 2. 
the new scheme further supports secure and efficient dynamic 
operations on data blocks, including: update, delete and 
append. 
The experiment results demonstrate the proposed scheme 3. 
is highly efficient. Extensive security analysis shows our 
scheme is resilient against Byzantine failure, malicious data 
modification attack, and even server colluding attacks

II. Problem Statement

A. Model
A descriptive architecture for secure data storage is illustrated in fig. 
1. The different network entities can be identified as follows:

1. User
Users may be a person or an organization who have data to be 
stored in the cloud and rely on the cloud for data computation.

2. Cloud Service Provider (CSP)
A CSP has significant resources and expertise in building and 
managing distributed cloud storage servers, owns and operates 
live Cloud Computing systems.
Data storage in a cloud is a process where a user stores his data 
through a CSP into a set of cloud servers, which are running 
concurrently, cooperated and in distributed manner. Data 
redundancy can be employed with technique of erasure-correcting 
code to further tolerate faults or server crash as user’s data grows 
in size and importance. Thereafter, for application purposes, the 
user interacts with the cloud servers via CSP to access or retrieve 
his data. In some cases, the user may need to perform block level 
operations on his data. 
The most general forms of these operations we are considering 
are block revise, erase, insert and affix.
As users no longer possess their data locally, it is of critical 
importance to assure users that their data are being correctly 
stored and maintained. That is, users should be prepared with 
security means so that they can make continuous correctness 
assurance of their data stored in Cloud Servers even without the 
existence of local copies. In case those users do not necessarily 
have the time, feasibility or resources to monitor their data, they 
can delegate the tasks to an optional trusted Third Party Auditor 
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of their respective choices. In our model, we assume that the peer-
to-peer communication channels between each cloud server and 
the user is authenticated and reliable, which can be achieved in 
practice with little overhead.

Fig. 1: Secure Data Storage Architecture

B. Adversary Model
Security intimidation faced by data stored in cloud servers come 
from two different sources.  One hand, a CSP can be self-centered, 
un-trusted and probably malevolent. Not only it desires to move 
data that has not been or is rarely accessed to a lower tier of 
storage than agreed for fiscal reasons, but it may also attempt to 
hide a data loss incident due to management errors, Byzantine 
failures and so on. 
On  the  other  hand, there may  also  exist  an  economically- 
motivated antagonist, who has the capability to compromise a 
number of cloud data storage servers in different time intervals and 
subsequently is able to modify or erase users’ data while remaining 
undetected by CSPs for a certain period. Specifically, we consider 
two types of Antagonist with different levels of capability:

1. Strong Adversary
This is the worst case scenario, in which we assume that the 
antagonist can compromise all the storage servers so that he can 
intentionally modify the data files as long as they are internally 
consistent. In fact, this is equivalent to the case where all servers 
are colluding together to hide a data loss or corruption incident.

2. Weak Adversary
The adversary is interested in corrupting the user’s data files stored 
on individual servers. Once a server is comprised, an adversary 
can pollute the original data files by modifying or introducing 
its own fraudulent data to prevent the original data from being 
retrieved by the user.

C. Design Goals 
To make sure the security and dependability for data storage in 
cloud under the aforementioned antagonist model, we aim to 
design efficient mechanisms for dynamic data verification and 
operation and achieve the following goals:

1. Storage Accuracy
To ensure users that their data are indeed stored appropriately and 
kept intact all the time in the cloud. 
Fast localization of data error: to effectively locate the mal- 
functioning server when data corruption has been detected.

2. Dynamic Data Support
To maintain the same level of storage correctness assurance even 
if users modify, erase or affix their data files in the cloud. 
Dependability: to enhance data availability against Byzantine 

failures, malicious data modification and server colluding 
attacks, i.e. minimizing the effect brought by data errors or server 
failures.  

3. Lightweight
To enable users to perform storage correctness checks with 
minimum overhead.

C. Notation and Preliminaries
F – Data file to be stored. F is denoted as a matrix of m    equal-
sized data vectors, each consisting of 
l      blocks. 
A – Scattering matrix used for coding.
G – Encoded file matrix, which includes a set of
n = m + k vectors, each consisting of l blocks.
f – Function, which is defined as f : {0, 1} × key

III. Secure Data Storage in Cloud
In cloud data storage system, users store their data in the cloud 
and no longer possess the data locally. Thus, the correctness and 
availability of the data files being stored on the distributed cloud 
servers must be guaranteed. One of the key issues is to effectively 
detect any unauthorized data modification and corruption, possibly 
due to server compromise and/or random Byzantine failures. 
Besides, in the distributed case when such inconsistencies are 
successfully detected, to find which server the data error lies 
in is also of great significance, since it can be the first step to 
fast recover the storage errors. To address these problems, our 
main scheme for ensuring cloud data storage is presented in this 
section. The first part of the section is devoted to a review of basic 
tools from coding theories that are needed in our scheme for file 
distribution across cloud servers. Then, the homomorphic token 
is introduced. The token computation function we are considering 
belongs to a family of universal hash function, chosen to preserve 
the homomorphic properties, which can be perfectly integrated 
with the verification of erasure coded data.
Subsequently, it is also shown how to derive a challenge response 
protocol for verifying the storage correctness as well as identifying 
misbehaving servers. Finally, the procedure for file retrieval and 
error recovery based on erasure-correcting code is outlined.

Token Exactness
In order to achieve assurance of data storage correctness and data 
error localization, our scheme entirely relies on the pre-computed 
verification tokens. The main idea is before file distribution the 
user pre-computes a certain number of short verification tokens 
on individual; each token covers a random subset of data blocks. 
Later, when the user wants to make sure the storage correctness 
for the data in the cloud, he challenges the cloud servers with a 
set of randomly generated block indices. After getting assurance 
of the user it again asks for authentication by which the user is 
confirmed to be the authenticated user. Upon receiving assurance, 
each cloud server computes a short “signature” over the specified 
blocks and returns them to the user. The values of these signatures 
should match the corresponding tokens pre-computed by the user. 
Meanwhile, as all servers operate over the same subset of the 
indices, the requested response values for integrity check must 
also be a valid codeword determined by a secret matrix.
Suppose the user wants to challenge the cloud server’s t times 
to make sure the correctness of data storage. Then, he must pre-
compute t verification tokens for each function, a challenge key 
and a aster key are used. To generate the ith token for server j, 
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the user acts as follows:
Derive a arbitrary value i and a permutation key based on • 
master permutation key.
Compute the set of randomly-chosen indices:• 
Calculate the token using encoded file and the arbitrary value • 
derived.

Algorithm 1 Token Pre-computation

Procedure
Choose parameters l, n and function f;• 
Choose the number t of tokens;• 
Choose the number r of indices per verification;• 
Generate master key and challenge key;• 
for vector G(j), j ←1, n do• 
for round i← 1, t do• 
Derive i = f(i) and k(i) from master key .• 
Compute v(j)• 
end for• 
 end for• 
 Store all the vis locally.• 
 end procedure• 

A. Correctness Verification and Error Localization
Error localization is a key requirement for eradicating errors 
in storage systems. However, many previous schemes do not 
explicitly consider the problem of data error localization.
Thus it only provides binary results for the storage verification. 
Our scheme provides those by integrating the correctness 
verification and error localization in our challenge-response 
protocol: the response values from servers for each challenge 
not only determine the correctness of the distributed storage, but 
also contain information to locate potential data error(s).
Specifically, the procedure of the ith challenge-response for a 
cross-check over the n servers is described as follows:

The user reveals the i as well as the I th key k (i) to each • 
servers
The server storing vector G aggregates those r rows• 
Specified by index k(i) into a linear combination R• 
Upon receiving R is from all the servers, the user takes away • 
values in R.
Then the user verifies whether the received values remain a • 
valid codeword determined by secret matrix.

Because all the servers operate over the same subset of indices, 
the linear aggregation of these r  specified rows (R(1)i , . . . ,R(n)
i ) has to be a codeword in the encoded file matrix. If the above 
equation holds, the challenge is passed. Otherwise, it indicates 
that among those specified rows, there exist file block corruptions. 
Once the inconsistency among the storage has been successfully 
detected, we can rely on the pre-computed verification tokens to 
further determine where the potential data error(s) lies in. Note that 
each response R(j) i is computed exactly in the same way as token 
v(j) i , thus the user can simply find which server is misbehaving 
by verifying the following n equations:
Algorithm 2 gives the details of correctness verification and error 
localization.

Algorithm 2 
Correctness Verification and Error Localization
1. procedure CHALLENGE(i)
2. Recompute i = fl (i) and k(i) master key ;
3. Send {i, k(i) } to all the cloud servers;

4. Receive from servers R
5. for (j ← m + 1, n) do
6. R(j) ← R(j)−Prq=1 fkj (sIq,j)·_qi , Iq = k(i)prp(q)
7. end for
8. if ((R(1)i , . . . ,R(m)i ) ·P==(R(m+1)i , . . . ,R(n)i )) then
9. Accept and ready for the next challenge.
10. else
11. for (j ← 1, n) do
12. if (R ! =V ) then
13. return server is misbehaving.
14. end if
15. end for
16. end if
17. end procedure 

IV. Batch Auditing and Token Computation
Batch Auditing TPA handles multiple auditing tasks upon various 
users’ requests. It is very time-consuming and tedious. In order to 
overcome this problem, TPA will delegate its auditing procedures 
to its users by encapsulating the underlying mechanism [3]. A 
delegation of audit is secure, if 
The data owner can verify whether TPA has indeed performed 
the audit task specified by the data owner. 
The data owner can verify whether TPA did perform the audit 
task at the right time specified by the data owner. 
The confidentiality of the data is protected against the TPA and/
or the CSP. 
It uses a batch signature scheme called BLS signature algorithm 
to perform safe batching [3]. 

V. Providing Dynamic Data Operation Support
The data stored in the cloud can be dynamic. User might have the 
requirement of performing various block-level operations such 
as update, delete and append to modify the existing data file. 
Storage correctness must also be assured at the same time. So for 
any dynamic data operation, the user must first generate the file 
blocks using the secret key. The cloud service provider checks 
if dynamic operations are performed correctly using verification 
tokens [7]. The process is summarized below as follows:

A. Update Operation 
The user modifies some data blocks stores in the cloud from its 
current value to new value. 

B. Delete Operation 
The user replaces the data blocks with zero or some special 
reserved keywords or predetermined special blocks. 

C. Append Operation 
The user increases the size of data by adding blocks at the end 
of the data file.

Fig. 2: Dynamic Operation
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To ensure the security, dynamic data operations are only available 
to data owners or authorized users who hold the secret key. [3] 
Here, all operations are based on data blocks. Moreover, to 
implement audit services, index-hash table needs to be updated. 
It is necessary for TPA and CSP to check the validity of updated 
data. In fig. 2, we describe the process of dynamic data operations 
and audit. First, the data owner obtains the public verification 
information from TPA. Second, the data owner invokes the Update, 
Delete and Insert algorithms and then sends the new verification 
information to TPA and CSP respectively. Finally, the CSP makes 
use of an efficient algorithm check to verify the validity of updated 
data. Note that, the Check algorithm is important to ensure the 
effectiveness of the audit materials.

VI. Hyper Graph Model
Hyper graph model is for clustering high dimensional data. In 
this frequent item sets found by the association rule algorithm is 
used as hyper edges. Also the user preference search is used to 
get more accurate results.

Fig. 3: Labeling Servers 

Here the labeling illustrated in fig. 3 is done for each server which 
is situated in the cloud so that user can get access to the files 
quickly.

VII Conclusion
This paper focuses on auditing mechanisms to ensure data integrity 
where users can safely delegate the integrity checking tasks to 
Third Party Auditors and be worry-free to use the cloud storage 
services. Here both public and batch auditing is done. Batch 
auditing not only enables simultaneous verification from multiple 
clients but also reduces the computation cost on the TPA side. It 
effectively locates the malfunctioning server when data corruption 
has been detected. By relying on erasure correcting code in the 
file distribution preparation, data availability is guaranteed. Along 
with storage correctness verification, the misbehaving servers are 
also identified. Same level of storage correctness is maintained 
even if users modify, delete or append their data files in the 
cloud. In addition, hyper graph model is used for clustering high 
dimensional data. To achieve accuracy, server labeling and user 
preference is also included.
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