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Abstract
Data leakage is defined as the accidental or unintentional 
distribution of private or sensitive data to unauthorized entity.  It is 
a silent type of threat. For example, an employee can intentionally 
or accidentally leak certain sensitive information. Sensitive data 
of companies and organizations includes Intellectual Property 
(IP), financial information, patient information, personal credit-
card data, and other information depending on the business and 
the industry. Hence which sensitive data that has already been 
leaked from the enterprise and is publicly available, for example, 
on the Internet should be detected. This strategy is post-facto 
leakage detection. Traditionally, this leakage detection is handled 
by watermarking, in which a unique code is embedded in each 
distributed copy. By introducing a technique beyond watermarking, 
we can facilitate this post-facto detection technique, in which a 
unique embedded signature will be identified from within the 
contents of the original document containing the sensitive data. In 
this paper, we present an automated tamper-proof low complexity 
algorithm to solve data leakages. We extract embedded signatures 
from sensitive documents and use them in conjunction with search 
engines to determine whether near-duplicate versions of  
the document (or portions of it) are available on the Web [3]. The 
embedded signature is tamper-proof; even if an adversary partially 
modifies a document, our mechanism can detect duplicate copies. 
Also, if a duplicate copy is present in the Web, our system can 
detect such a copy with a small number of queries.
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I. Introduction
There are many conflicting goals when designing a privacy 
preserving publication that is a key component of distributed 
data management system. For example, one would like a system 
that enforces “privacy” by not divulging data to unauthorized 
entities or agents. At the same time, one would prefer a system that 
“preserves” the data, i.e., protects the data from hardware failures, 
natural disasters, and so on. And of course one does not want to 
sacrifice “performance” – a system that takes a year to give us 
data and a system that fails to identify data breaches would not 
be very useful. There are many such conflicting desired attributes, 
often closely related to the ones we illustrated: confidentiality, 
security, integrity, reliability, throughput, and so on that are just 
some of the synonyms for the above three.
The objective is to develop such a system that handles both privacy 
issues and performance issues with respect to preservation aspect 
having back up procedures as solution (but not concentrated in 
the current application context).
Sensitive information within an enterprise can be categorized 
into two kinds: private data not accessible to the external world 
and copyrighted information that is made publicly available. 
Information leakage can occur due to a wide range of factors and 

not all are preventable using technical means. Though enterprises 
have invested in a wide range of leakage prevention solutions, 
none of these mechanisms are fool-proof.

A. Existing System
Data outflow analysis to detect leakage is used in two different 
Ways: a) to prevent leakage and b) to detect leakage after it has 
occurred (“post-facto”). An important goal of post-facto leakage 
detection is to develop a mechanism that will determine which 
sensitive data has already leaked from the enterprise and is publicly 
available, for example, on the internet. A common method for 
facilitating post-facto leakage detection is to use Watermarking. 
Watermarking [1] generally involves modifying a document in 
some Way to make the document more distinguishable than it 
was before the Water-marking. These modifications may either 
be visible or invisible to an observer. The Watermark is then used 
to detect a document that has been improperly leaked.

1. Disadvantages
Watermarking does help to distinguish a document but the 
technique has several Weaknesses:

Watermarking involves adding something to a document, this • 
technique requires recognizing, before a leakage occurs, that 
a document needs to be watermarked.
Watermarking is subject to tampering.• 
A malicious party who seeks to make pirated information • 
indistinguishable may be able to remove an added 
Watermark.

B. Proposed System 
In this paper, we focus on the problem of information leakage 
detection on the Web. Given that enterprises typically own 
volumes of sensitive data, our goal is to determine in an efficient 
manner if a small fraction of the sensitive documents have leaked 
on the Web. We describe an automated mechanism to address 
data leakage problems. A key idea in our detection algorithm is 
to extract an embedded signature from a document that can be 
used to achieve the following properties: 

Construct appropriate search queries from an embedded • 
signature that can detect near-duplicate versions of documents 
(or portions of a document) using a small number of 
queries. 
The embedded signature construction ensures that the • 
signature is resilient against tampering; adversarial partial 
tampering of the document cannot evade detection. 

We ensure that every term in an embedded signature is a commonly 
occurring term and thereby does not leak any sensitive information 
to the search engine as part of a query.

1. Advantages
The overhead of determining near-duplicate copies should be 
low.
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Time required to identify the suspect domains should be less(  • 
i.e., fast identification).
Tamper proof.• 
Reduce self-leakage.• 

II. Related Work

A. Traditional System
Sometimes sensitive data must be handed over to supposedly 
trusted third parties. For example, a hospital may give patient 
records to researchers who will devise new treatments. Similarly, a 
company may have partnerships with other companies that require 
sharing customer data [1]. Another enterprise may outsource its 
data processing, so data must be given to various other companies. 
We call the owner of the data the distributor and the supposedly 
trusted third parties the agents. Our goal is to detect when the 
distributor’s sensitive data have been leaked by agents, and if 
possible to identify the agent that leaked the data. We consider 
applications where the original sensitive data cannot be perturbed. 
Perturbation [1] is a very useful technique where the data are 
modified and made “less sensitive” before being handed to agents. 
For example, one can add random noise to certain attributes, or one 
can replace exact values by ranges. However, in some cases, it is 
important not to alter the original distributor’s data. For example, 
if an outsourcer is doing our payroll, he must have the exact salary 
and customer bank account numbers.
Traditionally, leakage detection is handled by watermarking, e.g., 
a unique code is embedded in each distributed copy. If that copy 
is later discovered in the hands of an unauthorized party, the 
leaker can be identified. Watermarks can be very useful in some 
cases, but again, involve some modification of the original data. 
Furthermore, watermarks can sometimes be destroyed if the data 
recipient is malicious.

B. Need for Post-Facto Detection
The present invention relates generally to detection of documents 
that have been duplicated, perhaps without authority, and more 
particularly to post-facto duplication detection on a public network. 
The need to analyze outgoing electronic traffic (“exit traffic 
analysis”) has been underemphasized by the electronic networking 
community. Given the ever-growing number of sensitive-
data leakage-incidents in enterprises, resulting in hundreds 
of millions of people being exposed to sensitive-information 
theft every year, there is a need to develop new exit traffic 
analysis techniques for data leakage detection and prevention. 
The need for post-facto leakage detection--a major focus of this 
invention--is based on at least two observations. First, currently 
large amounts of sensitive information are publicly available in 
the Internet--often without the knowledge of the subject or owner 
of the sensitive information. For example, in March 2006, Gratis 
Internet Company collected personal data of 7 million Americans 
and sold it to third parties. With so much sensitive data available 
in the public domain, it would be advantageous for the subjects 
of the sensitive information to have a means for detecting which 
sensitive information is available and where it may be accessed. 
Second, given the wide range of leakage channels which are 
possible, some of which are outside the scope of any prevention 
strategy, no data leakage prevention strategy is perfect. This just 
heightens the need for post-facto leakage detection

C. Unobtrusive Detection System
We study unobtrusive techniques for detecting leakage of a set 
of objects or records. 
As far as the data allocation strategies are concerned, our work 
is mostly relevant to watermarking that is used as a means of 
establishing original ownership of distributed objects. Watermarks 
were initially used in images, video [8], and audio data [6] whose 
digital representation includes considerable redundancy [4]. 
Recently, [1, 7, 10], and other works have also studied marks 
insertion to relational data. Our approach and watermarking 
are similar in the sense of providing agents with some kind of 
receiver identifying information.  However, by its very nature, 
a watermark modifies the item being watermarked. If the object 
to be watermarked cannot be modified, then a watermark cannot 
be inserted. In such cases, methods that attach watermarks to the 
distributed data are not applicable.
There are also lots of other works on mechanisms that allow only 
authorized users to access sensitive data through access control 
policies [2, 9]. Such approaches prevent in some sense data leakage 
by sharing information only with trusted parties. However, these 
policies are restrictive and may make it impossible to satisfy 
agents’ requests.
Recent work on finding near-duplicate pages using crawling the 
Web uses the earlier stated random projection based fingerprinting 
method to generate unique low dimensional fingerprints for each 
Web document [3, 8]. The unique fingerprint for the document 
is compared with other documents on the Web to find a match. 
While this fingerprint based method provides a compact metric 
for measuring similarities across documents, this idea cannot 
be directly used in our context due to two reasons. First, the 
fingerprinting based approach is not tamper-proof. Second, the 
nature of the fingerprints (based on a 64-bit hash) generated for 
each page is not conducive to construct appropriate search queries. 
The idea of finding near-duplicate documents within a repository 
has been used in various contexts including electronic copyright 
system, Web clustering, filtering duplicated messages from the 
newsgroup/mailing-list, finding similar file in a large file system, 
checking plagiarism in student exercises etc.
In signature-based schemes [8] the document is traced with the 
help of a signature explicitly embedded in the document, such 
as adding a watermark. The key idea behind such mechanisms 
is to modify the document by embedding certain codeword’s 
into the document in such a way that they are not detected 
by human eye but can be detected by the computer. The most 
common document coding methods are line-shift coding, word-
shift coding and feature-coding [7]. Where the documents are 
altered by vertically (horizontally) shifting the location of lines 
(words), or certain alphabet shapes are changed at certain positions 
[6-7]. The white spaces at the end of the lines can also be used to 
hide information. The problem with such mechanisms is that the 
watermark can be removed automatically and the document can 
no longer be identified. Moreover, the watermarking techniques 
require modification to the original documents. Another approach 
to embed signatures within documents is to use natural language 
processing techniques, where the document is modified without 
changing its meaning. These techniques effect the lyrical quality 
of the document and cannot be applied to certain types of text 
documents. 
Copy-prevention mechanisms include physical isolation 
of information which uses a special purpose hardware for 
authorization, and active documents which are documents 
produced by programs. The problem with these mechanisms is 
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that they are restrictive in nature, cumbersome and incomplete 
and can be defeated. In addition, the issue of redistribution and 
plagiarism of partial content is not addressed in these works. Many 
software vendors don’t prefer such an approach because they 
come in the way of users. To achieve strong leakage prevention 
guarantees on a per-host level, enterprises can potentially leverage 
recent works on the design of secure operating systems such as 
HiStar and Asbestos; however, it is unclear whether these systems 
would be adopted by enterprises.
Leakage detection would be simplified if an enterprise maintained a 
local copy of the entireWeb;    this is infeasible for most enterprises. 
Using entrusted third parties that may have a copy of the Web to 
determine leakage requires sharing sensitive files with the third 
party. We determine a compact embedded signature by carefully 
extracting a random collection of terms that can aid in searching 
for near-duplicate versions of the document on the Web. Embedded 
signature construction mechanism is motivated by the idea of 
contiguous subsequence contained in document.
In a perfect world, there would be no need to hand over sensitive 
data to agents that may unknowingly or maliciously leak it. And 
even if we had to hand over sensitive data, in a perfect world, we 
could watermark each object so that we could trace its origins with 
absolute certainty. However, in many cases, we must indeed work 
with agents that may not be 100 percent trusted, and we may not 
be certain if a leaked object came from an agent or from some 
other source, since certain data cannot admit watermarks.

III. Problem Description
Data leakage problem is motivated by two common information 
leakage threats facing enterprises: leakage of internal private pages 
and plagiarism of copyright information on the Web. We want to 
detect when an adversary leaks a large volume of sensitive data 
with or without tampering the content. We use a simple threshold-
based tampering adversarial strategy. Let ρ(D) denote the fraction 
of terms that an adversary would tamper in a given document D 
before publishing it. We use a threshold ρ0 such that ρ(D) < ρ0 for 
all leaked documents. The aim of our detection algorithm is to trace 
the copied documents if they are not tampered more than ρ0.
Given a document A which can be represented as a sequence of 
k terms, we define a document A′ to be a near-duplicate version 
of a document A if A′ can be derived by ρ0 × k modification 
operations to A. A single modification operation can be one of 
two changes to the document: (a) a specific term is replaced by 
another term or a sequence of terms; (b) a sequence of terms is 
inserted between two terms. To simplify notation, we use the 
same threshold ρ0 in the threshold based adversarial strategy. 
Data leakage problem is similar to the problem of finding near 
duplicate pages on the Web [5]. 
The key difference is that prior work on data outflows detection 
relies on a local repository of the Web. Here, we rely on search 
engines to look for near data outflows. We need to provide 
appropriate search queries, download some of the results and 
then check for near data outflows in the downloaded pages.

IV. Objectives
Low-overhead: For a single random document, the overhead of 
determining near-duplicate copies should be small.
Fast identification: In the event of a bulk leakage, the time to 
identify the potential suspect domains should be very small and 
should be independent of the total number of documents.
Tamper proof: Even if each of the leaked sensitive documents are 
tampered (either randomly or manually) we should still be able 

to identify the near-duplicate documents.
Reduce self-leakage: Any algorithm that we use to search for near-
duplicate copies of a sensitive document, should only leverage 
commonly occurring terms and not expose sensitive information 
from the document.

V. System Design

A. Usecase Diagram for the System

1. Need & Purpose
Use case Diagrams represent the functionality of the system from 
a user’s point of view. Use cases are used during requirements 
elicitation and analysis to represent the functionality of the system. 
Use cases focus on the behavior of the system from external point 
of view. 

Fig. 1: Principal Usecase Diagram for the System

2. Description
Describes various tasks performed by administrator /data publisher 
like preparing data,loading the data into the system,publishing the 
data,assessing guilt score of agents,detecting guilt agents.

VI. Proposed Solution
Leakage detection would be simplified if an enterprise maintained a 
local copy of the entire Web; this is infeasible for most enterprises. 
Using untrusted third parties that may have a copy of the Web to 
determine leakage requires sharing sensitive files with the third 
party. We determine a compact embedded signature by carefully 
extracting a random collection of terms that can aid in searching 
for near-duplicate versions of the document on the Web.
Embedded signature construction mechanism is motivated by the 
idea of contiguous subsequence contained in D. Our approach uses 
the idea of determining randomized rare contiguous subsequence 
within a document. A rare contiguous subsequence is one that has 
a low frequency of occurrence on the Web and a randomized rare 
contiguous subsequence is one that appears at a random position 
within the document. The embedded signature we construct for 
a document is a collection of a constant number of randomized 
rare contiguous subsequence for a document.
Embedded signature mechanism satisfies four main properties. 
First, rare contiguous subsequence form appropriate candidates 
to search for near-duplicate copies of a document on the Web. 
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Second, we show that, given a random position within the 
document, one can extract a rare contiguous subsequence from 
that position. Third, the embedded signature extracted contains 
a constant number of contiguous subsequence. Finally, to reduce 
self leakage, we ensure that each chosen contiguous subsequence 
is not specific to an enterprise and comprises of only commonly 
occurring terms on the Web.
The key requirement for our SDL algorithm is to determine rare 
contiguous subsequences in a document at any randomly chosen 
position. We use the contiguous subsequence frequency database 
of the Linguistic Data Consortium (LDC) to determine the rarity 
of a contiguous subsequence in D. LDC has snapshots of the 
frequency of various contiguous subsequences in D on the Web 
as recorded by a search engine.
The key steps in the signature generation algorithm are as 
follows:
SignatureGen (D, K, T, M, GLDC)
D = Document, T = rarity threshold
K= Secret one-way hash function
M= Number of contiguous subsequence in embedded signature
GLDC= Generic LDC contiguous subsequence frequency 
database
1) Generate a set of M random locations P = {p1,p2,. . . ,pM} in 
D, using a secret function K.
2) Beginning at position pi in D, determine the smallest shingle 
wi such that GLDC (wi) < T .
3) Return (Sign (D) = {w1, w2,. . . ,wM}) as the embedded 
signature of document D.
Given Sign (D), the embedded signature of a document D, the 
algorithm for searching for near-duplicate versions of document 
involves the following steps:
Search (Sign (D),N)
Sign(D) = Embedded signature of document D
N= Number of contiguous subsequence in D in a query
1) Randomly choose N different contiguous subsequence q1, . . 
. qN from the Sign (D)
2) Query Q = q1+q2+...+qN
3) Search (Q) = Search result for query Q from a search engine
4) S = |Search (Q)|,
5) δ (Q) = {list of suspect domains (Search(Q))}
6) Return(S, δ(Q))
The goal of the signature generation and the search algorithms are 
two-fold: (a) minimize the number of search results, S in a search 
query to find near-duplicate replicas for a document; (b) be tamper-
proof up to a certain threshold ρ0. Signature generation algorithm 
uses a secret function K to generate random positions to extract 
rare contiguous subsequence in D. Given that K is unknown to the 
adversary, the adversary cannot guess the random positions where 
the contiguous subsequence in D are extracted from. The embedded 
signature is a collection of M rare contiguous subsequence in D 
which are randomly chosen from various locations.
We use the embedded signatures to form search queries. A 
search query is a combinational query comprising of N out of M 
randomized rare contiguous subsequence in D in the signature Sign 
(D). Given a query, let S denote the number of pages output by a 
search engine that we need to download to check for near-replicas. 
The search results are the pages which have all N rare-contiguous 
subsequence in D, thereby determining potential copies of the 
document on the Web. The goal here is to create a search query 
which minimizes S. When an adversary has tampered a leaked 
document, we require multiple queries to search for the modified 
document. The algorithm can also be applied to portions of a 

document (as opposed to the entire document) to detect if a specific 
portion of a document has been leaked.

VII. Results

Fig. 2: Import to DB
Description: This page allows the user to perform the 
operations

Fig. 3 Allocation of Data
Description: This screen allows the user to allocate data to 
agents.

Fig. 4: Validation Page
Description: This screen notifies the user of successful creation 
of validation sets.
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Fig. 5: Detection Page
Description: This page performs the detection process by allowing 
the user for the file that is duplicated.

VIII. Future Extensions
Future work includes the investigation of agent guilt models that 
capture leakage scenarios that are not studied in this paper. For 
example, what is the appropriate model for cases where agents 
can collude and identify fake tuples? A preliminary discussion of 
such a model is available in [1].

IX. Conclusion 
Data Leakage is a silent type of threat. Traditionally, this leakage 
detection is handled by watermarking, in which a unique code is 
embedded in each distributed copy but it has several weakness. 
In this paper, we focus on the problem of information leakage 
detection on the Web. Given that enterprises typically own volumes 
of sensitive data, our goal is to determine in an efficient manner 
if a small fraction of the sensitive documents have leaked on the 
Web. We describe an automated mechanism to address problems. 
A key idea in our detection algorithm is to extract an embedded 
signature from a document that can be used to achieve the following 
properties: First, one can construct appropriate search queries from 
an embedded signature that can detect near-duplicate versions of 
documents [5] (or portions of a document) using a small number 
of queries. Second, the embedded signature construction ensures 
that the signature is resilient against tampering; adversarial partial 
tampering of the document cannot evade detection. Third, we 
ensure that every term in an embedded signature is a commonly 
occurring term and thereby does not leak any sensitive information 
to the search engine as part of a query. The embedded signature 
is tamper-proof, fast identification, lower overhead; even if an 
adversary partially modifies a document, our mechanism can 
detect duplicate copies.
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