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Abstract
In this paper, for the first time we formalize and solve the problem 
of effective fuzzy keyword search over XML data. We study 
fuzzy keyword search in XML data, a new information access 
prototype in which the system searches XML data on the wing as 
the user types in query keywords. Fuzzy keyword search greatly 
enhances system usability by returning the matching files when 
users’ searching inputs exactly match the predefined keywords or 
the closest possible matching files based on keyword similarity 
semantics, when exact match fails. This is due to the size of XML 
because of its capability of representing data and the usage of 
complex query languages for querying XML. Thus the size of the 
XML database has to be reduced and also a user friendly approach 
should be provided to the users to make them easily query the 
database without having to know about XML structure and the 
syntax of the query language. Hence in this paper XML database 
and the approach of Keyword Search is proposed for this structure 
that helps the users query the database easily.
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I. Introduction
There are many ongoing researches in the area of XML keyword 
search but still the users are not satisfied with the results produced 
by the XML search engines. In order to query the databases the 
user has to possess some knowledge about the databases and the 
query languages. One key problem in XML document retrieval 
is how to rank documents based on their degrees of relevance to 
a query. Similarity between the query and the XML document in 
a collection is used as a ranking function.
The search intention of the user for a keyword query is not 
easy to determine and can be ambiguous. To build a successful 
search engine, the search intention has to be clearly analyzed 
and understood by the system. Effectiveness in term of result 
relevance is the most crucial part in keyword search, which can 
be summarized as the Following three issues in XML field .
Issue 1: It should be able to effectively identify the type of target 
node(s) that a keyword query intends to search for. We call such 
target node as a search for node.
Issue 2: It should be able to effectively infer the types of condition 
nodes that a keyword query intends to search via. We call such 
condition nodes as search via nodes.
Issue 3: It should be able to rank each query result in consideration 
of the above two issues.
The first two issues address the search intention problem, while the 
third one addresses the relevance based ranking problem w.r.t. the 
search intention. Regarding to Issue 1 and Issue 2, XML keyword 
queries usually have ambiguities in interpreting the search for 
node(s) and search via node(s), due to two reasons below.

Ambiguity 1: A keyword can appear both as an XML tag • 
name and as a text value of some other nodes.
Ambiguity 2: A keyword can appear as the text values • 

of different types of XML nodes and carry different 
meanings.

Fuzzy keyword search greatly enhances system usability by 
returning the matching files when user is searching inputs exactly 
match the predefined keywords or the closest possible matching 
files based on keyword similarity semantics, when exact match 
fails. More specifically, we use edit distance to quantify keywords 
similarity and develop a novel technique, i.e., a wildcard-based 
technique, for the construction of fuzzy keyword sets. 
More specifically, we use edit distance to quantify Keywords 
similarity and develop a novel technique, i.e., an wildcard-
based technique, for the construction of fuzzy keyword sets. 
This technique eliminates the need for enumerating all the fuzzy 
keywords and the resulted size of the fuzzy keyword sets is 
significantly reduced. Based on the constructed fuzzy keyword 
sets, we propose an efficient fuzzy keyword search scheme. 
Through rigorous security analysis, we show that the proposed 
solution is secure and privacy-preserving, while correctly realizing 
the goal of fuzzy keyword search [1-12].

II. Proposed System
The main goal of this paper is to focus on fuzzy keyword search 
in XML data. To the best of our knowledge, we formalize for the 
first time the problem of effective fuzzy keyword search over 
XML data while maintaining keyword privacy.

Fig. 1:

A. Main Modules
Wildcard – Based Technique• 
Gram - Based Technique• 
Construction of Effective Fuzzy Search• 

1. Wildcard – Based Technique
The wildcard-based fuzzy set edits distance to solve the problems. 
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For example, for the keyword CASTLE with the preset edit 
distance 1, its wildcard based fuzzy keyword set.

2. Gram – Based Technique
The gram of a string is a substring that can be used as a signature 
for efficient approximate search.

3. Search
The key idea behind our secure fuzzy keyword search is two-
fold:

Building up fuzzy keyword sets that incorporate not only • 
the exact keywords but also the ones differing slightly due 
to minor typos, format inconsistencies, etc.
Designing an efficient and secure searching approach for • 
keyword retrieval based on the resulted fuzzy keyword 
sets.  

In this paper, we Construction of Effective Fuzzy focus on enabling 
effective yet privacy file collection. In the index table, each entry 
consists of the trapdoor of a keyword and an encrypted set of file 
identifiers.

Fig. 2: Architecture of the Fuzzy Keywords Search

Fig. 3: Architecture of Proposed Keyword Search

III. Related Work
This straightforward approach apparently provides fuzzy 
keyword search over the XML data. However, this approaches 
serious efficiency advantages. The simple enumeration method 
in constructing fuzzy keyword sets would introduce large storage 
complexities, which greatly affect the usability
Fuzzy Keyword Search Using edit distance, the definition of fuzzy 
keyword search can be formulated  as follows:
Given a collection of n encrypted data files C = (F1, F2, . . . , FN) 
stored in the cloud server, a set of distinct keywords W = {w1, w2, 
...,wp} with predefined edit distance d, and a searching input (w, k) 
with edit distance k (k ≤ d), the execution of fuzzy keyword search 
returns a set of file IDs whose corresponding data files possibly 
contain the word w, denoted as FIDw: if w = wi ∈ W, then return 

FIDwi ; otherwise, if w _∈ W, then return {FIDwi}. 
Where ed(w,wi) ≤ k. Note that the above definition is based on 
the assumption that k ≤ d. In fact, d can be different for distinct 
keywords and the system will return {FIDwi} satisfying ed(w,wi) 
≤ min{k, d} if exact match fails[7].

A. Plaintext Fuzzy Keyword Search 
Recently, the importance of fuzzy search has received attention 
in the context of plaintext searching in information retrieval 
community .They addressed this problem in the traditional 
information access paradigm by allowing user to search without 
using try-and-see approach for finding relevant information 
based on approximate string matching. At the first glance, it 
seems possible for one to directly apply these string matching 
algorithms to the context of searchable encryption by computing 
the trapdoors on a character base within an alphabet. However, 
this trivial construction suffers from the dictionary and statistics 
attacks and fails to achieve the search privacy.
Others. Private matching [14], as another related notion, has been 
studied mostly in the context of secure multiparty computation 
to let different parties compute some function of their own data 
collaboratively without revealing their data to the others. These 
functions could be intersection or approximate private matching 
of two sets, etc. The private information retrieval [15] is an often-
used technique to retrieve the matching items secretly,
Which has been widely applied in Information Retrieval from 
database and usually i unexpectedly computation complexity. 
As our ongoing work, we will continue to research on security 
mechanisms that support: 

Search semantics that takes into consideration conjunction 1. 
of keywords, sequence of keywords, and even the complex 
natural language semantics to produce highly relevant search 
results; and 
Search ranking that sorts the searching results according to 2. 
the relevance criteria.

We have implemented our method, and the experimental results 
show that our method achieves high search efficiency and result 
quality We design an advanced technique (i.e., wild card-based 
technique and Gram based technique) to construct the storage 
efficient fuzzy keyword sets by exploiting a significant observation 
on the similarity metric of edit distance. Based on the constructed 
fuzzy keyword sets, we further propose an efficient fuzzy keyword 
search scheme. Through rigorous security analysis, Future work 
is on security mechanisms that support search semantics that 
takes into consideration conjunction of keywords, sequence of 
keywords, and even the complex natural language semantics to 
produce highly relevant search results and search ranking that sorts 
the searching results according to the relevance criteria [12].

IV. Conclusion and Future Work

A. Conclusion
In this research, for the first time we formalize and solve the 
problem of fuzzy keyword search for achieving effective utilization 
of remotely stored XML data. We examined the LCA-based 
method to interactively identify the predicted answers. We have 
developed a minimal-cost-tree-based search method to efficiently 
and progressively identify the most relevant answers. We proposed 
a heap-based method to avoid constructing union lists on the fly. 
We devised a forward-index structure to further improve search 
performance.
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B. Future Work
There are several avenues for future work. For instance, we have 
currently taken a document-centric view, where we assume that 
query results are strictly hierarchical. However, for structured (or 
semi-structured) data, the XML documents may be normalized, 
in which case the result may be a graph. Other open problems 
include extensions to other ranking functions, incremental index 
maintenance, and integration with structured queries.
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