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Abstract
Wireless Sensor Networks (WSNs) offer an excellent opportunity 
to monitor environments, and have a lot of interesting applications 
in warfare. The problem is that security mechanisms used for wired 
networks do not transfer directly to sensor networks. Some of this 
is due to the fact that there is not a person controlling each of the 
nodes, and even more importantly, energy is a scarce resource. 
Batteries have a short lifetime and cannot be replaced on deployed 
sensor nodes. In this paper we will show the major threats that 
WSNs have to deal with. Additionally we will mention existing 
countermeasures, but we will focus on intrusion detection. We 
combine existing IDS approaches and show the steps to build an 
IDS for WSNs.
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I. Introduction
Wireless Sensor Networks (WSNs) have become a hot research 
topic in recent years. Applications include military, rescue, 
environment monitoring, and smart homes. A WSN is composed 
of hundreds or even thousands of small, cheap sensors nodes 
which communicate with one another wirelessly. Sensor nodes 
typically do not have very much computational power, limiting the 
kinds of networking protocols and security mechanisms they can 
employ. Because WSNs are composed of so many nodes, which 
may be deployed in a hostile environment, replacing batteries is not 
feasible. Sensor nodes must therefor survive on the small amount 
of energy in the batteries they are deployed with (typically about 
6 amp-hours [5]). This creates a need to conserve energy. Because 
of the wireless nature of WSNs, security is a fairly difficult issue. 
Adversaries can easily listen to all the traffic and inject their own, 
especially if the WSN is deployed in a hostile environment. It 
is also important that the WSN be robust to losing some of the 
sensor nodes, because it can be very easy for an adversary to 
capture any given node.
The general network topology is a dense collection of nodes, 
randomly distributed over some geographic area. Traffic typically 
goes from all the sensor nodes to a single sink, called the Base 
Station (BS), or broadcast traffic. A lot of work is currently being 
done on routing protocols, and not all of the details are figured 
out and agreed upon but, in general, routing is multi-hop like an 
ad-hoc wireless network. Cluster-based routing is a popular idea, 
because it is possible to exploit the fact that nearby nodes have 
highly correlated data [10]. In cluster-based routing, the network 
is divided up into clusters, which consist of a Cluster Head (CH) 
and Member Nodes (MNs). The MNs send their data to the CH, 
which aggregates the data before sending it out of the cluster 
toward the base station.
An Intrusion Detection System (IDS) is a device or software 
application that monitors network or system activities for malicious 
activities or policy violations and produces reports to a management 
station. Some systems may attempt to stop an intrusion attempt 
but this is neither required nor expected of a monitoring system. 
Intrusion Detection and Prevention Systems (IDPS) are primarily 

focused on identifying possible incidents, logging information 
about them, and reporting attempts. In addition, organizations 
use IDPSes for other purposes, such as identifying problems 
with security policies, documenting existing threats and deterring 
individuals from violating security policies. IDPSes have become 
a necessary addition to the security infrastructure of nearly every 
organization.
IDPSes typically record information related to observed events, 
notify security administrators of important observed events and 
produce reports. Many IDPSes can also respond to a detected threat 
by attempting to prevent it from succeeding. They use several 
response techniques, which involve the IDPS stopping the attack 
itself, changing the security environment (e.g. reconfiguring a 
firewall) or changing the attack’s content

II. Security Threats
WSN pose unique challenges and because of this traditional 
security threats that all the other wireless network face can not 
assumed for WSN. There are many paper as [4-5] that present the 
significant security problems. Here we will try to summarize all the 
existing threats and point out the major attacks against a WSN.

A. Routing Threats
The simplicity of many routing protocols for WSN make them 
a easy target for attacks. Karlof and Wagner in [10] classify the 
routing attacks into the following categories

1. Spoofed, Altered, or Replayed Routing Information
While sending the data, the information in transit may be altered, 
spoofed, replayed, or destroyed. Since sensor nodes usually have 
only short range transmission, an attacker with high processing 
power and larger communication range could attack several 
sensors simultaneously and modify the transmitted information.

2. Selective Forwarding
In this kind of attack a malicious node may refuse to forward 
every messages it gets, acting as black hole or it can forward some 
messages to the wrong receiver and simply drop others.

3. Sinkhole Attacks
In the Sinkhole attack, the goal of the attacker is to attract all the 
traffic. Especially, in the case of a flooding based protocol the 
malicious node may listen to requests for routes, and then reply 
to the requesting node with messages containing a bogus route 
with the shortest path to the requested destination.

4. Sybil Attacks
In Sybil attack the compromised node presents itself as it as 
multiple nodes. This type of attack tries to degrade the usage and 
the efficiency of the distributed algorithms that are used. Sybil 
attack can be performed against distributed storage, routing, data 
aggregation, voting, fair resource allocation, and misbehavior 
detection [1].
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5. Wormholes
Wormhole attack [2] is an attack in which the malicious node 
tunnels messages from one part of the network over a link, that 
doesn’t exist normally, to another part of the network. The simplest 
form of the wormhole attack is to convince two nodes that they 
are neighbors. This attack would likely be used in combination 
with selective forwarding or eavesdropping.

6. HELLO Flood Attacks
This attack is based on the use by many protocols of broadcast 
Hello messages to announce themselves in the network. So an 
attacker with greater range of transmission may send many Hello 
messages to a large number of nodes in a big area of the network. 
These nodes are then convinced that the attacker is their neighbor. 
Consequently the network is left in a state of confusion.

B. Denial of Service (DoS)
This class of attacks is not concerned with the information that 
is transmitted. Rather, the goal of the attacker is to exhaust the 
resources of the networks and cause it not to function properly. 
Wood and Stankovic, classify several forms of DoS attacks based 
on the layer that the attack uses. Some of them were already 
mentioned so we will not repeat them. At the physical layer the 
attacks take the form of jamming and tampering. Jamming has 
to do with interfering with the radio frequencies nodes are using. 
Tampering refers to the the physical altering or even damaging of 
the nodes. An attacker can damage and replace a node, for example, 
by stealing or replacing information or cryptographic keys. At the 
link layer the attacker can generate collisions and exhaustion may 
be caused from protocols that attempt retransmission repeatedly, 
even when triggered by an unusual and suspicious collision. 
Additionally unfairness threats may occur when the attacker seeks 
to abuse a cooperative MAC-layer priority scheme. This threat 
may not result a total DoS, but it could downgrade the service 
which others experience.

III. Intruder Detection System
Nevertheless, none of the above solutions offer protection from 
both inside and outside intruders. Intrusion detection systems, on 
the other hand, can do this. We believe that intrusion detection 
systems are necessary because simple security mechanisms, 
such as cryptography, cannot offer the needed security. For 
example cryptographic mechanisms provide protection against 
some types of attacks from external nodes, but it will not protect 
against malicious inside nodes, which already have the required 
cryptographic keys. Therefore, intrusion detection mechanisms 
are necessary to detect these Byzantine nodes. In this section we 
describe IDS architectures for widely known networks.
IDS architectures are classified into two basic categories:
host-based and network-based, depending on the data collection 
mechanism. Host-based IDS consult several type of log files 
(kernel, system, application, etc.) and compare the logs against 
an internal database of common signatures for known attacks. 
Network-based IDS operate differently from host-based IDS. The 
design philosophy of a networkbased IDS is to scan network 
packets, auditing packet information, and logging any suspicious 
packets.
Additionally, IDS architectures can further be classified based on 
the detection technique. Signaturebased IDS centers on finding 
an occurrence of predefined signatures or behavior that matches 
a previously known malicious action or indicates an intrusion. 
Anomaly-based IDS check for any behaviors that fall outside 

the predefined or accepted model of behavior. In [4], Brutch and 
Ko introduce another type of IDS. Their specification-based IDS 
defines a set of constrains that are indicative of a program’s or 
protocol’s

A. Wireless Network’s IDS Architectures
Furthermore, in [4] Brutch and Ko divide wireless ad-hoc network 
IDS architectures into three categories. This classification can be 
adjusted to the needs of WSN IDS.

1. Stand-Alone
In this category each node operates as a independent IDS and is 
responsible for detecting attacks only for itself. Such an IDS does 
not share any information or cooperate with other systems. This 
architecture implies that all the nodes of the network are capable 
of running an IDS.

2. Distributed and Cooperative
Here, all nodes still are running their own IDS, but the IDS cooperate 
in order to create a global intrusion detection mechanism.

3. Hierarchical
In this case the network is divided into clusters with cluster-
head nodes. These nodes are responsible for routing within the 
cluster and accept all the accusation messages from the other 
clustermembers indicating something malicious. Additionally, 
the cluster-head nodes may also detect attacks against the other 
cluster-head nodes of the network, as they constitute the backbone 
of the routing infrastructure.

IV. Related Works
Su, et al. [8] propose two approaches to improve the security of 
cluster-based sensor networks using intrusion detection systems. 
The first approach use a model based on authentication, which 
can only resist outside attackers. Its basic technique is to append 
a Message Authentication Code (MAC) to every message. Each 
time a node wants to send a message it appends to it a time stamp 
and a MAC is generated by the pairwise key or individual key 
depending on the role of the sender (cluster-head, member-node, 
or base station). In order for the receiver to verify the sender, the 
LEAP [2] security mechanism is used. As we mention above this 
approach only helps resistance outside attacks. The second scheme 
is called Energy-Saving and it also offers protection against outside 
attackers. This approach focuses on detecting misbehavior both in 
Member-Nodes (MN) and in Cluster-Head nodes (CH). Member-
nodes are monitored by cluster-head node since every MN sends its 
data to its CH. When a misbehavior is detected the CH broadcasts 
an alarm message encrypted with the cluster key to restrain this 
specific node. CH monitoring is done with the following algorithm. 
First the CH decides which nodes are energy capable of monitoring 
the CH. This is achieved by sending messages querying the energy 
state of every MN. CH ignores the nodes with low energy and 
divides the remaining MNs into groups.
Every group then monitors the CH in turn. At any moment only 
one group (the active group) is monitoring the CH. When a 
misbehavior is detected at least by X monitor nodes, then the 
CH is revoked.
Agah, et al. [3] propose a game theoretic framework for defending 
nodes in a sensor network. The authors use three different schemes 
for defense. In each approach they divide the sensor network into 
clusters, each of which has a node as its cluster head. For every 
scheme they use another technique for finding which is the best 
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cluster-head to protect using the IDS, since due to limitations in 
such networks we can not protect all of them. In the first scheme 
they define one non-operative game between the attacker and the 
nodes. Using game theory and more specific Nash equilibrium 
they decide which cluster-head to protect and so they end up 
with a defense strategy for the IDS. In the second scheme the 
Markov Decision Process(MDP) is used in order to determine the 
cluster-head that the IDS will protect. Knowing the past behavior 
of the attacker and the past states of the system we can predict 
using MDP which is the most vulnerable cluster-head and the 
most probable target of the attacker. In the third scheme things 
are simpler. At each time slot the cluster-head that is protected is 
the one with the highest traffic.
A.P. Silva et al. [1] propose an IDS that fits the demands and 
restrictions of WSNs. They mention that in order to build a 
appropriate IDS for WSN the following steps should be followed: 
(1) pre-select, from an available set of rules; (2) compare the 
existing information from the network with the information 
required from the pre-select rules in order to define the final rules; 
(3) set the parameters of the final rules with the values of the design 
definitions. Additionally they provide a set of proposed rules. They 
also propose an algorithm that the IDS should follow. Phase one 
gathers the data from the incoming messages. This data will be 
analyzed with the help of the rules in phase two. If the analysis 
fails a failure is raised. If, in phase three, the number of the failures 
is greater than the number of the expected occasional failures in 
the network, then a intrusion detection alarm is raised.

V. Proposed System
None of the above approaches provides a complete way to build 
an IDS. For example, some approaches describing their IDS using 
cluster techniques, but they don’t mention how the cluster will be 
created and how it will behave. That is why we choose to combine 
several of the above approaches in order offer a complete IDS 
for a WSN.
The low energy constrains in WSN dictates the use of a hierarchical 
model for IDS. As we mentioned earlier this means that we will 
divide our network in clusters, each of which will have a cluster-
head. This minimizes the energy consumption by avoiding all the 
nodes needing to send data to a distant base station. Consequently 
we utilize centralized routing, which means that every packet of 
transmitted data will forwarded always to cluster-head and then 
to the base station.
In order to form the clusters we will use the protocol described 
in [2]. This protocol is a “clusterfirst” protocol, which means that 
first the clusters are formed, then the cluster-heads are elected. 
This protocol offers the security we need when we are creating 
the cluster because while external attackers can be prevented from 
participating in the cluster formation process, inside attackers 
that do not follow the protocol semantics can be identified and 
removed from the network. The protocol follows four basic steps 
and one more additional if an anomaly appears.
The first step consists of the exchange of the neighbor lists between 
the neighbors and the computation of the local maximum clique 
(cluster) by each of the nodes. In the second step, each node 
exchanges its local maximum clique with its neighbors, and 
adjust its maximum clique according to its neighbor nodes local 
maximum cliques. In the third step, each node exchanges the 
updated clique with its neighbors, and derives its final clique. 
In step four, the neighbors exchange their final cliques and, if a 
clique inconsistency is detected, it moves to fifth step. Otherwise, 
it terminates successfully. In the last step, each node performs 

conformity checking. If it identifies malicious (neighbor) nodes, 
it removes them from the network, and restarts the protocol 
from step one. Otherwise, it enforces the clique agreement 
and terminates. The last step has two stages. In Stage I, node i 
performs conformity checking to identify malicious nodes that 
send inconsistent messages in the previous four steps. Suppose 
a normal node i detects a clique inconsistency with node j. Node 
i requests node j to forward the messages that node j received 
in the first four steps. Node i, then, re-computes the first three 
steps of the cluster formation protocol for node j. If the derived 
final clique is not the same as what node i received from node j 
in Step 4, node j is a malicious node. If node j passes checking 1, 
this means that another common neighbor of nodes i and j sends 
different messages to nodes i and j in any step. So node i can 
detect the malicious node k.
When no malicious node is identified in stage I, node i enters 
stage II. Stage two detects silence attacks in steps two and three. 
When a malicious node launches silence attacks, a normal node 
may detect the malicious node if certain messages are not received 
from the malicious node. In silence attacks in step two the solution 
is to split nodes, that detect inconsistency, into different cliques. 
In silent attacks in step three, node i just removes the malicious 
node from its clique, since it knows that the malicious code sends 
its updated clique to node j, but does not send it to node i.
The next problem, that we are must deal with is the placement 
of the IDS. We must decide which nodes will run the IDS. The 
solution to our problem is described in [3]. The authors consider 
the set of all cluster-head and determine a set of nodes called the 
cut-set. Where a cut-set is a set of sensor nodes such that all paths 
from c1, . . . , cj to d traverse this set of node. Here c1, . . . , cj is 
the cluster-head nodes. So the IDS modules should be placed on 
all nodes that belong to the cut-set. Having a minimal number of 
cluster-heads makes the algorithm faster and the cut set  smaller, 
thus more energy efficient. If a node is judged to be abnormal by 
cluster-head it is restrained. This can be done by the cluster-head 
broadcasting an alarm message to the cluster.
Next we have to be sure that the cluster-nodes are secure and 
they are not malicious. Su, et al. [8] propose a way to do this 
monitoring. As we explained in a previous section this is done 
by the cluster-head deciding which nodes are energy capable to 
monitor it. We believe that this approach of using a rotating group 
of monitors will aggravate the energy consumption, so we modify 
this algorithm. After the cluster-head has been elected it divides 
the cluster into teams arbitrarily, without having to send messages 
that will cost energy. Then each team will monitor the cluster-
head in a round-robin schedule. If the number of the nodes that 
indicate that cluster-head is malicious is above a threshold, then 
the cluster-head is revoked by the monitoring team and another 
clusterhead is elected.
Since our model is network based, it will detectintrusion based on 
the messages that it monitors. These messages can be analyzed 
using rules. Da Silva, et al. [3] define the necessary rules that 
meet the demands and restriction of WSNs. Below we present 
the applicable rules

A. Interval Rule
A failure is raised if the delay between the arrival of two consecutive 
messages is larger or smaller than allowed limits

B. Retransmission Rule
A failure is raised when a message is not forwarded as it 
should.
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C. Integrity Rule
The message payload must be the same along the path from sender 
to receiver

D. Delay Rule
The retransmission of a message must occur within a specified 
time

E. Repetition Rule
The same message can be transmitted by the same neighbor only 
a limited number of times

F. Radio Transmission Range
All messages must be originated only by one of the neighbors

G. Jamming Rule
The number of the collisions associated with a message must be 
lower than the expected number in the network.
Based on these rules our IDS model will detect an intrusion. If we 
have a violation of these rules an alarm will be raised. If the alarms 
for a specific node is above a threshold, then this node is treated 
as an intruder and is restrained by the cluster-head. Similarly if 
the alarms raised by the monitoring team of the clusterhead are 
above threshold, then the cluster-head is revoked and restrained 
and a new cluster-head is elected from the beginning.

VI. Conclusion
The goal was to present the significance of the security nowadays 
in WSN. We indicated security threats that WSN are vulnerable to 
and we mention some existing countermeasures. We focused on 
IDS and propose our own model that combines already existing 
approaches, in order to provide a more complete solution. In the 
future, we should test our model with simulation or even better 
with real experiments. It would be very interesting to know what 
is the real cost of IDS in WSN.
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