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Abstract 
Cloud computing is a model for enabling convenient, on demand 
network access to a shared pool configurable computing resources 
(e.g. networks, servers, storages, applications and services) that 
can be rapidly provisioned and released with minimal management 
effort or service provider interaction, and provides a huge data 
services to the user in an easy and comfortable way over the 
internet. A major feature of the cloud services is that the data shared 
by the users are processed remotely with unknown machines which 
are not concern or own by the user. The benefit of Cloud storage is 
that, the data can be stored without the burden of local hardware 
and software management. Even though it provides such benefits 
it inevitably poses new security risks toward the correctness of 
the data in cloud, such as missing or corruption of the data. In 
order to resolve this problem, and to ensure the data integrity and 
availability of the data, a flexible distributed storage integrity 
auditing mechanism, utilizing the homomorphic token, privacy 
preserving third party auditing and distributed erasure-coded data 
is proposed. This system works by analysing the communication 
and computation cost, and allows users to audit the cloud storage 
with very lightweight communication and computation cost. Thus, 
enabling auditability for cloud storage is of critical importance so 
that users can resort to the TPA (Third Party Auditor) to check the 
integrity of outsourced data and can be worry-free. The auditing 
result not only ensures strong cloud storage correctness guarantee, 
but also simultaneously achieves fast data error localization, the 
proposed design further supports secure and efficient dynamic 
operations on outsourced data, and our experiments shows a high 
efficient secure analysis to prevent the cloud server from different 
malicious attack.
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I. Introduction
Cloud storage enables users to remotely store their data and enjoy 
the on-demand high quality cloud applications without the burden of 
local hardware and software management. Though the benefits are 
clear, such a service is also relinquishing users’ physical possession 
of their outsourced data, which inevitably poses new security 
risks toward the correctness of the data in cloud. Several trends 
are opening up the era of cloud computing, which is an Internet-
based development and use of computer technology. The ever 
cheaper and more powerful processors, together with the Software 
as a Service (SaaS) computing architecture, are transforming data 
centers into pools of computing service on a huge scale. The 
increasing network bandwidth and reliable yet flexible network 
connections make it even possible that users can now subscribe 
high quality services from data and software that reside solely 
on remote data centers. Storing the data into the cloud offers 
great convenience to users since they don’t have to care about 
the complexities of direct hardware management. While these 
internet-based online services do provide huge amounts of storage 
space and customizable computing resources, this computing 

platform shift, however, is eliminating the responsibility of local 
machines for data maintenance at the same time. As a result, users 
are at the mercy of their cloud service providers (CSP) for the 
availability and integrity of their data. On the one hand, although 
the cloud infrastructures are much more powerful and reliable 
than personal computing devices, broad range of both internal and 
external threats for data integrity still exist. Examples of outages 
and data loss incidents of noteworthy cloud storage services appear 
from time to time. On the other hand, since users may not retain 
a local copy of outsourced data, there exist various incentives 
for CSP to behave unfaithfully toward the cloud users regarding 
the status of their outsourced data. For example, to increase the 
profit margin by reducing cost, it is possible for CSP to discard 
rarely accessed data without being detected in a timely fashion. 
Similarly, CSP may even attempt to hide data loss incidents so as 
to maintain a reputation. Therefore, although outsourcing data into 
the cloud is economically attractive for the cost and complexity of 
long-term large-scale data storage, its lacking of offering strong 
assurance of data integrity and availability may impede its wide 
adoption by both enterprise and individual cloud users. In order 
to achieve the assurances of cloud data integrity and availability 
and enforce the quality of cloud storage service, efficient methods 
that enable on-demand data correctness verification on behalf of 
cloud users have to be designed. However, the fact that users no 
longer have physical possession of data in the cloud prohibits 
the direct adoption of traditional cryptographic primitives for 
the purpose of data integrity protection. Hence, the verification 
of cloud storage correctness must be conducted without explicit 
knowledge of the whole data files. Meanwhile, cloud storage is 
not just a third party data warehouse. The data stored in the cloud 
may not only be accessed but also be frequently updated by the 
users, including insertion, deletion, modification, appending, etc. 
Thus, it is also imperative to support the integration of these 
dynamic features into the cloud storage correctness assurance, 
which makes the system design even more challenging. The 
deployment of cloud computing is powered by data centers running 
in a simultaneous, cooperated, and distributed manner. It is more 
advantages for individual users to store their data redundantly 
across multiple physical servers so as to reduce the data integrity 
and availability threats. Thus, distributed protocols for storage 
correctness assurance will be of most importance in achieving 
robust and secure cloud storage systems. However, such important 
area remains to be fully explored in the literature. Finally, the data 
stored by the user in the cloud storage should be verified by the 
TPA and allowed by cloud server to be uploaded in the cloud.
Recently, under some of the research works with different models 
the importance of ensuring the remote data integrity has been 
highlighted. These techniques, while can be useful to ensure the 
storage correctness without having users possessing local data, 
are all focusing on single server scenario. They may be useful for 
quality-of-testing, but does not guarantee the data availability in 
case of server failures. Although direct applying these techniques 
to distributed storage (multiple servers) could be straightforward, 
the resulted storage verification overhead would be linear to the 
number of servers. As an complementary approach, researchers 
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have also proposed distributed protocols, for ensuring storage 
correctness across multiple servers or peers. However, while 
providing efficient cross server storage verification and data 
availability insurance, these schemes are all focusing on static or 
archival data. Here, we propose an effective and flexible distributed 
storage verification scheme with explicit dynamic data support 
to ensure the correctness and availability of users data in the 
cloud. We rely on erasure correcting code in the file distribution 
preparations to provide redundancies and guarantee the data 
dependability against Byzantine servers, where a storage server 
may fail in arbitrary ways. This construction drastically reduces the 
communication and storage overhead as compared to the traditional 
replication-based file distribution techniques. By utilizing the 
homomorphic token with distributed verification of erasure-coded 
data, our scheme achieves the storage correctness insurance as 
well as data error localization: whenever data corruption has been 
detected during the storage correctness verification, our scheme 
can almost guarantee the simultaneous localization of data errors, 
i.e., the identification of the misbehaving server(s). In order to 
strike a good balance between error resilience and data dynamics, 
we further explore the algebraic property of our token computation 
and erasure-coded data, and demonstrate how to efficiently support 
dynamic operation on data blocks, while maintaining the same 
level of storage correctness assurance. In order to save the time, 
computation resources, and even the related online burden of 
users, we also provide the extension of the proposed main scheme 
to support third-party auditing, where users can safely delegate 
the integrity checking tasks to Third-Party Auditors (TPA) and 
are worry-free to use the cloud storage services. In that system 
the uploaded data by the user in the cloud needs the verification 
and approval of the TPA as well as cloud server to be accessed 
by that user.

II. Existing System
From the perspective of data security, which has always been an 
important aspect of quality of service, Cloud Computing inevitably 
poses new challenging security threats for number of reasons. 
Firstly, traditional cryptographic primitives for the purpose of data 
security protection cannot be directly adopted due to the users’ loss 
control of data under Cloud Computing. Therefore, verification 
of correct data storage in the cloud must be conducted without 
explicit knowledge of the whole data. Considering various kinds of 
data for each user stored in the cloud and the demand of long term 
continuous assurance of their data safety, the problem of verifying 
correctness of data storage in the cloud becomes even more 
challenging. Secondly, Cloud Computing is not just a third party 
data warehouse. The data stored in the cloud may be frequently 
updated by the users, including insertion, deletion, modification, 
appending, reordering, etc. To ensure storage correctness under 
dynamic data update is hence of paramount importance.

A. Disadvantage of the Existing System
The techniques which is used, while can be useful to ensure the 
storage correctness without having users possessing data, cannot 
address all the security threats in cloud data storage, since they 
are all focusing on single server scenario and most of them do not 
consider dynamic data operations. As an complementary approach, 
researchers have also proposed distributed protocols for ensuring 
storage correctness across multiple servers or peers. Again, none of 
these distributed schemes is aware of dynamic data operations. As 
a result, their applicability in cloud data storage can be drastically 
limited. Some other disadvantages are as follows:

Auditing the cloud storage for clients is difficult task.1. 
Communication and computation overhead is high2. 
Token computation it takes more time.3. 
It is very difficult to identify misbehaving server.4. 
Dynamic data support is not efficient.5. 
The data stored in cloud storage need to be audited on the 6. 
needed bases.

III. Proposed System
In this paper, we propose an effective and flexible distributed scheme 
with explicit dynamic data support to ensure the correctness of users’ 
data in the cloud and audit the data by the third trustable party. We 
rely on erasure correcting code in the file distribution preparation 
to provide redundancies and guarantee the data dependability 
against byzantine failure. This construction drastically reduces 
the communication and storage overhead as compared to the 
traditional replication-based file distribution techniques. By 
utilizing the homomorphic token, privacy preserving third party 
auditing with distributed verification of erasure-coded data, our 
scheme achieves the storage correctness insurance as well as data 
error localization. Whenever data corruption has been detected 
during the storage correctness verification, our scheme can almost 
guarantee the simultaneous localization of data errors, i.e., the 
identification of the misbehaving server(s). In the propose system, 
user cannot access his/her data until unless it is verified by the 
TPA and allowed by the cloud server. Once, the data uploaded 
by the user verified by third party auditor and allowed by cloud 
server, then only user can download and update the uploaded file. 
Whenever server(s) misbehaves it will be identified and alerted 
to the TPA.

A. Advantages of the Proposed System
The proposed system has certain advantage, which are describes 
as follows:

Data cannot be accessed, until unless it is verified by the third 1. 
party auditor and allowed by cloud server to be uploaded in 
to the cloud storage.
Compared to many of its predecessors, which only provide 2. 
binary results about the storage state across the distributed 
servers, the challenge-response protocol in our work further 
provides the localization of data error.
Unlike most prior works for ensuring remote data integrity, the 3. 
new scheme supports secure and efficient dynamic operations 
on data blocks, including update, delete and append.
Extensive security and performance analysis shows that the 4. 
proposed scheme is highly efficient and resilient against 
Byzantine failure, malicious data modification attack, and 
even server colluding attacks.
To avoid or to overcome such security issues we are going 5. 
for auditing scheme, the TPA operating as an independent and 
credible entity plays well in guaranteeing the trust relationship 
between the two parties. For any misbehaving action of the 
server(s), details of the attack through the alert will be given 
to third party auditor, it will help on the identification of the 
misbehaving server(s).

IV. Related Work
Internet is not any longer only a communication medium but, 
because of the reliable, affordable, and ubiquitous broadband 
access, is becoming a powerful computing platform. Rather than 
running software and managing data on a desktop computer or 
server, users are able to execute applications and access data on 
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demand from the “cloud: anywhere in the world. Cloud computing 
is essentially an extreme form of outsourced in the delivery 
of hosted services via the internet. The cloud acts as a virtual 
server that users can access via the internet on as a needed basis. 
Although cloud computing promises numerous benefits, including 
lower costs, rapid scaling, easier maintenance, and ubiquitous 
availability, a key challenge is how to protect users’ data in the 
cloud. And if either the cloud infrastructure or applications are 
compromised, users’ privacy will be at risk. Even though the Cloud 
computing is emerging in these days and the number of providers 
and the clients are rapidly increasing there is much more concern 
about the security. There is tension between user data protection 
and rich computation in the cloud. Users want to maintain control 
of their data, but also want to benefit from rich services provided 
by application developers using that data. 
The security is a major issue in cloud computing. It is a sub domain 
of computer security, network security or else data security. 
The cloud computing security refers to a broad set of policies, 
technology and controls deployed to protect data, application and 
the associated infrastructure of cloud computing. Some security 
and privacy issues that need to be considered are as follows:

Authentication: Only authorized user can access data in the • 
cloud
Correctness of data: This is the way through which user • 
will get the confirmation that the data stored in the cloud 
is secure
Availability: The cloud data should be easily available and • 
accessible without any burden. The user should access the 
cloud data as if he is accessing local data
No storage Overhead and easy maintenance: User doesn’t • 
have to worry about the storage requirement and maintenance 
of the data on a cloud
No data Leakage: The user data stored on a cloud can accessed • 
by only authorize the user or owner. So all the contents are 
accessible by only authorize the user.
No Data Loss: Provider may hide data loss on a cloud for the • 
user to maintain their reputation.

A. System Design and Implementation
Cloud computing is essentially an extreme form of outsourced 
in the delivery of hosted services via the internet. The cloud acts 
as a virtual server that users can access via the internet on as an 
needed basis. Cloud computing includes any subscription-based 
or pay per-use service that extend IT capabilities allowing users to 
access their stored information remotely. The network architecture 
for cloud storage service is a follows, three important parties are 
involved here:

Fig. 1: The Architecture of Cloud Data Storage Service
User: who have data to be stored in the cloud and rely on • 
the cloud for data computation, consist of both individual 
consumers and organizations.

Cloud Service Provider (CSP): a CSP, who has significant • 
resources and expertise in building and managing distributed 
cloud storage servers, owns and operates live Cloud Computing 
systems.
Third Party Auditor (TPA): who has expertise and capabilities • 
that users may not have, is trusted to assess and expose risk of 
cloud storage services on behalf of the users upon request.

In could data storage, a user stores his data through a CSP into a set 
of cloud servers, which are running in a simultaneous, cooperated, 
and distributed manner. Data redundancy can be employed with a 
technique of erasure-correcting code to further tolerate faults or 
server crash as user’s data grow in size and importance. Therefore, 
for application purposes, the user interacts with the cloud servers 
via CSP to access or retrieve his data. In some other cases, the 
user may need to perform block level operations on his data. 
The most general forms of these operations we are considering 
are block update, delete, insert and append. As users no longer 
possess their data locally, it is of critical importance to ensure users 
that their data are being correctly stored and maintained. That is, 
users should be equipped with security means so that they can 
make continuous correctness assurance of their stored data even 
without the existence of local copies.
A design is also proposed, that allow users to audit the cloud 
storage with very lightweight communication and computation 
cost, in result:

Strong cloud storage correctness guarantee• 
Fast data error localization. (identification of misbehaving • 
server)
Efficient Dynamic Operations.• 

Getting such a design users can safely delegate the integrity 
checking tasks and be worry-free to use the cloud storage 
services.

B. Design Goals
To ensure that the data stored in the cloud storage is secure and 
dependable, we are designing such a mechanism of dynamic 
data verification and operation to achieve some of the following 
goals:

Storage correctness: to ensure that their data are indeed stored • 
appropriately and kept intact all the time in the cloud.
Fast localization of data error: to effectively locate the • 
malfunctioning server when data corruption has been 
detected.
Dynamic data support: to maintain the same level of storage • 
correctness assurance even if users modify, delete or append 
their data files in the cloud.
Dependability: to enhance data availability against Byzantine • 
failures, malicious data modification and server colluding 
attaches, i.e. minimizing the effect brought by data errors 
or server failures.
Lightweight: to enable users to perform storage correctness • 
checks with minimum overhead.

C. Ensuring Cloud Data Storage
To ensure the correctness of the data in the cloud storage many 
security issues are there while dealing with that stored data. Most 
security problems stem from loss of control, lack of trust and 
multi-tenancy.

1. Loss of Control
Consumer’s loss the control of the data, applications, resources 
are located with provider and:
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User identity management is handled by the cloud• 
User access control rules, security policies and enforcement • 
are managed by the cloud provider
Consumer relies on provider to ensure data security and • 
privacy, resource availability, monitoring and repairing of 
services/resources

To minimize loss control in the cloud efficient monitoring 
mechanism is required, utilizing different clouds and access 
control management

2. Lack of Trust
A strong trustable mechanism is needed between all the concern 
parties user, CSP and third party auditor.
In cloud data storage system, users store their data in the cloud 
and no longer possess the data locally. Thus, the correctness and 
availability of the data files being stored on the distributed cloud 
servers must be guaranteed. One of the key issues is to effectively 
detect any unauthorized data modification and corruption, possibly 
due to server compromise and/or random Byzantine failures. 
Besides, in the distributed case when such inconsistencies are 
successfully detected, to find which server the data error lies in 
is also of great significance, since it can always be the first step to 
fast recover the storage errors and/or identifying potential threats 
of external attacks. To address these problems, our main scheme 
for ensuring cloud data storage is presented here.

D. Challenge Token Precomputation
To get the data error localization and assurance the correctness 
of the data storage simultaneously, here our scheme completely 
relies on the precompiled verification tokens. The main idea of that 
system explained as: Before file distribution the user precomputes 
a certain number of short verification tokens on individual vector G 
(j) (j ϵ {1,…,n}, each token covering a random subset of data blocks. 
Later, when the user wants to make sure the storage correctness 
for the data in the cloud, he challenges the cloud servers with a set 
of randomly generated block indices. Upon receiving challenge, 
each cloud server computes a short “signature” over the specified 
blocks and returns tm to the user. The values of these signatures 
should match the corresponding tokens precomputed by the user. 
Meanwhile, as all servers operate over the same subset of the 
indices, the requested response values for integrity check must 
also be a valid codeword determined by the secret matrix P.

E. Correctness Verification and Error Localization
To eliminate the errors in storage system so error localization 
is a key prerequisite. It is also of critical importance to identify 
potential threats from external attacks. However, many previous 
schemes do not explicitly consider the problem of data error 
localization, thus only providing binary results for the storage 
verification. Our scheme outperforms those by integrating the 
correctness verification and error localization (misbehaving server 
identification) in our challenge-response protocol: the response 
values from servers for each challenge not only determine the 
correctness of the distributed storage, but also contain information 
to locate potential data error(s). Identification of the misbehaved 
server(s) will be alerted to the third party auditor.

F. File Retrieval and Error Recovery
Since our layout of file matrix is systematic, the user can reconstruct 
the original file by downloading the data vectors from the first 
m servers, assuming that they return the correct response vales. 
Notice that our verification scheme is based on random spot-

checking, so the storage correctness assurance is a probabilistic 
one. However, by choosing system parameters appropriately 
and conducting enough times of verification, we can guarantee 
the successful file retrieval with high probability. On the other 
hand, whenever the data corruption is detected, the comparison of 
precomputed tokens and received response values can guarantee 
the identification of misbehaving server(s). Therefore, the user can 
always ask servers to send back blocks of the r rows specifies in the 
challenge and regenerate the correct blocks by erasure correction, 
as long as the number of identified misbehaving servers is less 
then k. The newly recover blocks can then be redistributed to the 
misbehaving servers to maintain the correctness of storage.

G. Security Using Erasure Correcting Code
traditionally, a transport protocol corrects errors in a computer 
communication network using a simple ARQ protocol. With the 
arrival of broadband networks, FEC (forward error correction) is 
desirable as a complement to ARQ. Erasure-correcting codes are 
designed to recover erased bits in a message word, an unreadable 
bit is called an erasure, the position of the erased bits are known 
and for a catastrophic disk failure, the bits on a failed disk can be 
designated as “unreadable”. Error-correcting codes are designed 
to correct messages in which some of the bits may have been 
flipped, but the positions of those bits are unknown, assume the 
correcting codes as:

Fig. 1:

1. Encoding Process

Fig. 2: 

2. Decoding Process

Fig. 3: (a)
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Fig. 3: (b)

In the previous studies of network coding, the transmission over 
network is mostly assumed to be erro-free. However, in practical 
communication networks, transmission suffers different kinds 
of errors, such as random errors, link failures, traffic congestion 
and malicious modifications. Some researchers have noticed that 
network coding can be used to detect and correct errors in networks. 
FEC technologies are designed to recover data missing for any 
reason, including network packet loss. Erasure code is a forward 
error correction (FEC) code for the binary erasure channel, which 
transforms a message of k symbols into a longer message (code 
word) with n symbols such that the original message can be 
recovered from a subset of the n symbols. The fraction r = k/n is 
called the code rate, the fraction k’/k, where k’ denotes the number 
of symbols required for recovery, is called reception efficiency.
The requirements for code correcting are: 

Erasure (known errors) and error (unknown errors) • 
correcting
Decoding throughput (recovery performance)• 
Amount of redundant data• 
Applicable within a single file• 
Cost of decoding function dependent on the corruption rate • 

The system must be able to provide data integrity and provide 
security to the user data file against threats that are imposed. 
Erasure correcting code is used for file distribution and verification 
of the user data in the cloud storage system. The ip address of the 
server can be used to access the user data file. The user will be 
allowed to access the user data file only when they access through 
the valid ip address. The user can also include restricted ip address 
at the cloud server site. The auditing process enables to make the 
correctness verification along with the simultaneous identification 
of the misbehaving server(s). The cloud server can be designed 
to have the details about the hackers who are trying to make and 
attempt to access the user data file. The system allows the data 
that are stored at the server site only when they access from the 
valid server ip address. 

H. Privacy Preserving Third Party Auditing
Users choose cloud storage because of its convenient service 
provision. During the service process, user focus on the problem 
whether the data stored in the cloud is safe or not. But for the 
service provider, the main concern is the profits while providing 
convenient services. For both parties that focus on different 
aspects, the TPA operating as an independent and credible entity 
plays well in guaranteeing the trust relationship between the two 
parties. The TPA has professional authenticate knowledge and 
audit skill. To avoid or to overcome such security issues we are 
going for auditing scheme. There are three phases of third party 
auditing namely:

1. Audit Planning Phase
First need to make sure the audit content, the audit details and so 
on and then determine the audit schedule. At the same time, it will 
also need to provide auditors the main purpose of the auditing and 
makes the work focused more clearly. Sufficient planning phase 
is helpful to maximize the efficiency of audit work.

2. Execute Audit Phase
It evaluates the superiority and insufficiency of current safety 
strategy during this phase. Auditors evaluate the matching degree 
between the methods used to solve the existing security threats 
and the internal and external security standard. In the audit report, 
it gives the suggestions for improving, with which the objects 
of audit can make suitable improvement. Verification process 
is mainly for the data integrity and the consistency of safety 
strategy and realization. It tries to find out the items lacking in 
those strategies or standards and make supplement in time.

3. Post and Audit Phase
In this phase special organizations will deal with the corresponding 
problems and make improve on them according to the audit report 
given by the auditors.
The block diagram of audit system explained as follows:

Fig. 4:

The data which the owner wants to store in cloud first reaches 
the authorized application which will create digital signature and 
sends the data to the cloud storage. Our protocol can support 
privacy-preserving third party auditing encoding procedure in file 
distribution after blinding data vector, then the storage verification 
task can be successfully delegated to third party auditing in a 
privacy preserving manner.

The user blinds each file block data before file distribution k • 
is the secret key for data vector is generated
Based on the blinded data vector, the User generates k parity • 
vector via the secret matrix P.
The user calculates the ith token for server j as previous • 
scheme
The user sends the token secret matrix P, permutation and • 
challenge key Kmaster key, and kchal to TPA for auditing 
delegation.

The blinding values in the servers are not taken by TPA response 
of the server are verified directly. As TPA does not know the secret 
blinding key there is no way for TPA to learn the data content 
information during auditing process. Thus the privacy-preserving 
third party auditing is achieved.
A Public Auditing Scheme Consists of four algorithms:

KeyGen: key generation algorithm that is run by the user to • 
setup the scheme
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SigGen: used by the user to generate verification metadata, • 
which may consist of MAC, signatures or other information 
used for auditing
GenProof: run by the cloud server to generate a proof of data • 
storage correctness
VerifyProof: run by the TPA to audit the proof from the cloud • 
server

Fig. 5:

To securely introduce an effective third party auditor (TPA), the 
following two fundamental requirements have to be met: TPA 
should be able to efficiently audit the cloud data storage without 
demanding the local copy of data, and introduce no additional 
on-line burden to the cloud user. Specifically, our contribution in 
this work can be summarized as the following three aspects:

Motivate the public auditing system of data storage security in • 
Cloud Computing and provide a privacy-preserving auditing 
protocol, i.e., our scheme supports an external auditor to 
audit user’s outsourced data in the cloud without learning 
knowledge on the data content.
Our scheme is the first to support scalable and efficient public • 
auditing in the Cloud Computing. In particular, our scheme 
achieves batch auditing where multiple delegated auditing 
tasks from different users can be performed simultaneously 
by the TPA.
Prove the security and justify the performance of our proposed • 
schemes through concrete experiments and comparisons with 
the state-of-the-art.

As it is shown and discussed in architecture, in case the user does 
not have the time, feasibility, or resources to perform the storage 
correctness verification, he can delegate this task to an independent 
third-party auditor, making the cloud storage publicly verifiable. 
However, to securely introduce an effective TPA, the auditing 
process should ring it no new vulnerabilities toward user data 
privacy. Namely, TPA should not learn user’s data content through 
the delegated data auditing. Now we show that with only slight 
modification, our protocol can support privacy-preserving third 
party auditing. The new design is based on the observation of linear 
property of the parity vector blinding process. Recall that the reason 
of blinding process is for protection of the secret matrix P against 
cloud servers. However, this can be achieved either by blinding 
the parity vector or by blinding the data vector (we assume k<m). 
Thus, if we blind data vector before file distribution encoding, 
then the storage verification task can be successfully delegated to 
third party auditing in a privacy-preserving manner.

Dynamic Data Operation Support
After the data is stored in the cloud storage, users need the data 
to be updated time by time since data reside at cloud service 
provider’s address domain not at users’ local site, supporting 
dynamic data operation can be quite challenging. On the one 
hand, CSP needs to process the data dynamics request without 
knowing the secret keying material. On the other hand, users need 
to ensure that the entire dynamic data operation request has been 
faithfully processed by CSP. TO address this problem, we briefly 
explain our approach methodology here. For any data dynamic 
operation, the user must first generate the corresponding resulted 
file blocks and parties. This part of operation has to be carried out 
by the user since only he knows the secret matrix P. Besides, to 
ensure the changes of data blocks correctly reflected in the could 
address domain, the user also needs to modify the corresponding 
storage verification tokens to accommodate the changes on data 
blocks. Only with the accordingly changes storage verification 
tokens, the previously discussed challenge-response protocol can 
be carried on successfully even after data dynamics.

Fig. 6: Logical Representation of Data Dynamics, Including Block 
Update, Append and Delete

In the fig. 6 the original block of the data has been shown after 
the append and modification have been done.
These verification tokens help to ensure that CSP would correctly 
execute the processing of any dynamic data operation request. 
Otherwise, CSP would be caught cheating with high probability in 
the protocol execution later on. Given this design methodology, the 
straightforward and trivial way to support these operations is for 
user to download all the data from the cloud servers and recomputed 
the whole parity blocks as well as verification tokens. This would 
clearly be highly inefficient. In this section, we will show how 
our scheme can explicitly and efficiently handle dynamic data 
operations for cloud data storage, by utilizing the linear property 
of Reed-Solomon code and verification token construction.
The following dynamic data operation can be supported:

Update Operation• 
Delete Operation• 
Append Operation• 
Insert Operation• 

These operations can be done by the cloud users, when a stored 
file in the cloud storage verified by third party auditor, allowed 
by the cloud server is needed to be updated time to time.

V. Output Analysis
The user which is going to store the data in the cloud storage needs 
to be registered with the cloud. After singing up the user can sign 
in using his/her registered details. When the user signed in, can 
upload, update, and download the data in the cloud, the data which 
is uploaded by the user needs to be verified by the third party 
auditor, approved and allowed by the cloud server than only the 
user can access, update, and download the data. Whenever server 
misbehaves with the data stored by the user in the cloud, an alert 
of the details will be given to the third party auditor that so and 
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so data is modified by so and so server, this will help the system 
on the identification of the misbehaving server(s). We have done 
the analysis and represent in terms of the output shown below. 
Cloud storage user uploading a file into cloud, the file is divided 
into blocks, the size and name of the file will be shown here:

Fig. 7:

Third party auditor, who has expertise and capabilities that 
users may not have, is trusted to assess and expose risk of cloud 
storage services on behalf of the users upon request. After the file 
is uploaded it cannot be accessible by the user until unless it is 
allowed and approved by TPA as well as cloud server for uploading 
in the cloud. In the following the users uploaded the files but it is 
not verified by the TPA, so cannot be accessed by the users. Once 
the file is verified by TPA it will be removed from that table.
 TPA Home 

User ID Name Date File ID File Name File Size Status View 

15 dawood 20/06/2013 13 oracle 0.1044921875  KB not_verified View 

18 ahmad 24/06/2013 17 ahmadfile2 1.42578125  KB not_verified View 

19 waheeda 01/07/2013 19 Waheeda File2 0.935546875  KB not_verified View 

19 waheeda 20/08/2013 20 My Diplom 5.3701171875  KB not_verified View 

20 dawood 20/08/2013 21 Introduction 4.279296875  KB not_verified View 

20 dawood 20/08/2013 22 Key Terms 0.08984375  KB not_verified View 

21 dawoodzai 20/08/2013 25 File 1 0.025390625  KB not_verified View 

Fig. 8:

Here, user dawoodzai uploaded a file called license is still not 
verified by TPA, once it is verified it will disappear from the TPA 
home page and will need the permission of the CSP.

Cloud server will allow the file to be accessed by the user

Fig. 9:

After the TPA view the file for verification, it will be asked for 
the key so that the data will be decrypted.

Fig. 10:

After the key entered by TPA the file can be uploaded to the cloud 
and now the verification process completed. Whenever server 
misbehaves against the data stored by the user, TPA will receive 
the alert with the complete details. Here as we know user uploaded 
the data called license after it is uploaded, verified and allowed 
by TPA and CSP accessed by that user, server misbehaved and 
modified the data license. The alert given to the third party auditor 
as shown in the following figure, here different severs misbehaved 
with the user files.
 TPA Alert 

The  cloud server1  is trying to modify the  File block1  of the  License   Ok  
 

 The  cloud server1  is trying to modify the  File block1  of the  Introduction   Ok  
 

 The  cloud server1  is trying to modify the  File block1  of the  jsp   Ok  
 

 The  cloud server2  is trying to modify the  File block2  of the  java   Ok  
 

 The  cloud server2  is trying to modify the  File block2  of the  Secure   Ok  
 

 The  cloud server3  is trying to modify the  File block3  of the  License   Ok 

 Fig. 11:

TPA all file alerts with details are given in the following figure, it 
helps us in the identification of misbehaving server(s).
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 TPA all files alerts 

ID Name File Name File Size File Block 
Trying To 
Modify 

Date 

12 Ganeshkumar jsp 4.279296875  KB File block3 cloud server3 26/05/2012 02:57 PM 

13 Balaji aspx 0.935546875  KB File block1 cloud server1 26/05/2012 02:57 PM 

14 Kalaikumar .net 0.9052734375  KB File block1 cloud server1 26/05/2012 03:02 PM 

13 Balaji java 5.1552734375  KB File block3 cloud server3 26/05/2012 03:03 PM 

15 dawood joomla 5.1552734375  KB File block1 cloud server1 20/06/2013 05:25 PM 

16 ishaq Cricket 5.3701171875  KB File block3 cloud server3 23/06/2013 08:37 AM 

18 ahmad ahmadfile 4.279296875  KB File block2 cloud server2 24/06/2013 07:37 AM 

21 dawoodzai ID 0.01953125  KB File block3 cloud server3 31/08/2013 06:10 AM 

22 mujeeb Location 0.064453125  KB File block1 cloud server1 31/08/2013 06:34 AM 

12 Ganeshkumar jsp 4.279296875  KB File block1 cloud server1 31/08/2013 02:12 PM 

13 Balaji java 5.1552734375  KB File block2 cloud server2 31/08/2013 02:12 PM 

21 dawoodzai Secure 0.2197265625  KB File block2 cloud server2 31/08/2013 02:13 PM 

21 dawoodzai License 0.16015625  KB File block3 cloud server3 31/08/2013 02:13 PM 

 Fig. 12:

Finally, with the use of erasure correcting code and privacy 
preserving third party auditing mechanism we can improve 
the security of the data stored in the cloud storage by the cloud 
user.

VI. Conclusion
Cloud computing is sometimes viewed as a reincarnation of the 
classic mainframe client-server model, however, resources are 
ubiquitous, scalable, highly virtualized and contains some of the 
traditional threats, as well as new ones. In developing solutions to 
cloud computing security issues it may be helpful to identify the 
problems and approaches in terms of loss of control, lack of trust 
and multi-tenancy problems. Here, we investigate the problem of 
data security in cloud data storage, which is essentially a distributed 
storage system. To achieve the assurances of cloud data integrity 
and availability and enforce the quality of dependable cloud 
storage service for users, we propose an effective and flexible 
distributed scheme with explicit dynamic data support, including 
block update, delete, and append. We rely on erasure-correcting 
code in the file distribution preparation to provide redundancy 
parity vectors and guarantee the data dependability. By utilizing 
the homomorphism token, privacy preserving third party auditing 
with distributed verification of erasure coded data, our scheme 
achieves the integration of storage correctness insurance and data 
error localization, i.e., whenever data corruption has been detected 
during the storage correctness verification across the distributed 
servers, we can almost guarantee the simultaneous identification 
of the misbehaving server(s). Considering the time, computation 
resources, and even the related online burden of users, we also 
provide the extension of the proposed main scheme to support 
third-party auditing, where users can safely delegate the integrity 
checking tasks to third party auditors and be worry-free to use the 
cloud storage services. Through detailed security and extensive 

experiment results, we show that our scheme is highly efficient and 
resilient to Byzantine failure, malicious data modification attack, 
and even server colluding attacks. Future research on improving 
performance against byzantine failure and different kind of internal 
and external attacks, as currently data owners outsource more and 
more data into the cloud servers, so it is of practical use to make 
the query faster.
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