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Abstract 
In urban vehicular networks, where privacy, especially the location 
privacy of mysterious vehicles is highly concerned, mysterious 
verification of vehicles is indispensable. Consequently, an intruder 
who succeeds in false multiple hostile identifies can easily launch 
a Sybil attack, gaining a disproportionately large influence. In 
this paper, we propose a novel Sybil attack detection mechanism, 
Footprint, using the trajectories of vehicles for identification 
while still preserving their location privacy. More specifically, 
when a vehicle approaches a Road-Side Unit (RSU), it actively 
demands an authorized message from the RSU as the proof of 
the appearance time at this RSU. We design a location-hidden 
authorized message generation scheme for two objectives: first, 
RSU signatures on messages are signer ambiguous so that the RSU 
location information is concealed from the resulted authorized 
message; second, two authorized messages signed by the same 
RSU within the same given period of time (temporarily linkable) 
are recognizable so that they can be used for identification. With 
the temporal limitation on the linkability of two authorized 
messages, authorized messages used for long-term identification 
are prohibited. With this scheme, vehicles can generate a location-
hidden trajectory for location-privacy-preserved identification by 
collecting a consecutive series of authorized messages. Utilizing 
social relationship among trajectories according to the similarity 
definition of two trajectories, Footprint can recognize and therefore 
dismiss “communities” of Sybil trajectories. Rigorous security 
analysis and extensive trace-driven simulations demonstrate the 
efficacy of Footprint.
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I. Introduction
Vehicular networks have been emerging as a cornerstone of 
the next-generation Intelligent Transportation Systems (ITSs), 
contributing to safer and more efficient roads by providing timely 
information to drivers and concerned authorities. In vehicular 
networks, moving vehicles are enabled to communicate with each 
other via intervehicle communications as well as with road-side 
units (RSUs) in vicinity via roadside-to-vehicle communications. 
In urban vehicular networks where the privacy, especially the 
location privacy of vehicles should be guaranteed [1-2], vehicles 
need to be verified in an anonymous manner. A wide spectrum 
of applications in such a network relies on collaboration and 
information aggregation among participating vehicles.
Without identities of participants, such applications are vulnerable 
to the Sybil attack where a malicious vehicle masquerades as 
multiple identities [3], overwhelmingly influencing the result. 
The consequence of Sybil attack happening in vehicular networks 
can be vital. Therefore, it is of great importance to detect Sybil 
attacks from the very beginning of their happening.

II. Existing System
Detecting Sybil attacks in urban vehicular networks, however, is 
very challenging. First, vehicles are anonymous. There are no chains 

of trust linking claimed identities to real vehicles. Second, location 
privacy of vehicles is of great concern. Location information of 
vehicles can be very confidential. Third, conversations between 
vehicles are very short. Due to high mobility of vehicles, a moving 
vehicle can have only several seconds [4] to communicate with 
another occasionally encountered vehicle. Furthermore, short 
conversations among vehicles call for online Sybil attack detection. 
The detection scheme fails if a Sybil attack is detected after the 
attack has terminated.
To eliminate the threat of Sybil attacks, it is straightforward to 
explicitly bind a distinct authorized identity (e.g., PKI-based 
signatures) [5-6,8] to each vehicle so that each participating 
vehicle can represent itself only once during all communications. 
Using explicit identities of vehicles has the potential to completely 
avoid Sybil attacks but violates the anonymity concern in urban 
vehicular networks. As an alternative scheme, resource testing 
[9-11] can be  conducted to differentiate between malicious and 
normal vehicles. 
This scheme fails in heterogeneous environments where malicious 
vehicles can easily have more resources than normal ones. 
Recently, two group-signature-based schemes [16-17] have 
been proposed, where a message received from multiple distinct 
vehicles is considered to be trustworthy. One practical issue of 
these schemes is that different messages with similar semantics 
may be ignored from making the decision As a result, there is no 
existing successful solution to tackling the online Sybil attack 
detection problem in urban vehicular networks. 

III. Proposed System
In this paper, we propose a novel Sybil attack detection scheme 
Footprint, using the trajectories of vehicles for identification while 
still preserving the anonymity and location privacy of vehicles. 
In Footprint, we design a location-hidden authorized message 
generation scheme for two purposes. First, RSU signatures on 
messages are signer-ambiguous which means an RSU is anonymous 
when signing a message. In this way, the RSU location information 
is concealed from the final authorized message. Second, authorized 
messages are temporarily linkable which means two authorized 
messages issued from the same RSU are recognizable if and only 
if they are issued within the same period of time. Therefore, using 
authorized messages for identification of vehicles will not harm 
anonymity of vehicles.
In Footprint, a vehicle is free to start a new trajectory by using a new 
temporary public key. Furthermore, a malicious vehicle can abuse 
this freedom to elaborately generate multiple trajectories, trying 
to launch a Sybil attack. Footprint establishes the relationship 
between a pair of trajectories according to our definition of 
similarity. With this relationship, Sybil trajectories generated by 
the same malicious vehicle form a “community.” By finding and 
eliminating “communities” of Sybil trajectories, Footprint can 
detect and defend against Sybil attacks.
The advantages of Footprint are fourfold. First, Footprint does 
not need the identities of vehicles, which ensures the anonymity 
of vehicles. Second, no geographical information is leaked in 
Footprint, which guarantees the location privacy of vehicles. Third, 
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Footprint only needs each vehicle to be equipped with a cheap 
commercial GPS receiver and DSRC wireless communication 
module. Last, Sybil attack detection can be online independently 
conducted by a conversation holder, which initializes a conversation 
among vehicles. Besides the advantages, the main limitation of 
Footprint is that Footprint requires an infrastructure of RSUs and 
a Trust Authority (TA) existing in the system in order to generate 
trajectories and establish trust among entities, respectively. 
Footprint can largely restrict Sybil attacks and enormously reduces 
the impact of Sybil attacks in urban settings (above 98 percent 
detection rate)..

IV. Related Work
While it was first described and formalized by Douceur [3], the 
Sybil attack has been a severe and pervasive problem in many 
forms. In a Sybil attack, an attacker can launch a Sybil attack 
by forging multiple identifies, gaining a disproportionately 
large influence. In the literature, there have been many different 
approaches proposed to detect or mitigate the attack.
Many studies have followed Douceur’s approach, focusing on how 
to establish trust between participating entities based on trusted 
public key cryptographies or certificates in distributed systems, 
for example, P2P systems [3, 5], sensor networks [6-7] and mobile 
ad hoc networks [8].
Another category of Sybil attack detection schemes is based on 
resource testing [9-11]. The goal of resource testing is to determine 
if a number of identities possess fewer resources than would be 
expected if they were independent. The resources being tested 
can be computing ability, storage ability, and network bandwidth, 
as well as IP addresses. These schemes assume that entities have 
homogeneous hardware configurations. In vehicular networks, 
this assumption cannot hold since malicious vehicles can easily 
have more powerful resources than the normal vehicles.
Sybil Guard [12] is an interesting scheme studying the social 
network among entities. In this scheme, human established real-
world trust relationship among users is used for detecting Sybil 
attacks. Since even the attacker can generate as many as Sybil 
identities, building relationship between honest users and Sybil 
identities is much harder.
Recently, two group-signature-based schemes [16-17] have 
been proposed, ensuring that a verifier vehicle can identify those 
trustworthy messages from messages sent from neighboring 
vehicles. A message sent from a neighboring vehicle is said to 
be trustworthy if the content of the message is identical with at 
least a certain number of messages sent from other neighboring 
vehicles. To suppress duplicated messages from the same vehicle, 
particular group signature schemes are adopted for vehicles to 
sign on messages so that the anonymity of each vehicle can be 
achieved. Meanwhile, if a vehicle generates two signatures on 
the same message, these two signatures can be recognized by the 
verifier vehicle. One practical issue of these schemes is that they 
cannot handle similar but different messages. It is often the case 
that multiple vehicles observing the same driving environment will 
generate different messages with very similar semantics. In this 
case, the resolved trustworthy messages might be a minority of all 
observations which results in a biased or no final decision.
The most relevant work to Footprint is the Sybil attack detection 
schemes proposed in [18-19]. In these schemes, a number of location 
information reports about a vehicle are required for identification. 
In [18], an RSU periodically broadcasts an authorized time stamp 
to vehicles in its vicinity as the proof of appearance at this location. 
Vehicles collect these authorized time stamps which can be used 

for future identity verification. In [19], trajectories made up of 
consecutive time stamps and the corresponding public keys of 
RSUs are used for identification. However, these schemes did 
not take location privacy into consideration since RSUs use long-
term identities to generate signatures. As a result, the location 
information of a vehicle can be inferred from the RSU signatures 
it collects. In Footprint, authorized messages issued from RSUs 
are signer-ambiguous which means the information about the 
location where the authorized message was issued is concealed, 
and temporarily linkable which means using a single trajectory 
for longterm identification of a vehicle is prohibited. Therefore, 
the privacy of location information and identity of vehicles are 
preserved in Footprint.

V. System Model
In vehicular networks, a moving vehicle can communicate 
with other neighboring vehicles or RSUs via inter vehicle 
communications and roadside-to-vehicle communications. Fig. 
1 illustrates the architecture of the system model, which consists 
of three interactive components:

Fig. 1: An Illustration of the System Model, Where the Dash Line 
Indicates the Travel Route of a Vehicle. As the Vehicle Traverses 
the Area, It Will Encounter Multiple RSUs, Typically Deployed 
at Intersections

RSUs: can be deployed at intersections or any area of interest (e.g., 
bus stations and parking lot entrances). A typical RSU also functions 
as a wireless AP (e.g., IEEE 802.11x) which provides wireless 
access to users within its coverage. RSUs are interconnected (e.g., 
by a dedicated network or through the Internet via cheap ADSL 
connections) forming a RSU backbone network.
On-board units (OBUs): are installed on vehicles. A typical OBU 
can equip with a cheap GPS receiver and a short- range wireless 
communication module (e.g., DSRC IEEE 802.11p [20]). A 
vehicle equipped with an OBU can communicate with an RSU 
or with other vehicles in vicinity via wireless connections. For 
simplicity, we simply refer to a vehicle as a vehicle equipped with 
an OBU in the rest of this paper. A vehicle can be malicious if it 
is an attacker or compromised by an attacker.
Trust authority: is responsible for the system initialization 
and RSU management. The TA is also connected to the RSU 
backbone network. Note that the TA does not serve vehicles for 
any certification purpose in Footprint. A vehicle can claim as many 
arbitrary identities as it needs.
In this work, we make the following assumptions:
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Assumption 1. The TA and all RSUs are fully trustworthy. 
Assumption 2. The RSUs are synchronized.
Synchronization among RSUs is easy to achieve since all RSUs 
are interconnected by the RSU backbone network.
Assumption 3. The mobility of vehicles is independent.
This means individual vehicles should move independently and 
therefore would not travel along the same route for all the time.

VI. Design Goals
The design of a Sybil attack detection scheme in urban vehicular 
networks should achieve three goals:

A. Location Privacy Preservation
A particular vehicle would not like to expose its location information 
to other vehicles and RSUs as well since such information can be 
confidential. The detection scheme should prevent the location 
information of vehicles from being leaked.

B. Online Detection
When a Sybil attack is launched, the detection scheme should 
react before the attack has terminated. Otherwise, the attacker 
could already achieve its purpose.

C. Independent Detection
The essence of Sybil attack happening is that the decision is made 
based on group negotiations. To eliminate the possibility that a 
Sybil attack is launched against the detection itself, the detection 
should be conducted independently by the verifier without 
collaboration with others.

VII. Generating Location-Hidden Trajectory
In order to be location hidden, authorized messages issued for 
vehicles from an RSU should possess two properties, i.e., signer 
ambiguous and temporarily linkable. The signer ambiguous 
property means the RSU should not use a dedicated identity 
to sign messages. The temporarily linkable property requires 
two authorized messages are recognizable if and only if they 
are generated by the same RSU within the same given period of 
time. Otherwise, a long-term linkability of authorized messages 
used for identification eventually has the same effect as using a 
dedicated identity for vehicles.
In this paper, we demonstrate one possible implementation of 
a location-hidden authorized message generation scheme using 
linkable ring signature [21]. Linkable ring signature is signer-
ambiguous and signatures are linkable (i.e., two signatures can 
be linked if and only if they are issued by the same signer) as 
well. Particularly, we choose the linkable ring signature scheme 
introduced by Dodis et al. [22] and Tsang and Wei [23] for two 
reasons: first, it has been proved to be secure; second, it has 
constant signature size. To meet the requirement of temporarily 
linkable property, we extend the scheme to support the event-
orient linkability property [24] which guarantees that any two 
signatures are linkable if and only if they are signed based on the 
same event by the same RSU.
An intuitive way to generate authorized messages for vehicles is 
that an RSU periodically broadcasts authorized time stamps to the 
vehicles in its vicinity. This method is simple but not secure. Since 
a time stamp is not specially generated for a particular vehicle, 
any other vehicle getting such a time stamp by eavesdropping 
on the wireless channels can claim its presence at this RSU even 
though it has never been there at that time. Therefore, time stamps 
should be generated for individual vehicles.

VIII. Sybil Attack Detection
During a conversation, upon request from the conversation 
holder, all participating vehicles provide their trajectory 
embedded authorized messages issued within specified event for 
identification. With submitted messages, the conversation holder 
verifies each trajectory and refuses those vehicles that fail the 
message verification. After that, the conversation holder conducts 
online Sybil attack detection before further proceeding with the 
conversation.

A. Problem Definition
Recall that, in Footprint, vehicles have wide freedom to create 
their trajectories. This capability, however, can be   leveraged by 
a malicious vehicle that tries to launch a Sybil attack by using 
multiple different messages in a single conversation. We define 
the Sybil attack detection problem as: Given a set of trajectory 
embedded authorized messages within an event, how can the 
conversation holder recognize real vehicles and Sybil ones?
The online Sybil attack problem is hard due to three following 
factors:

First, authorized messages generated for different vehicles 1. 
are asynchronous.
Second, authorized messages are temporarily linkable, which 2. 
means there is no invariable mapping between an RSU 
signature and the real RSU who signed this signature.
Last, a malicious vehicle can abuse the freedom of trajectory 3. 
generation and the neighbor relationship among RSUs to 
generate elaborately designed trajectories.

B. Social Relationship Among Trajectories
We first thoroughly examine the characteristics of forged and 
actual trajectories.
Features of forged trajectories. Although a malicious vehicle can 
submit multiple forged trajectories to a conversation holder, these 
trajectories satisfy two facts. First, a forged trajectory is a proper 
subset of the actual trajectory.
Features of actual trajectories. Despite the asynchrony and 
temporarily linkable properties of authorized messages, there 
are two basic facts that can be exploited to judge whether two 
trajectories are from two actual vehicles. First, it is very hard, if 
not impossible, for a single vehicle to traverse between a pair of 
RSUs shorter than a time limit. We define such a time limit as 
traverse time limit. Second, within a limited time period, the total 
number of RSUs traversed by a single vehicle is less than a limit. 
We define such a limit as trajectory length limit.
Based on these features, we first conduct an exclusion test, 
examining whether two trajectories are distinct. There are two 
cases where a pair of trajectories can pass the test (positive test). 
In the first case, there are two distinct RSUs appearing within a 
sliding time window (called check window) when checking two 
trajectories. We can set the size of the check window equal to the 
traverse time limit.
In the second case, the number of RSUs contained in the merged 
RSU sequence of two trajectories is larger than the trajectory 
length limit. We merge a pair of trajectories into one RSU sequence 
by sorting all RSUs contained in the pair of trajectories according 
to time. In particular, consecutive identical RSUs in the sequence 
are counted only once. 
The reason that we define above similarity of a pair of trajectories is 
twofold. First, any two forged trajectories issued from a malicious 
vehicle are similar (i.e., a nonnegative similarity value). Second, 
a trajectory provided by an honest vehicle may have connections 
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with several other trajectories but the probability for this trajectory 
to form a large “community” is small. This is because an actual 
trajectory is supposed to contain a sufficient number of RSUs 
which increase the probability to exclusively differ from others 
via the exclusion test.

IX. Conclusion and Future Work
In this paper, we have developed a Sybil attack detection scheme 
Footprint for urban vehicular networks. Consecutive authorized 
messages obtained by an anonymous vehicle from RSUs form 
a trajectory to identify the corresponding vehicle. Location 
privacy of vehicles is preserved by realizing a location-hidden 
signature scheme. Utilizing social relationship among trajectories, 
Footprint can find and eliminate Sybil trajectories. The Footprint 
design can be incrementally implemented in a large city. It is 
also demonstrated by both analysis and extensive trace-driven 
simulations that Footprint can largely restrict Sybil attacks and can 
enormously reduce the impact of Sybil attacks in urban settings 
(above 98 percent detection rate). 
With the proposed detection mechanism having much space to 
extend, we will continue to work on several directions. First, in 
Footprint, we assume that all RSUs are trustworthy. However, if 
an RSU is compromised, it can help a malicious vehicle generate 
fake legal trajectories (e.g., by inserting link tags of other RSUs 
into a forged trajectory). In that case, Footprint cannot detect 
such trajectories. 
However, the corrupted RSU cannot deny a link tag generated 
by it nor forge link tags generated by other RSUs, which can be 
utilized to detect a compromised RSU in the system. In future 
work, we will consider the scenario where a small fraction of RSUs 
are compromised. We will develop cost-efficient techniques to 
fast detect the corruption of an RSU. Second, we will delve into 
designing better linkable signer-ambiguous signature schemes 
such that the computation overhead for signature verification 
and the communication overhead can be reduced. Last, we will 
validate our design and study its performance under real complex 
environments based on our ongoing realistic prototype test bed 
built at Xi’an Jiao Tong University. Improvements will be made 
based on the realistic studies before it comes to be deployed in 
large-scale systems. 
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