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Abstract
This paper discussed a new cloud computing method where 
similarity querying of metric data is outsourced to a service 
provider. The data is to be revealed only to trusted users, not to 
the service provider or anyone else. Users request for a query to 
the server for most similar data .Due to the high sensitivity attitude 
of data privacy may be an important issue. ranked search which 
enhances the system by enabling search result relevance ranking 
and ensure the secure retrieval. It provides a secure searchable 
index and develop a one –to-many-order preserving mapping 
technique to protect this sensitive information. This paper presents 
techniques that transform the data before supplying to the service 
provider. This technique provides a good tradeoff between query 
cost and accuracy furthermore it gives more security as the existing 
one. 
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I. Introduction
Cloud computing security (sometimes referred to simply as 
“cloud security”) is an evolving sub-domain of computer security, 
network security, and, more broadly, information security. It refers 
to a broad set of policies, technologies, and controls deployed to 
protect data, applications, and the associated infrastructure of 
cloud computing. The efforts of data collection and processing, 
as well as its potential utility for research or business, create 
value for the data owner. He wishes to store them and allow 
access by himself, colleagues, and other (trusted) scientists or 
customers. This can be supported by outsourced servers that offer 
low storage costs for large databases. For instance, outsourcing 
based on cloud computing is becoming increasingly attractive, 
as it promises pay-as-you-go, low storage costs as well as easy 
data access. However, care needs to be taken to safeguard data 
that are valuable or sensitive against unauthorized access. In this 
context, we call any item in a data collection an object, individuals 
with authorized access query users, and the entity offering the 
storage service the service provider. We illustrate the sensitivity 
issues with several scenarios. First, consider space programs 
such as the NASA Apollo program on the Earth’s Moon1 or the 
ESA Mars Express2 that collect scientifically valuable and rare 
data. The NASA data is known to be private before it is released 
to the public. For example, time series data is collected from 
sensors to study the atmosphere’s density. Such data is usually 
analyzed by the scientists involved in setting up the instruments, 
prior to being made available to the general community. At the 
early stage, access is restricted to authorized scientists for first 
analysis, because of the substantial efforts invested in building, 
testing, and deploying instruments, and in refining the data prior 
to use. Such valuable data need protection when outsourced, 
to ensure that the investments by scientific groups are decently 
rewarded. To analyze the data, authorized scientists may search 
for similar patterns in collected time series, such as certain daily 
or hourly subsequences that indicate interesting phenomena. In 
this scenario, time series can be represented as vectors of values 

in chronological order (see Fig. 1a). At query time, a user specifies 
an example time series q and wishes to obtain those time series 
most similar to q; the system then retrieves the time series p 
in the database with the minimum distance to q. As a second 
scenario, consider biologists analyzing DNA microarray data to 
understand the functioning of genes or gene groups, for instance 
from the Stanford Microarray Database.3 A DNA microarray is a 
matrix obtained by subjecting gene samples (rows in the matrix) to 
different experimental conditions (columns in the matrix). Genes 
that follow the same expression pattern on all or a subset of the 
experiments might be part of a common control mechanism. For 
a given gene, its expression values form a query vector. Biologists 
query the database of experiments to identify those genes that 
are most similar to this specific expression pattern and that are 
therefore most likely to be linked to this gene. Generating DNA 
data is very costly due to the material and time invested. Hence, 
as in the first scenario, the data is costly and rare, making them 
very valuable to their owners. Many applications in science and 
business rely on similarity search of metric data other than time 
series and vector data. Computer-aided gene sequencing uses 
the similarity between an unknown sequence from one species 
and a known sequence from a closely related species to predict 
the former’s function4 (see Fig. 1b). In drug design, pharmacists 
search for the most similar graph structures to their quest for a 
suitable molecule, which can be represented as a labeled graph.

II. Literature Survey

A. Achieving Anonymity Via Clustering
Publishing data for analysis from a table containing personal 
records, while maintaining individual privacy, is a problem 
of increasing importance today. The traditional approach of 
deidentifying records is to remove identifying fields such as social 
security number, name, etc. However, recent research has shown 
that a large fraction of the U.S. population can be identified using 
nonkey attributes (called quasi-identifiers) such as date of birth, 
gender, and zip code. The k-anonymity model protects privacy via 
requiring that nonkey attributes that leak information are suppressed 
or generalized so that, for every record in the modified table, there 
are at least k−1 other records having exactly the same values for 
quasi-identifiers. We propose a new method for anonymizing data 
records, where quasi-identifiers of data records are first clustered 
and then cluster centers are published. To ensure privacy of the 
data records, we impose the constraint that each cluster must 
contain no fewer than a prespecified number of data records. This 
technique is more general since we have a much larger choice for 
cluster centers than k-anonymity. In many cases, it lets us release 
a lot more information without compromising privacy. We also 
provide constant factor approximation algorithms to come up 
with such a clustering. This is the first set of algorithms for the 
anonymization problem where the performance is independent of 
the anonymity parameter k. We further observe that a few outlier 
points can significantly increase the cost of anonymization. Hence, 
we extend our algorithms to allow an ε fraction of points to remain 
unclustered, that is, deleted from the anonymized publication. 
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Thus, by not releasing a small fraction of the database records, we 
can ensure that the data published for analysis has less distortion 
and hence is more useful. Our approximation algorithms for new 
clustering objectives are of independent interest and could be 
applicable in other clustering scenarios as well.

B. Watermarking Relational Data: Framework, Algorithms 
and Analysis
We enunciate the need for watermarking database relations to 
deter data piracy, identify the characteristics of relational data that 
pose unique challenges for watermarking, and delineate desirable 
properties of a watermarking system for relational data. We then 
present an effective watermarking technique geared for relational 
data. This technique ensures that some bit positions of some of 
the attributes of some of the tuples contain specific values. The 
specific bit locations and values are algorithmically determined 
under the control of a secret key known only to the owner of the 
data. This bit pattern constitutes the watermark. Only if one has 
access to the secret key can the watermark be detected with high 
probability. Detecting the watermark requires access neither to the 
original data nor the watermark, and the watermark can be easily 
and efficiently maintained in the presence of insertions, updates, 
and deletions. Our analysis shows that the proposed technique 
is robust against various forms of malicious attacks as well as 
benign updates to the data. Using an implementation running on 
DB2, we also show that the algorithms perform well enough to 
be used in real-world applications.

C. Order-Preserving Encryption for Numeric Data
Encryption is a well established technology for protecting sensitive 
data. However, once encrypted, data can no longer be easily 
queried aside from exact matches. We present an order-preserving 
encryption scheme for numeric data that allows any comparison 
operation to be directly applied on encrypted data. Query results 
produced are sound (no false hits) and complete (no false drops). 
Our scheme handles updates gracefully and new values can be 
added without requiring changes in the encryption of other values. 
It allows standard databse indexes to be built over encrypted tables 
and can easily be integrated with existing database systems. The 
proposed scheme has been designed to be deployed in application 
environments in which the intruder can get access to the encrypted 
database, but does not have prior domain information such as 
the distribution of values and annot encrypt or decrypt arbitrary 
values of his choice. The encryption is robust against estimation 
of the true value in such environments.

D. Privacy-Preserving Data Mining
Privacy Preserving Data Mining: Models and Algorithms proposes 
a number of techniques to perform the data mining tasks in a 
privacy-preserving way. These techniques generally fall into the 
following categories: data modification techniques, cryptographic 
methods and protocols for data sharing, statistical techniques 
for disclosure and inference control, query auditing methods, 
randomization and perturbation-based techniques.  This edited 
volume also contains surveys by distinguished researchers in the 
privacy field. Each survey includes the key research content as well 
as future research directions of a particular topic in privacy.

E. Location Privacy Protection Through Obfuscation- 
Based Techniques
The widespread adoption of mobile communication devices 
combined with technical improvements of location technologies 

are fostering the development of a new wave of applications that 
manage physical positions of individuals to offer location-based 
services for business, social or informational purposes. As an 
effect of such innovative services, however, privacy concerns are 
increasing, calling for more sophisticated solutions for providing 
users with different and manageable levels of privacy. In this 
work, we propose a way to express users privacy preferences 
on location information in a straightforward and intuitive way. 
Then, based on such location privacy preferences, we discuss a 
new solution, based on obfuscation techniques, which permits us 
to achieve, and quantitatively estimate through a metric, different 
degrees of location privacy.

Modules:
Outsourcing Data1. 
Nearest Neighbor Query2. 
Brute-force Secure Solution (BRUTE)3. 
4Anonymization - based Solution (ANONY)4. 

1. Outsourcing Data
It consists of three entities: a data owner, a trusted query user, 
and an untrusted server. On the one hand, the data owner wishes 
to upload his data to the server so that users are able to execute 
queries on those data. On the other hand, the data owner trusts 
only the users, and nobody else (including the server). The data 
owner has a set P of (original) objects (e.g., actual time series, 
graphs, strings), and a key to be used for transformation. First, 
the data owner applies a transformation function (with a key) to 
convert P into a set P0 of transformed objects, and uploads the set 
P0 to the server (see step A1 in the fig. 1). The server builds an 
index structure on the set P0 in order to facilitate efficient search. 
In addition, the data owner applies a standard encryption method 
(e.g., AES) on the set of original objects; the resulting encrypted 
objects (with their IDs) are uploaded to the server and stored in 
a relational table (or in the file system).

2. Nearest Neighbor Query
In this module, our research objective is to design a transformation 
method that meets the following requirements:

Even in the worst case where the attacker knows the inverse • 
of the transformation function, the attacker can only estimate 
the original object p from the transformed object p’ with 
bounded precision.
It enables high query accuracy.• 
It enables efficient query processing in terms of communication • 
cost.
It supports the insertion and deletion of objects.• 

3. Brute-force Secure Solution (BRUTE)
This brute-force solution is the one we mentioned in the 
Introduction. In the offline construction phase, the data owner 
applies conventional encryption (e.g., AES) on each object and 
then uploads those encrypted objects to the server. At query time, 
the user needs to download all encrypted objects from the server, 
decrypt them and then compute the actual result. As mentioned, it 
is perfectly secure, but its query and communication cost are both 
prohibitively high, and pay-as you- go is not supported. 

4. Anonymization - Based Solution (ANONY)
This anonymization-based solution achieves data privacy by 
means of k-anonymity — the objects are generalized in such a 
way that each generalized object cannot be distinguished from 
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k - 1 other generalized objects. In the context of similarity search, 
it is able to confuse the ranking of transformed objects because 
k - 1 of them have the same rank as the transformed object of the 
actual nearest neighbor. Thus, we still consider this solution as 
a competitor, even though k-anonymity is not a suitable privacy 
guarantee for our applications.

(i). Short Comings of Existing Methods
In the literature, a number of concepts for securing databases have 
been studied. Private information retrieval techniques [15] hide 
the user’s query, e.g., the data item searched for, but not the data 
being queried. To outsource valuable data to an insecure server, 
such techniques are clearly not appropriate. Digital watermarking 
[2] establishes the data owner’s identity on the data. Additional 
information stored in the data helps prove ownership, but it 
cannot prevent an attacker from illegally copying the data set. 
Anonymization techniques [25] secure data by releasing only a 
generalized version. Aggregate statistical analysis is still possible 
on the generalized data, but the result of a specific query is not 
guaranteed to be accurate.

EHI Searching Algorithm for Client.
Algorithm EHI-Search
1: request the server for the (encrypted) root node L
root
;

Traditional encryption methods are capable of protecting the 
confidentiality of the data. However, this also prevents users 
from querying the data on the untrusted server. Obviously, 
transferring all the encrypted data to the query user for searching 
takes outsourcing ad absurdum. Moreover, when services are made 
available to users on a pay-asyou-go basis, the service providers 
are not interested in such a brute force data transfer.
Note that certain applications may involve large numbers of query 
users from scientific institutions, hospitals, or branch offices 
globally. For example, consider a query load of 10,000 queries/s. 
If a brute force solution transfers 10 MBytes for a single query, the 
server needs a network bandwidth of 100,000 MBytes/s, which is 
far beyond the available bandwidth of Fast Ethernet (100 Mbits/s). 
Also, from the user point of view, it is better to have most of 
the processing done in the cloud. For example, a user with a 
smart phone may not have enough resources (bandwidth, CPU, 
battery power) to download and query a large data set locally. 
Therefore, the design of communication-efficient solutions is of 

critical importance to the success of cloud computing applications, 
allowing these to be operated at low cost.
Typically, cloud computing providers (e.g., Amazon, HP, and 
Microsoft) attempt to solve the problem by offering contractual 
agreement that promise not to release outsourced data to third 
parties. Nevertheless, even if the provider respects the contractual 
agreement, the data is not guaranteed to be safe. Unintended 
leaks of data is reported regularly, and hackers may still exploit 
vulnerabilities to gain access to data. Therefore, we believe that 
data owners will find it attractive to outsource encrypted rather 
than plain data.
Closest to our work are the recent outsourcing proposals on 
searching problems in the spatial domain and multidimensional 
space, respectively. Unfortunately, their techniques rely on specific 
properties of those spaces and they cannot be extended to solve 
our problem, which considers arbitrary metric data spaces (e.g., 
strings, graphs, time-series). 

(ii). Objective
The goal of this research is to develop a transformation method 
tðÞ for converting an original object p in a metric space into 
another metric space object . First, the data owner specifies a key 
value CK in order to define the instance of tðÞ to be used. In a 
preprocessing phase, the data owner computes for each object p 
and uploads it to the server (i.e., service provider). At query time, 
the query user specifies his query object q and then submits the 
transformed query object q to the server for similarity search. The 
transformation method must satisfy these requirements:
Even in the worst case that the attacker knows the inverse of , 
he can only estimate the original object p from the transformed 
object with bounded precision.
It enables high-query accuracy. It enables efficient query processing 
in terms of communication cost. It supports insertion and deletion 
of objects.
Our contributions are as follows: We present three transformation 
techniques that satisfy the above requirements. They represent 
various trade-offs among data privacy and query cost and 
accuracy.

III. Related Work
We first introduce existing work on indexing and nearest neighbor 
search techniques for metric data. Then, we will cover work on 
privacy and security of outsourced data.

A. Indexing and NN Search in Metric Space
We review metric indexing because our proposed methods provide 
metric indexing on the server for efficient processing. The R*-
tree [7] and the X-tree [8] are well-known disk based indexes for 
multidimensional objects, where each object is modeled as a vector 
of coordinate values. Complex data objects (e.g., DNA sequence, 
time series) cannot be effectively represented by coordinate values. 
Instead, we model them in metric space, where a (black-box) 
distance function is used to compute. The distance function dist 
is said to be a metric if it satisfies symmetry, non negativity, 
and the triangle inequality. Interested readers are referred to two 
excellent surveys [10] on metric space indexing. In this section, 
we only describe three representative indexing methods for a set P 
of metric space objects. They are the vantage-point tree (VP-tree),  
the multi-vantage-point (MVP-tree) [9], and the M-tree [11].
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B. Privacy and Security
The idea of outsourcing database services to a service provider 
was introduced by Hacigu ¨ mu ¨ s et al. Since then, various 
techniques have been developed to maintain the confidentiality 
of outsourced data. Given a relational table, Hacigu ¨ mu ¨ s et 
al. map the tuples of the table into buckets and then store the 
encrypted tuples of those buckets at the server. At query time, the 
user compares the query object against the description of those 
buckets, and then determines the necessary buckets that need to 
be retrieved from the server. In another proposal [12], the data 
owner applies the encryption function on each node separately 
and then stores all encrypted tuples at the server. The method of 
Agrawal et al. [3] employs an order-preserving function on 1D 
data values such that the distribution of output values is different 
from that of input values.
The two works most related to ours are proposed by Yiu et al. 
and Wong et al. Yiu et al. present several transformation-based 
techniques for outsourcing spatial data to the (untrusted) server, 
such that the server is able to perform spatial range search correctly 
for trusted users on those transformed points, without knowing 
their actual coordinates. They propose spatial transformations i2D 
space based on scaling, shifting, and noise injection. Also, they 
develop a solution using an encrypted R-tree. Those solutions 
operate on explicit 2D coordinates, rendering them inapplicable 
in our setting, where the distance function is a generic distance 
metric.
Wong et al. propose to outsource multidimensional points to the 
(untrusted) server, by using a secure scalar product encryption 
technique. Methods are then provided for kNN search at the 
server, without the server learning the distances among the points. 
However, the secure scalar product relies on specific properties 
of the euclidean distance in the multidimensional space. It is not 
applicable to other L p norms, e.g., the L norm (the Manhattan 
distance). Obviously, it also cannot be applied to our problem 
setting which considers arbitrary metric space objects (e.g., strings, 
graphs, time-series). Another drawback of this proposal is that no 
indexing scheme can be built on the encrypted tuples, forcing the 
server to perform linear scan over the data set. This affects severely 
the scalability of the system. In the field of privacy-preserving 
data mining, perturbation techniques [4] have been developed 
for introducing noise into the data, before sending them to the 
service provider. However, such an approach does not guarantee 
the exact retrieval of results.
The k -anonymity model has been applied extensively for the 
privacy-preserving publication of data sets. The idea is to generalize 
the tuplesina table such that each generalized representation 
is shared by at least k tuples. This way, each object cannot be 
distinguished from at least k  1 other objects. It is often used to 
generalize the medical records of patients so that the adversary 
cannot link a specific patient to a medical record. Except for 
some person-related data like DNA data, most of the metric data 
that we consider (e.g., astronomy data, time series) is collected 
from nature rather than from persons. Therefore, k -anonymity 
is of relatively low relevance to the intended applications of the 
paper’s proposals. Nevertheless, we still view this k-anonymity 
approach as a competitor solution in Section 3.3.

IV. Conclusion
We propose similarity search techniques for sensitive metric data, 
e.g., bioinformatics data, that enable outsourcing of such search. 
Existing solutions either offer query efficiency at no privacy, or 
they offer complete data privacy while sacrificing query efficiency. 

We introduce approaches that shift search functionality to the 
server. The proposed Metric Preserving Transformation stores 
relative distance information at the server with respect to a private 
set of anchor objects. This method guarantees correctness of the 
final search result, but at the cost of two rounds of communication. 
The proposed Flexible Distance-based Hashing methods finishes 
in just a single round of communication, but does not guarantee 
retrieval of the exact result. The experimental evaluation shows 
that the approximation is very close to the exact result. Both MPT 
and FDH are extended to satisfy the _-gap privacy guarantee. 
We demonstrate their efficiency and privacy on synthetic and 
real-world data.
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