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Abstract
Cloud computing has enabled clients to outsource their data to 
cloud and reap advantages such as low-cost, location independence, 
and scalability. After outsourcing data the clients may not be able 
to hold up to date data in the local storage. It does mean that the 
clients have to trust the cloud service provider for the security 
of their data. In order to know that the data is not tampered with 
by third parties, auditing services can help. These services can 
ensure the availability of data. One of the cryptographic techniques 
is known as Provable Data Possession (PDP) which is used to 
verify the integrity of outsourced data in cloud server. Zhu et al. 
presented a protocol which is interactive in nature for achieving 
zero knowledge proof system. The effective mechanism proposed 
by them for efficient probabilistic query processing and periodic 
verification could reduce the cost of verification. In this paper we 
implement the PDP protocol by building a prototype application 
that will ensure efficient audit services. 
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I. Introduction
Cloud computing is gaining popularity as new computing model 
which is an alternative to traditional computing model. In the 
new computing paradigm, it is possible to gain access to various 
cloud services in pay per use fashion. The cloud computing model 
provides services such as Infrastructure as a Service (IaaS), 
Software as a Service (SaaS) and Platform as a Service (PaaS). 
The cloud provides scalable environment that can serve increased 
number of clients with acceptable performance. On demand 
services are provided by cloud in pay as you use fashion. 
By outsourcing data to cloud the clients can relieve from the 
burden of maintaining the data and also make sure that the data is 
accessiblescalable. However, the client has to depend on the cloud 
service providers completely for security of their data. In fact the  
cloud service providers expect the client to trust them. According 
to Armbrust et al. [1] the cloud is vulnerable to outsider and insider 
attacks as it lacks in provisions in securing data. The cloud users 
also may misbehave which can’t be prevented easily Koi et al., 
[2]. For this reason it is essential to have integrity verification on 
cloud data. More importantly the outsourced data is no longer 
required in the local storage. Thus an audit service which is very 
efficient is required Yavuz and Ning [3].
There are many cryptographic techniques available for securing 
data. Signature schemes and Hash functions can’t be used on 
outsourced data as it can reduce performance and make the data 
dynamics not easy Hsiaoet al, and Yumerefendi and Chase., 
[4-5]. The cryptographic solutions are expensive to apply for 
cloud services. When the data is very large in size performing 
cryptographic operations on such huge amount of data is not 
advisable. Auditing such data is not cheaperArmbrust et al., [1].
For cloud server services it is essential to provide services such 

as public auditability. This can be achieved by using third party 
auditor. In order to  implement security to cloud data techniques 
existed include the proof of retrievabilityJuels, [6] and Provable 
Data Possession (PDP), Ateniese et al., [7]. Probablistic proof 
technique they used basically for securing data. Verification of 
cloud data without downloading is another important research 
which existed in the literature. This enabels the cloud users to have 
complte security through auditing services.Publicly verifiable way 
is the approach followed by the techniques. This enables all users 
to make use of auditing services. All these techniques consider 
the cloud untrusted and provide public interfaces in order to audit 
huge amount of data. However, most of the existing techniques 
cloud not providesstrict security proof. Such drawback has its 
impact on cloud audit services. For this reason it is essential to 
have new models in order to overcome this problem. 
Zhu et al. [8] presented a kind of interactive protocol that can 
provide comprehensive and scalable auditing services to cloud 
users. In their work, the audit performance is derived from storage 
for audit services, communication, and cost of communication. 
Improper scheduling may degrade auditing service. Therefore 
it is essential to have an efficient architecture, efficient audit 
scheduling, optimizing parameters and so on. Thus it is possible to 
improve quality of audit services. The quality of audit services can 
help finding inconsistencies in the system with ease and faster. 

II. Prior Works
Cloud storage services are considered untrusted as they are rendered 
from remote place.Lot of research has been already made on the 
cloud storage inconsistencies. The integrity of the outsourced 
data is given paramount importance. An important technique used 
for storage security is cryptographic hash function. Yumerefendi 
and Chase [5], proposed a technique for network storage using 
a collection object known as Merkle tree which is used as a data 
structure. However, the technique proved to be computationally 
expensive. Another method was implemented by Fu et al. [9] 
proposed a method for accessing a distributed file system which 
is read only in nature. This architecture allowed operations on the 
file system with due authentication. 
Auditing services for data integrity have been proposed by many 
researchers Li et al., Ma et al., Xie et al., Yavuz and Ning, [10-
12] and [3]Aggregated signature concept is used by Pang et al. 
to secure each record in storage system by assuming an order of 
records. Merkle hash tree is used by some researchers Li et al., and 
Xie et al., [10-12] to know the intergrity of query results. However, 
it caused overhead in some cases which reduces the benefits of 
the security mechanisms. Moreover their technique needed root 
signature which has to be up to date. Auditing the cloud storage 
without downloading it is very important for security reasons. 
No auditor service should be allows to access the actual data for 
verification. For this reason the techiest like PDP Ateniese et al., [7] 
and POR Juels, [6]. Ateniese et al. [7] came into existence. They 
used RSA-based cryptographiesscheme as well in an efficient 
manner. Moreover they auditing service can be initiated by not 
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only owners but also anyone. 
Providing dynamic operations in cloud storage is very important. 
To enable it Ateniese et al. [7] proposed a scalablePDP with a light 
weight scheme which is base on the symmetric key encryption and 
cryptographic hash function. This technique has problem when 
servers deceive the data owners by using recorded responses. To 
overcome this problem Erway et al. [13] introduced another PDP 
scheme which makes use of hash function tree. The PDP schemes 
remain have a drawback as they can leak data blocks. POR schme 
was presented by Juels [6] which depends on preprocessing for 
secure file uploading to CSP. This approach does not support 
data dynamics. An improved form of this protocol is proposed 
by Shacham and Waters [14] which are named as compact POR. 
It makes use of authenticator and also homomorphic property for 
reducing computational costs. Hoever, this solution also can cause 
block leakages. Another dynamic scheme known as CPOR was 
presented by Wang et al. [15] which makes use of MerkleHash 
Tree (Mht). Other POR schemes that came into existence of late 
include Bowers et al.,andDodiset al., [16-17]. These scheme 
could improvethe above mentioned schemes in hybrid clouds 
with respect to PDP construction. Wang et al. [18] introduced an 
auditing system based on the prior work. This was influenced by 
auditing mechanisms that can be used to secure cloud storage. 
Batch auditing was supported by this scheme with simultaneous 
auditing tasks. Though their solution is not applicable directly 
for real world applications as it can’t support data dynamics and 
compromises performance, it is a significant leap towards cloud 
storage security.

III. Architecture of Audit System 
The architecture of audit system for secure cloud storage is as 
shown in fig. 1. This architecture is originally conceived by Zhu 
et al. [8]. In this paper we implemented the technique using C# 
programming language. 

Fig. 1: Cloud Computing Audit System (Excerpt From [8])

As can be seen in fig. 1, there are many partiesinvolved in the 
architecture. They include cloud service provider, data owner, 
and third party auditor and application users. The data owner 
is the one who has huge amount of data to outsource to cloud. 
The third party auditor is responsible for providing auditing 
services. The granted applications are the applications that have 
been granted permissions to application users. The cloud service 
provider is responsible to provide cloud storage services. The 
protocol design is based on the performance guarantees such as 
audit – without downloading, verification correctness, privacy 
preserving, and high performance. The construction of interactive 
audit scheme involves the operons such as KeyGen, TagGen, Proof 
(Commitment, Challenge, and Response) and Verification. These 

operations are graphically presented in fig. 2.

Fig. 2: Iterative Auditing Protocol 

As can be seen in fig. 2, it is evident that the commitment, challenge, 
and response are part of client verification part. Commitment and 
response are carried out by CSP while the TagGen, Challenge and 
Verification operations are done by the client. 

IV. Experimental Results
We built a prototype application that demonstrates the functionality 
of the proposed system. 
Especially the experiments are made on cloud storage in terms 
of file blocks and also queried blocks. Experiments are also done 
on number of sectors in each block and also number of sectors in 
each block versus computational complexity. The series of results 
are presented in the figures given below. 

Fig. 2: Number of File Blocks Vs. Number of Queried Blocks

As can be seen in fig. 4, the horizontal axis represents the number 
of blocks while the vertical axis represents the number of queried 
blocks.  It shows the ratio of queries blocks under given distributed 
blocks and different distribution probabilities. 

Fig. 3: Number of File Blocks Vs. the Ratio of Queried Blocks
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As can be seen in fig. 3, the horizontal axis represents the number 
of blocks while the vertical axis represents ratio of queries blocks 
in file blocks.  It shows the ratio of queries blocks under given 
distributed blocks and different distribution probabilities.

Fig. 4: Number of File Blocks Vs. Ratio of Queried Blocks

As can be seen in fig. 4, the horizontal axis represents the number 
of blocks while the vertical axis represents ratio of queries blocks 
in file blocks.  It shows the ratio of queries blocks under given 
distributed blocks and different distribution probabilities. The 
disrupted blocks are considered to be 1% of n.

Fig. 5: Number of File Blocks Vs. Ratio of Queried Blocks

As can be seen in fig. 5, the horizontal axis represents the audit 
frequency while the vertical axis represents ratio of queries blocks 
in file blocks.  It shows the results of audit frequency and the ratio 
of queried blocks in total number of file blocks. 

V. Conclusion
In this paper developed a prototype application using .NET  
technologies for providing efficient cloud storage audit services. 
Our application is based on the technique provided by Zhu et 
al. [8]. The aim of the technique is to provide data integrity. 
The proposed technique is an interactive protocol that provides 
efficient audit services. As per this technique the data owners can 
provide auditing requests periodically and get verification done 
by the service. Here the third party owner will act as agent to 
data owner for providing auditing services. The proposed method 
replaces the traditional hash based solutions and can be used easily 
by cloud solutions. The experimental results revealed that the 
proposed solution is effective. 
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