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Abstract
During the last two decades the research community is extensively 
advising the use of Machine Learning systems for Network 
Security (anomaly detection). This paper concentrates on the 
design procedure of machine learning systems, explaining the 
basic terminology, also specifying the procedures on creating the 
training and test datasets, on choosing among several performance 
measures available. Experiments comparing the state of the art 
machine learning algorithms, by taking ROC as the performance 
measure are conducted and results were given. The algorithms 
compared are Adaboost, Bagging, KNN, SVM and MLP. For the 
experiments KDD 99 Intrusion Dataset and Email spam database 
are used. Before concluding, several kinds of attacks aimed at 
machine learning systems are specified. 
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I. Introduction
With the exponential growth of security attacks, 2011 is stated as 
the worst year for security breaches, 2011 hit the highest security 
breaches for the last decade, and this is the motive behind this 
study. Increase in security threats in different forms like spam, 
bonnets, intrusions, virus, malware, zero-day attacks, software 
vulnerabilities, key loggers, evasion attacks etc has led to increased 
security breaches. In this paper we advocate the use of machine 
learning models for computer and network security problems. We 
applied state of the art machine learning algorithms for Intrusion 
Detection and Spam Detection and presented the results. We also 
discuss about the attacks targeted on machine learning based 
security models.
The rest of the paper is organized as follows: in Section II we gave a 
brief description about machine learning, providing insights about 
how to develop learning model, Evaluation process, Performance 
measures etc. In Section III we gave a brief introduction about 
Intrusion Detection Systems; in Section IV we gave a brief 
introduction about Spam Detection. Section V explains about 
Datasets considered, experimental setup and results. In Section 
VI conclusions and future work are discussed.

II. Machine Learning
Machine Learning is one of the most recent and exciting branch 
of Artificial Intelligence. In 1959, Arthur Samuel defined Machine 
Learning as “the field of study that gives computer the ability to learn 
without being explicitly programmed”. Machine Learning is being 
applied in almost all the domains, some of the specific problems 
include handwriting recognition, Natural Language processing, 
Compute Vision, Intrusion Detection, Cultural Modeling, Medical 
Diagnosis, text classification, risk management etc. 

A. Machine Learning Concepts
Machine Learning algorithms are classified as supervised and 
unsupervised learning algorithms. If the data instances are given 
along with their classes (output); the learning is called supervised 

learning. Supervised learning algorithms learn a hypothesis 
function on the training dataset; the goal is to learn a hypothesis 
function that classifies the new data instances with minimum 
errors. 
Unsupervised (clustering) learning algorithms group network 
connections into various clusters according to the similarities in 
the feature values. With the availability of many state of the art 
classification (or clustering) algorithms it is very confusing to know 
when to use which algorithm to achieve better results. Here we 
focus on introducing some state of the art classification algorithms 
and apply these algorithms to the Intrusion Detection and Spam 
Detection Problems. The algorithms that we discussed here are 
Adaboost, Bagging, KNN, SVM and Multi Layer Perceptron.

1. Adaboost
Boosting is a process of constructing strong classifiers from a set 
of weak classifiers. Adaboost is adaptive boosting meta machine 
learning algorithm developed by Yoav Freund and Robert Schapire 
[1]. Adaboost with trees is a strong classifier, generally set of 
Decision Stump classifiers are used in the Adaboost. Decision 
Stump is a decision tree with one level of classification only, i.e., 
it considers only one feature to make classification.

2. Bagging
Bagging is a machine learning ensemble meta learning algorithm 
which impoves the classification accuracy. From the training set 
create ‘n’ datasets applying sampling with replacement schemes, 
each of these ‘n’ datasets are smaller than the original dataset. By 
these datasets ‘n’ models are trained and each of these models is 
used to classify the new instances, and the most voted classification 
is chosen as the solution. This approach reduces the variance.

3. K Nearest Neighbor
KNN is a method for classifying data instances (points in 
n-dimensional Eculidean space), based on the nearest training 
data instances. The learning steps in KNN are: find K-instances 
in the dataset that are closest to the data instance to be classified 
and these K-instances will vote to determine the class of the data 
instance. 

4. Support Vector Machines
SVMs are the most popular classifiers these days. SVMs are 
developed based on the principle of structural risk minimization. 
SVMs perform classification by constructing hyper planes which 
act as borders for separating different classes. By using a feature 
called kernel, SVMs convert non-linear problems into linear 
problems by converting input space into feature space. There are 
many kernel functions like Radial Basis Function, Polynomial, 
two layer sigmoid neural nets etc. SVMs classify data by using 
support vectors which are the members of set of training inputs 
that outline a hyper plane in the feature space.

5. Multilayer Perceptron
MLP is a type of feed forward neural network with one or more 
layers between input and output layer. Feed forward means layers 
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are updated starting at the input layer and ending at the output layer. 
Each neuron computes a weighted sum of the incoming signals, 
to yield a net input, and passes this value through its activation 
function. MLP can solve linearly inseparable problems.

B. Machine Learning System Design
While designing Machine Learning Systems the designer’s major 
goal is to develop learning models with high accuracy and low 
error rate. To achieve these goals designers have several options 
before them like: 

1. Collecting Large Datasets
Sometimes training the learning model using larger datasets will 
give good accuracy and low error rate. 

2. More Attributes/Features
Sometimes considering more features from the problem domain 
will get good accuracy and precision. 

3. Sophisticated Classification Algorithms
Sometimes making use of sophisticated algorithms is the solution 
to attaining good accuracy and precision.
But the crucial point is choosing the right option from the above 
mentioned, this requires domain knowledge. A strategic solution 
to this problem is to: simulate a simple algorithm on the available 
dataset, and produce learning curves on training and test data. 
If the simulation curves are not giving good results, then manually 
examine the instances to find where your algorithm made 
algorithms, if you find any pattern in this misclassifications then 
you can come with a solution to this problem. This requires an 
expert in the problem domain.

C. Performance Evolution
 Evaluating Machine Learning Model is a crucial step before 
their application to the problem domain. To estimate, how well 
a learning model performs, we will make use of performance 
measures like Accuracy, Recall, Precision, F1 Score, AUC (area 
under ROC) etc. Attaining good performance measures on the 
training dataset i.e. is high accuracy, high AUC, low error rate 
etc doesn’t guarantee that the model will perform well on new 
data instances. 
To generalize the machine learning model, such that it can classify 
new datasets the standard approach is to randomly divide the 
dataset into training set and test set usually at 70% and 30% ratio. 
After proper division of the dataset, first the training set is used to 
train the machine learning algorithm, keeping the error rate low 
(on training set). Then the parameters learned using the training 
set is applied on the test set and the error rate is calculated.
For classification models generally, classification accuracy 
is taken as the evaluation metric. Accuracy is the ratio of the 
number of correctly classified connections to the total number 
of connections.
In case of skewed classes (imbalanced classes), models developed 
based on accuracy as the single evaluation metric are not 
performing well i.e., in extremely skewed datasets like intrusion 
detection datasets, attacks (some important kinds) are very rare 
and will be less than 0.5% of the whole dataset. In such cases if 
classification accuracy is taken as the basis for developing the 
model, it simply neglects the same class (important class) and 
classify all the connections as normal (major class), still getting 
very high i.e 99.55% accuracy in this case.
In this kind of skewed datasets it is proposed to use Precision and 

Recall as the evaluation metrics. Precision is the ratio of number of 
true positives to the number of connections predicted as positive 
(attacks). Recall is the ratio of number of true positives to the 
number of connections that are positive (attacks).

Table 1: Confusion Matrix 
Actual Class
1 0

Predicted 
Class

1 True Positive False Positive
0 False Negative True Negative

Confusion matrix is used to compare the predicted class labels with 
actual class labels. The size of the confusion matrix depends on 
the number of classes present. For intrusion detection problem we 
consider only two classes’ normal class and attack class. Here we 
consider attacks as positive class and which are represented by ‘1’ 
in confusion matrix and normal are the negative class represented 
by ‘0’ in confusion matrix. Higher recall and higher precision 
implies that the learning model is performing well. Higher recall 
means false negatives are reduced and higher precision means 
false positives are reduced. To obtain tradeoff between precision 
and recall we used F1Score, higher F1 Score tells that the model 
is performing well. 
Another evaluation metric that is very popular is the area under 
ROC curve. ROC curve is drawn between false positive rate on 
x-axis and true positive rate on y-axis. The slope of the ROC curve 
should be decreasing. A point on the ROC curve gives the trade 
off between false positives and false negatives. When comparing 
two models using ROC curve, if those ROC curves do not intersect 
it implies that one model is dominating the other model, whereas 
when these curves intersect it tells that one model is better for 
some cost ratio and other model is better for other cost ratios.
If the learning algorithm is not giving proper results, it may be 
either due to high bias (under fitting problem) or high variance 
(over fitting problem).

III. Intrusion Detection Model
Intrusion Detection has become crucial point in providing the 
network security. The acts or events that compromise the systems 
integrity, confidentiality, and availability are treated as intrusions. 
Intrusion Detection Model identifies the intrusions and reacts as 
their response systems are configured. 
The intrusion detection engine should adapt to the changing 
behavior of the users. Generally this is done, by training the 
intrusion detection engine in fixed time intervals considering the 
data instances collected over that period.

A. Adaptive IDS Architecture
M. Sailaja et al. in their paper [2] proposed an intelligent, hybrid, 
distributed and adaptive Intrusion Detection System. Almost all 
adaptive systems provide a mechanism which will modify the 
Attack patterns either by adding new patterns or by removing 
old ones and so on. By exploiting this mechanism the attackers 
can gradually teach the machine learning algorithms to accept the 
attacks as normal data.

IV. E-Mail Spam Detection
Almost, everyone who uses public E-Mail accounts are acquainted 
with Spam, i.e., unwanted commercial E-Mails receiving 100’s of 
spam mails every day. It has become a key problem in electronic 
communication. Spam Mails are being used as marketing tool, 
to advertise their product within no time to millions of people 
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and at very low cost. 
Spam filters will accept all inbound mails, scan the contents in 
the mail, and classifies them as spam and ham. All spam mails 
are flagged and sent to the quarantine where administrator will 
check it and decide whether to discard or accept it.
Spammers use certain strings, key words frequently in their 
messages. Based on these key words the spam filters will classify 
the mail as spam or ham.

V. Experimental Setup
A comprehensive performance study was conducted using state 
of the art Machine Learning algorithms applied for intrusion 
detection and spam detection. The classification algorithms like 
SVM, NavieBayes, KNN, Adaboost were choosen for study. 
The experiments were conducted on Intel(R) core(TM) i3 cpu, 
2.53 GHz Computer, 3GB Ram, with Windows XP professional 
operating system. The datasets used are KDD Cup 99 intrusion 
detection dataset [3] and Spam Email database created by Hopkins 
et al [4].
KDD CUP 99 Intrusion Dataset: This is the dataset used for 
The Third International Knowledge Discovery and Data Mining 
Tools Competition. This dataset is 4GB of compressed binary data 
collected over 7 weeks form a defence network. This contains 
wide variety of attacks along with normal data. The attacks in 
the dataset are widely classified as four classes: U2R, R2L, DoS, 
and Probe.
KDD Cup 99 intrusion data is available as full training dataset, 
10% training dataset, 10% test data. The test data is not from the 
same probability distribution as training data. The test data contains 
some new attacks which are not present in training data.
Spam E-Mail Database: This database is donated by George 
Foreman and created by Mark Hopkins et al. This data set contains 
58 attributes and 4601 instances in which 1813 are spam and the 
remaining instances are ham.

A. Experimental Results
We conducted the following experiments in Weka Framework 
[5]. We simulated the chosen classification algorithms using 10-
fold cross validation on spam datasets and we took the average 
ROC area of all the 10 sub-samples as the comparison parameter. 
The below tables 2 and 3 show the relative performance of the 
classification algorithms on the selected datasets i.e., on spam and 
intrusion datasets respectively.

Table 2: Comparison of TP Rate, FP Rate, F-Measure, and ROC 
Area on SPAM Dataset 

TP 
Rate

FP 
Rate F-Measure ROC 

Area
Time-to-
Build

Adaboost 0.896 0.118 0.896 0.957 1.78
Bagging 0.944 0.065 0.944 0.98 5.27
KNN 0.908 0.103 0.908 0.906 0
MLP 0.912 0.101 0.912 0.959 294.02
SVM 0.837 0.173 0.837 0.832 8.7

In this experiment we compared the chosen classification algorithms 
performance in predicting spam e-mails. The experimental results 
showed that Bagging has the highest ROC area 0.98 followed by 
MLP with 0.959, followed by Adaboost with 0.957.

Table 3: Comparison of TP Rate, FP Rate, F-Measure, and ROC 
Area on INTRUSION Dataset

TP 
Rate

FP 
Rate F-Measure ROC 

Area
Adaboost 0.784 0.174 0.782 0.904
Bagging 0.822 0.154 0.823 0.886
KNN 0.804 0.158 0.803 0.823
MLP 0.774 0.191 0.774 0.795
SVM 0.695 0.235 0.682 0.73

The KDD Cup 99 dataset is very big with around 5 million 
connections labelled as normal and 22 attacks. There are several 
criticisms on the validity of KDD Cup 99 dataset. For our 
experiments we used NSL_KDD 20% training dataset for training 
and NSL_KDD 20% test dataset for testing derived from KDD 
Cup 99 data. Tavelli et al. in his paper [6] suggested using NSL_
KDD dataset which solved many of the inherent problems of KDD 
Cup 99 dataset. According to Tavelli, the major deficiencies of the 
KDD Cup 99 data are its redundant records, which may bias the 
detection capability of the learning algorithms. NSL_KDD 20% 
training dataset contains 25,192 connections in which 13,449 are 
labelled normal and 11,743 are labeled as attacks. NSL_KDD 20% 
test set contains 9,711 normal and 12,833 attack connections.

VI. Attacks Targeting Machine Learning Models
Adversarial Learning is the process of learning in the presence of 
adversaries, who aim at confusing the learning model and make 
it less effective or sometimes useless. In this section by attack 
we mean those attacks that target the Machine Learning Model 
to make it malfunction (i.e. detection of an intrusion as normal or 
normal as intrusion), but not those concentrated on network. 
Sometimes attackers can evade detection by gradually teaching 
the machine learning model to accept intrusion as normal.
M. Berreno et al. in their paper [7] presented taxonomy with three 
axes describing the attacks against the machine learning model. 
The three axes proposed are:
Adversarial Learning is the process of learning in the presence of 
adversaries, who aim at confusing the learning model and make 
it less effective or sometimes useless. In this section by attack 
we mean those attacks that target the Machine Learning Model 
to make it malfunction (i.e. detection of an intrusion as normal or 
normal as intrusion), but not those concentrated on network. 
Sometimes attackers can evade detection by gradually teaching 
the machine learning model to accept intrusion as normal.
M. Berreno et al. in their paper [7] presented taxonomy with three 
axes describing the attacks against the machine learning model. 
The three axes proposed are:

A. Influence
Causative. Causative attacks alter the training process by 
influencing the training data.
Exploratory. These don’t effect training but explore the learner 
to discover information.

B. Specificity
Targeted. Attacks focusing on a particular data instance
Indiscriminate. Attacks focusing on general class of data 
instances

C. Security Violation
Integrity. Results in intrusion points being classified as normal
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Availability. Causes denial of service involves both false negatives 
and false positives.
Several defence mechanisms are proposed to provide security to 
the Machine Learning Model. In this paper we propose:  

Careful assessment of the characteristics of the dataset by • 
the expert, before considering it for retraining the learning 
model.
Identify flaws in dataset, and deduce the intention of adversary • 
(the kind of attack chosen)
Make use of multiple datasets for evaluating the learning • 
model. 

VII. Conclusion
The study of the design procedure of machine learning systems 
proves to be a fruitful exercise. Adaboost proved as the best 
algorithm for Intrusion Detection and Bagging yielded good 
results for Spam detection. These algorithms build their 
classification models based on the training data, i.e. the results 
are directly dependent on the data that is submitted as input to 
the algorithms. 
The adaptive machine learning algorithms can be manipulated 
by the attackers, so while designing the machine learning based 
security systems we should consider several kinds of attacks aimed 
at manipulating the rules framed by machine learning algorithms 
and aim at secure machine learning systems.
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