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Abstract
Tagging in online social networks is very popular these days, as it 
facilitates search and retrieval of diverse resources available online. 
However, noisy and spam annotations often make it difficult to 
perform an efficient search. Users may make mistakes in tagging 
and irrelevant tags and resources may be maliciously added for 
advertisement or self-promotion. Since filtering spam annotations 
and spammers is time-consuming if it is done manually, machine 
learning approaches can be employed to facilitate this process. 
Community members are constantly accumulated in content sharing 
enablers. This position paper presents research work towards the 
exploitation of social software applications for understanding, 
semantically enriching and delivering multimedia content, our 
ultimate goal being to support online communities. Thus, we 
propose a system being able to search within multimedia data 
that can further be extended to search within any kind of (partial) 
document to achieve a more tightly focused and personalized 
search. In this paper a tag-based profiling approach that exploits 
social tags for identifying relevant resources from folksonomies 
according to the interests of individual users was presented. 
One-class classifiers were used to learn the user interests from 
resources in the user personomy and the tags collectively assigned 
to them. 
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I. Introduction
Social bookmarking or tagging is the process of assigning and 
sharing among users, freely selected terms to resources. This 
approach is a form of user-generated metadata and allows users 
to locate new resources through the collective intelligence of other 
users. Social tagging offers a new avenue for resource discovery as 
compared to taxonomies and subject directories created by experts. 
While social tagging has its advantages, one possible drawback is 
that tag creators, who come with different preferences, experiences, 
and beliefs, among other factors, may view the same document 
differently and therefore apply different tags even though they 
may have the same goal of content organization and sharing.
Social tagging systems, also known as folksonomies, emerged 
in the last years as a novel social classification on the Web that 
contrasts with traditional pre-defined taxonomies or directories 
usually seen on the Web. This scheme relies on the convergence 
of tagging efforts of a large community of users to a common 
categorization system that can be effectively used to organize and 
navigate large information spaces. In fact, the term folksonomy is 
a blend of the words taxonomy and folk, and stands for conceptual 
structures created by the people. 
Multimedia resources such a songs, videos or pictures are 
collectively created, annotated and categorized in sites such as 
Last.fm1, Flickr2 or YouTube3, among others. In these sites, 
users annotate resources using a freely chosen set of keywords 
or open-ended tags. In fact, it is argued that the power of tagging 
lies in the ability for people to freely determine the appropriate 

tags for resources without having to rely on a predefined lexicon 
or hierarchy.
The downside of tagging is the constantly expanding size of 
communities using social sites and the completely unsupervised 
nature of tags that lead to a huge volume of resources to be explored 
and analysed. In consequence, the discovery of relevant resources 
becomes a time consuming and difficult task for users. Tag-based 
user profiling techniques have emerged to help users in selecting 
appropriate tags to resources, finding relevant information and 
locating like-minded users.
One important challenge in tagging is to identify the most 
appropriate tags for given content, and at the same time, to 
eliminate noisy or spam tags. The shared content is sometimes
assigned with inappropriate tags for several reasons. First of all, 
users are human beings and may commit mistakes. Moreover, it is 
possible to provide wrong tags on purpose for advertisement, self-
promotion, or to increase the rank of a particular tag in automatic 
search engines. 
Consequently, assigning free-form keywords (tags) to multimedia 
content has a risk that wrong or irrelevant tags eventually prevent 
users from the benefits of annotated content. Kennedy et al.  
analyzed the Flickr Web site and revealed that the tags provided 
by users are often imprecise and only around 50% of tags are 
truly related to an image. Beside the tag-content association, spam 
objects can take other forms, i.e., possibly manifesting as a spam 
content or a spam user (spammer). Figure 2 shows examples of 
imprecise or spam tags and content on two popular social tagging 
systems. To reduce or eliminate spams, various antispam methods 
have been proposed in the state-of-the-art research. Heymann et al. 
[6] classified antispam strategies into three categories: prevention, 
detection, and demotion. Prevention-based approaches aim at 
making it difficult for spam content to contribute to social tagging 
systems by restricting certain access types through interfaces 
(which stands for “completely automated public Turing test to 
tell computers computers and humans apart”) or  through usage 
limits (such as tagging quota, e.g., Flickr introduced a limit of 
75 tags per photo).
Detection approaches identify likely spams either manually or 
automatically by making use of, for example, machine learning 
(such as text classification) or statistical analysis (such as link 
analysis), and then deleting the spam content or visibly marking 
it as hidden to users. Finally, demotion-based approaches reduce 
the prominence of content likely to be spam.
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Fig. 1: General Model of a Social Tagging System is Represented 
as a Tripartite Graph Structure That Includes Three Kinds of Nodes 
(Objects): Users, Content, and Tags. An Edge Linking a User, a 
Tag, and a Content Represents a Tag Assignment

II. Tags Pre-Processing
Each resource in the user personomy is considered in the proposed 
approach as an example of the user interests and it is described 

with the tags other users assigned to the resource. This is known 
as the Full Tagging Activity (FTA) associated to resources, i.e., 
all tags assigned by members of the community to the.
Even though the success of tagging systems was greatly due to the 
possibility of freely determine a set of tags for a resource without 
the constraint of a controlled vocabulary, lexicon, or pre-defined 
hierarchy; the free-form nature of tagging also leads to a number 
of vocabulary problems. In this paper we deal with two common 
variations:

Inconsistently grouping of compound words consisting of • 
more than two words. Often users insert punctuation to 
separate the words, for example ancient-egypt, ancient_egypt, 
and ancientgypt;
Use of symbols in tags, symbols such as #, -, +, /, :, _, &, ! • 
are frequently used at the beginning of tags to cause some 
incidental effect such as forcing the interface to list some tag 
at the top of an alphabetical listing.

To prevent syntactic mismatches due to these reasons original 
raw tags were filtered to remove symbols such as #, -, +, /, :, _, 
&, ! , which at the same time allows joining compound words. 
After these pre-processing step tags are weighted according to 
the number of users that assign the tag to the resource so that 
the more frequently a tag is used to annotate a resource the more 
important it is to describe the resource content. Fig. 1 shows an 
example of an album in Last.fm and the tag cloud associated to 
this resource, that summarized its full tagging activity.

Fig. 1: Example of Representing an Album in Last.fm Using the Tag Cloud

III. Distinct Features
In this section, we first present a model of a social tagging system 
and then introduce a set of distinct features to distinguish between 
legitimate users and spammers in social systems.
Social tagging systems allow users to assign tags to resources shared 
online in order to enrich a resource with metadata and facilitate 
search for a particular resource, as previously explained in this 
paper. General model of a social tagging system is represented as 
a hyper-graph structure called folksonomy where the set of nodes 
consists of three kinds of objects: users, resources and tags, and 
hyper-edges connect these objects based on their relations.

Fig. 2: An Example of Folksonomy Representing a Social Tagging 
System With 3 Users, 4 Tags, 3 Resources and 5 Posts
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The folksonomy can be defined with a quaternary structure F = (U, 
T,R, P), where U represents the set of users u in the system, T is 
the set of tags t posted by users, R shows the set of resources r and 
P defines the relation existing between tags, users, and resources. 
A relation linking a user, a tag and a resource represents a post. A 
post p in folksonomy can be represented with a triple p = (u, r, Tu) 
which relates a user u who associated a resource r with a set of n 
tags Tu = {t1, t2, ..., tn}. Fig. 1 shows an example of folksonomy 
with 3 users, 4 tags and 3 resources.
Distinguishing between legitimate users and spammers in social 
tagging systems can be regarded as a classification problem. The 
most important part in any classification problem is the extraction 
of a good set of features from data. Features should represent 
data well to achieve good classification rate. Features are used 
to reduce the dimensionality of data while keeping important 
and relevant information. After studying the BibSonomy user 
behavior, we introduce 16 distinct features for each user from the 
evaluation dataset. Each user is represented with a feature vector 
consisting of 16 features which can be used by any known classifier 
to fight spam. In the following, we describe the proposed features 
in details, discuss the observation behind them and explain how 
to extract them out of a folksonomy.

II. LegitTags/SpamTags
We studied users behavior in BibSonomy and found out those 
spammers and legitimate users tend to use different languages 
for their posts. Spammers often use a fraction of legitimate user 
vocabulary, mostly popular tags, to gain higher ranks. Apart from 
this fact, they have a very distinctive jargon which is barely used 
by legitimate users. Based on these observations, we propose 
two features: LegitTags and SpamTags. LegitTags calculates 
the number of tags a user has posted which are mostly used by 
legitimate users. However, spammers also have habit to use popular 
tags that are previously posted by legitimate users. Therefore, we 
introduce a feature LegitTags which defines the probability that 
a particular tag is used only by legitimate users. Let Ut be the 
set of all users in a social tagging system who associated at least 
one resource with a tag t, Tu be the set of all tags posted by a 
user u, St be a subset of spammers in Ut and Lt be a subset of 
legitimate users in Ut. Then, the feature LegitTags for user u can 
be calculated as follows:

where δ(u, t) returns 1 if |St|/|Ut| is less than a predefined threshold 
ThLegit, otherwise it returns 0. Analogously, a feature SpamTags 
is defined as:

where σ(u, t) returns 1 if |Lt|/|Ut| is less than a predefined threshold 
ThSpam, otherwise it returns 0. Optimal threshold values for 
ThLegit and ThSpam are experimentally found, and for our 
evaluation dataset they are set to 0.21 and 0.13, respectively.

A. Tags Popularity Based Features
One characteristic of spammers is that they tend to use popular 
tags when annotating online resources to gain higher rank in a 
search by keyword scenario, as already discussed in Sections I and 
II. Based on this finding, we propose six features which address 
the popularity of tags shared in a social tagging system, namely, 
LegitPopularity, SpamPopularity, TagPopularity,DistinctLegitPo

pularity,DistinctSpamPopularity and DistinctTagPopularity. For a 
particular tag t, we define a feature LegitPopularity as the number 
of times users in Lt used tag t in their posts. In an analogous 
way, features SpamPopularity and TagPopularity represent 
the number of times tag t was assigned to resources by users 
in St and Ut, respectively. We propose three additional features 
representing tags popularity, namely DistinctLegitPopularity, 
DistinctSpamPopularity and DistinctTagPopularity. They represent 
the number of users in Lt, St and Ut who assigned tag t to at least 
one resource, respectively.

B. Exploiting Social Multimedia Content
Our approach aims at developing an efficient and effective 
framework of representations and mechanisms for the social-
oriented structuring and analysis of user created multimedia 
content. Knowledge representation and analysis of multimedia 
content, especially regarding image and video, are research 
areas with a of plethora contributions. These mostly focus on 
technological aspects, providing a great amount of methods, tools 
and techniques for the management of multimedia content. Still, it 
is a fact that existing approaches do not exploit the social aspects 
related to the end users for understanding the media.
Our work exploits the social software approach for developing a 
robust conceptual model as well as for developing the necessary 
mechanisms for the semantic enrichment of multimedia content in 
meaningful ways. Towards this, we make use of social tagging for 
the semantic enrichment of multimedia content. More specifically, 
our work concerns the development of ontologies based on concepts 
that derive from the user defined tags and can be of aid to the semantic 
interpretation and enrichment of the content [8]. This also involves 
the development of mechanisms for the automatic generation of 
tags, as the user assigned tags are not always sufficient, as was 
explained before. Furthermore, another important aspect of our work 
concerns the consistency checking and amendment of social tags. 
Fig.1 schematically depicts our content analysis approach based 
on user-generated tags (where MC stands for  Multimedia 
Content).

Fig. 1: Our Content Analysis Approach Based on the User-
Generated Tags

V. Conclusion
Online Social Networking enables collaboration relationships and 
allows exploiting these relationships for automated information 
distribution and classification. In particular, Collaborative Tagging 
Systems (CTS) have become increasingly popular for annotating 
any kind of electronic documents (e. g. web pages, images, videos) 
or even real world objects (e. g. books, consumer goods, people).
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Social software enables the sharing of huge amounts of content via 
the Internet. Sharing of content can be perceived as a collaboration 
activity resulting in the formation of online communities of various 
sizes and types. 
In this paper a tag-based profiling approach that exploits social tags 
for identifying relevant resources from folksonomies according 
to the interests of individual users was presented. One-class 
classifiers were used to learn the user interests from resources in the 
user personomy and the tags collectively assigned to them. Thus, 
collective knowledge extracted from folksonomies contributes to 
automatic, personal Web document classification. Our research 
has provided several important contributions. One of the major 
contributions is in highlighting the relevance of the notion of 
familiarity among users towards systems that employee social 
tagging, including document repositories and digital libraries. 
This finding has important practical implications for such systems 
as well. Specifically, to reduce the number of poor quality tags or 
to curb tag spamming that impede content sharing, social tagging 
systems may want to restrict tag creation to more experienced users 
who are familiar with the concept of tagging rather than allowing 
any new and inexperienced users to create tags.

References
[1] Ricoh movie tool, [Online] Available: http://www.m7itb.nist.

gov/M7Validation.html.
[2] YouTube - video sharing and tagging system, [Online] 

Available: http://www.youtube.com/.
[3] D. Bargeron, A. Gupta, J. Grudin, E. Sanocki,"Annotations 

for streaming video on the web: System design and usage 
studies", Computer Networks, 31, pp. 11-16, 1999.

[4] Alejandro Corbellini, Daniela Godoy, Silvia Schiaffino," Can 
your friends help you to find interesting multimedia content 
on Web 2.0?”.

[5] Sasan Yazdani, Ivan Ivanov, Morteza AnaLoui, Reza 
Berangi, Touradj Ebrahimi,"Spam Fighting in Social Tagging 
Systems”, K. Aberer et al. (Eds.): SocInfo 2012, LNCS 7710, 
pp. 448–461, 2012.

[6] Chei Sian Lee, Dion Hoe-Lian Goh, Khasfariyati Razikin, 
Alton Y.K. Chua,"Tagging, Sharing and the Influence of 
Personal Experience”.

[7] Christina E. Evangelou, Ioannis Kompatsiaris,"Exploiting 
Social Software to Semantically Enrich Multimedia 
Content for Online Communities”, Proceedings of the 2nd 
International Workshop on Building Technology Enhanced 
Learning solutions for Communities of Practice.

[8] Che Kao-Li, Tsung-Hsien Yang, Wei-Po Lee,“Personalized 
Multimedia Recommendation with Social Tags and 
Context Awareness”, Proceedings of the World Congress 
on Engineering 2011 Vol II WCE 2011, July 6 - 8, 2011, 
London, U.K.

[9] Ivan Ivanov, Peter Vajda, Jong-Seok Lee, Touradj 
Ebrahimi,"Trust modeling in social tagging of multimedia 
content”, Date of publication: 17 February 2012 1053-
5888/12/$31.00©2012IEEE

P.Narmada, born in Mandepudi (village), 
Amaravathi (Mandal), Guntur (Dist) 
Andhra Pradesh, India. She received 
B.Tech in C.S.E. from JNTU Kakinada, 
A.P. Presently she is Pursuing M.Tech 
in C.S.E. from Dr.Samuel George 
institute of Engineering & Technology, 
Markapur. She participated in National 
level Technical symposiums. She is 
interested in Data Warehousing and Data 
Mining areas.

B.Nagendra Reddy, is received his 
M.Tech from JNT University. He is 
working as Associate professor in the 
CSE Department. He has 6 years of 
teaching experience in Samuel George 
Institute of Engineering & Technology, 
Markapur. He has life member of ISTE.
He has interest  in the areas Data mining, 
Net work security, Computer net works  
and cloud computing and presented  

various papers in national and international 
conferences. He developed and guided many projects.

P.Pedda Sadhu Naik received B.Tech 
(CSE) Degree from JNTUniversity in 
2003 and M.Tech (CS) Degree from 
JNTUCE Anatapur in 2007.He is 
doing Ph.D from JNTUK, Kakinada in 
Computer Science under the Guidance 
of Dr T. Venu Gopal. He has 10 Years 
of teaching experience. He joined as 
Assistant Professor in Dr.Samuel George 
Institute of Engineering & Technology, 

Markapur, India in 2003. Presently he is working as Associate 
Professor and Head of the Department of CSE. His Interested 
Research areas are Image Processing and Soft  Computing. He has 
life member of ISTE and IAENG. He organized various National 
level Technical Symposiums as Convener. He Attended Various  
National and International Workshops and Coherences on image 
Processing.


