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Abstract
Use of text-based passwords is common authentication system. 
This conventional authentication scheme faces some drawbacks 
with usability and security issues that bring troubles to users. For 
example, user tends to pick passwords that can be easily guessed. 
On the contrary, if a password is hard to guess, then it is often hard 
to remember. An alternative system is required to overcome these 
problems. To deal with these drawbacks, authentication scheme 
that use image as password is proposed. In this paper, we combine 
the features of these three methods. Our proposed system is mainly 
the combination of Persuasive Cued Click Points and click-draw 
based graphical password scheme (CD-GPS). In this, users first 
choose an ordered sequence of 5 images and then select single 
image to click-draw their secrets. On remaining 4 images we 
select click points using features of PCCP (viewport and shuffle 
button). At the time of login images appear as per the decided 
sequence. For login user should click on the images for which we 
used features of PCCP for password creation and user should draw 
a secret on the previously selected image. By adding feature of 
secret drawing to PCCP , attackers fails to know that there is use 
of secret drawing technique on a image in between these images, 
unfortunately if they knows about secret drawing, they don’t get 
exact idea that on which image secret has to done .Our proposed 
system provides higher security than other techniques 
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I. Introduction
The most common method used for authentication is textual password. 
The vulnerabilities of this method like eves dropping, dictionary attack, 
social engineering and shoulder surfing are well known. Random 
and lengthy passwords can make the system secure. But the main 
problem is the difficulty of remembering those passwords. Studies 
have shown that users tend to pick short passwords or passwords that 
are easy to remember. Unfortunately, these passwords can be easily 
guessed or cracked. The alternative technique is biometrics. The major 
drawback of this approach is that such systems can be expensive 
and the identification process can be slow. There are many graphical 
password schemes that are proposed in the last decade
We deal with graphical passwords because graphical password 
schemes act as a possible alternative to text-based schemes which 
are proposed mainly by the fact that humans can remember pictures 
better than text [10]. Pictures are generally easier to be remembered or 
recognized than text, especially photos. Graphical passwords is harder 
to guess or broken by brute force. If the number of possible pictures 
is sufficiently large, the possible password space of a graphical pass-
word scheme may exceed that of text-based schemes and thus most 
probably offer improved security against dictionary attacks. The use 
of graphical password methods is gaining awareness because of these 
advantages. 
Graphical passwords were originally described by Blonder [3]. In 
his description, an image would appear on the screen, and the user 
would click on a few chosen regions of it. If the correct regions were 
clicked in, the user would be authenticated. 

II. Attacks on Graphical Password Techniques
Very less study has been done on cracking graphical passwords. 
Some of the possible techniques for breaking graphical pass-words 
are given below and a comparison with text-based pass-words. 
Brute Force Attack-The main defense against brute force attack 
is to have a sufficiently large password space. Text-based pass-
words have a password space of 94 N, where N is the length of 
the password, 94 is the number of printable characters excluding 
SPACE. In some graphical password techniques password space is 
similar to or larger than that of text-based passwords. Recogni-tion 
based graphical passwords tend to have smaller password spaces 
than the recall based methods. A brute force attack is difficult to 
carry against graphical passwords than text-based passwords. 
Automatically generated accurate mouse movement is required 
in brute force attack to reproduce human input, which is mostly 
difficult in case of recall based graphical passwords. 

A. Dictionary Attacks
Since recognition based graphical pass-words involve mouse 
input instead of keyboard input, it will be impractical to carry 
out dictionary attacks against this type of graphical passwords. 
For some recall based graphical passwords, it is possible to use 
a dictionary attack but an automated diction-ary attack will be 
much more difficult than a text based dictionary attack. Overall, 
graphical passwords are less vulnerable to dictionary attacks than 
text-based passwords. 

B. Guessing
Like a serious problem usually associated with text-based 
passwords, graphical passwords also tend to predict. For example, 
studies on the Passface technique have shown that people often 
choose weak and predictable graphical passwords. Similar 
predictability is found among the graphical passwords created 
with the DAS technique. 

C. Spyware Attack
Excluding a few exceptions, key logging or key listening spyware 
cannot be used to break graphical passwords. It is not clear whether 
“mouse tracking” spyware will be an effective tool against 
graphical passwords or not. However, mouse motion alone is 
not enough to break graphical passwords. Such infor-mation has 
to be associated with application information, such as position 
and size of window, as well as time information. 

1. Shoulder Surfing
Most of the graphical passwords are vulnerable to shoulder surfing 
like text based passwords. A few recognition-based techniques are 
designed to resist shoulder-surfing. Not any of the recall-based 
based techniques are resistant to should-surfing attack. 

III. Types of Graphical Password Techniques
In general, the graphical password techniques can be classified 
into two categories: recognition-based and recall-based graphical 
techniques. 
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A. Recognition Based System 
Using recognition-based techniques, a user is presented with a set 
of images and the user passes the authentication by recognizing and 
identifying the images he or she selected during the registration 
stage. There are many graphical password authentication schemes 
which designed by using recognition-based techniques. 
Jensen et al. [4] proposed a graphical password scheme based on 
“picture password” designed especially for mobile devices such 
as PDAs. Throughout the password creation, the user has to select 
the theme first (e.g. sea and shore, cat and dog and etc) which 
consists of thumbnail photos. The user then selects and registers 
a sequence of the selected thumbnail photo to form a password 
(Fig. 1). The user needs to recognize and identify the previously 
seen photos and touch it in the correct sequence using a stylus in 
order to be authenticated. 
However, as the numbers of thumbnail photos are limited only to 
30, the size of the password space is considered small. A numerical 
value is assigned for each thumbnail photo and the sequence of 
selection will produce a numerical password. This numerical 
password is shorter than the length of textual password. To over-
come this problem a user can select one or two thumbnail photos 
as one single action in order to create and enlarge the size of the 
password space. However, this will make the complex and difficult 
to create passwords.
Sobrado and Birget [8] produced a “moveable frame scheme”. 
This scheme is similar to their previous scheme but, only three 
passobjects were involved in this technique. One of the pass-
objects is placed into the moveable frame. To be authenticated, the 
user needs to rotate the frame until all the pass-object is locat-ed 
in a straight line (Fig. 3). To reduce the possibility of logging, 
Sobrado and Birget suggest repeat of the process a number of 
times by clicking or turning it randomly. However, this step is 
un-pleasant, confusing and lengthy since because many non-pass 
objects are involved. Sobrado and Birget last scheme is called 
“special geometric configuration”. In this scheme four pass 
objects are involved to form an intersection point (Fig. 4). To be 
authenticated, user only required to click the object nearest to the 
intersection point. 

Fig. 1: Cats and Dogs 

Fig. 2: Moveable Frame Scheme

Fig. 3: The Special Geometric Configuration

B. Recall-Based System 
In recall-based systems, the user is asked to reproduce something 
that he/she created or selected earlier during the registration 
phase. Recall based schemes can be broadly classified into two 
groups, viz. pure recall-based technique and cued recall-based 
technique. 

C. Pure Recall-Based Techniques 
In this group, users need to reproduce the passwords without any 
help or reminder by the system. Draw-A-Secret technique [8], 
Grid selection [3], and Passdoodle [5] are some examples of pure 
re-call-based techniques. 
DAS (Draw-A-Secret) scheme is the one in which the password 
is a shape drawn on a two-dimensional grid of size G * G as in 
Fig. 7. Each cell in this grid is represented by distinct rectangular 
coordinates (x, y). The values of touch grids are stored in temporal 
order of the drawing. If exact coordinates are crossed with the 
same registered sequence, then the user is authenticated. As with 
other pure recall-based techniques, DAS has many drawbacks. 
In 2002, a survey concluded that most users forget their stroke 
order and they can remember text passwords easier than DAS. 
Also, the password chosen by users are vulnerable to graphical 
dictionary attacks and replay attack. 
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Fig. 4: Example of DAS

Passdoodle, is a graphical password of handwritten drawing or 
text, normally sketched with a stylus over a touch sensitive screen 
as shown in Fig. 9. Goldberg et. al have shown that users were able 
to recognize a complete doodle password as accurately as text-
based passwords. Unfortunately, the Passdoodle scheme has many 
drawbacks. Users were fascinated by other users’ drawn doodles, 
and usually entered other users’ password merely to a different 
doodles from their own. It is concluded that the Passdoodle scheme 
is vulnerable to several attacks such as guessing, spyware, key 
logger, and shoulder surfing. 

Fig. 5: Example of Passdoodle

In 2004, the Grid selection technique was proposed by Thorpe 
and Van Oorschot [3] to enhance the password space of DAS. To 
improve the DAS security level, they suggested the “Grid Selec-
tion” technique, where the selection grid is large at the beginning,  
A fine grained grid from which the person selects a drawing grid, 
a rectangular area to zoom in on, in which they may enter their 
password as shown in fig. 8. This technique would increase the 
password space of DAS, which improves the security level at the 
same time. Actually, this technique only improves the password 
space of DAS but still carries over DAS weaknesses 

          
Fig. 6: Example of Grid Selection

IV. Proposed System
Persuasive Cued Click Points For creating Persuasive Cued Click 
Points persuasive feature is added to CCP.PCCP [1] encourages 
users to select less predictable passwords. For password creation 
PCCP uses terms like viewport & shuffle. When users creating a 
password, the images are slightly shaded except for a viewport as 
shown in the fig. to avoid known hotspots the viewport is positioned 
randomly. The most useful advantage of PCCP is attackers have 
to improve their guesses. Users have to select a click-point within 
the highlighted viewport and cannot click outside of the viewport 
unless they press the shuffle button to randomly reposition the 
viewport [1].At the time of password creation users may shuffle 
as often as desired but it slows the process of password creation. 
Only at the time of password creation, the viewport & shuffle 
button appears. After the password creation process images 
displayed normally without the viewport & shuffle button. Then 
user has to select correct click on particular image. PCCP is a good 
technology but has security problems. Fig. shows the password 
creation process including viewport & shuffle button.

                    
Fig. 7: Password Creation in PCCP 

D. Click-Draw Based Graphical Password Scheme
The purpose of click-draw based graphical password scheme 
(CD-GPS) [3] is to enhance the image-based authentication in 
both security and usability. There are mainly two steps in this 
scheme: 1. Image selection 2. Secret drawing. 1. Image selection 
In CD-GPS, the first step is the image selection. In this step users 
have to select several images from an image pool. Suppose there 
are N1 images in the image pool, then at first users should select 
n ∈ N1 images from the image pool in an order and remember 
this order of images like a story. Users should further choose k 
∈ n image from the above selected n images. k is nothing but the 
single image on which we have to draw secret. [3] 
There are total 10 images in the image pool i.e.N1 images. Users 
should first select 4 images from the image pool in story-sequence 
i.e. n images (e.g., {6, 3, 4, 7}).Then users should further select 
1 image i.e. k image (e.g., {3}) from the above 4 selected images 
to draw the secret. 
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Fig. 8:

1. Secret Drawing
This is the second step comes after the image selection. In this 
step users can freely click-draw their secrets. For constructing 
secret drawing users use series of clicks .

Fig. 9: User Draws Number “7” as The Secret 

As shown in above fig. the image is divided into a 16×16 table. 
Users can use the coordinate numbers for remembering their 
drawings. In above fig. user draw number “7” as the secret, Which 
consists of coordinates (1, 5), (1, 6), (1, 7), (2, 7), (3, 7), (4, 7) 
and (5, 7). In this technique there is not necessity to remember 
the sequence of clicks. During the authentication, users should 
re-draw their secrets accurately in the correct coordinates on the 
image [3]. 

In this paper we proposed a system in which we combine the 
features of PCCP & Click Draw Based Graphical Password 
Scheme. 

Fig. 10:

As shown in above fig. there is an image pool of 20 images(1 to 20) 
from which in the first step we simply select 5 images(3,4,9,14,18).
After that in second step we select single image(9) from previously 
selected 5 images. 
So, on the image number 9 we have to draw a secret by considering 
the coordinates & for remaining 4 images (i.e.3, 4, 14, 18) we 
use features of PCCP i.e. by using viewport & shuffle button 
we are required to create password on these 4 images. This is 
simply the password creation process of PCCP with secret draw 
technology. 
After password creation, during login as shown in following fig 
at first image 3 will be displayed, if we click on the correct click 
point of that image then image 4 will be displayed but if one can 
failed to click on the correct click point of image 3 then several 
other images will be displayed. Same for image 4, if user clicks at 
correct click point then image 9 will be displayed otherwise several 
other images from the image pool will be displayed. Then on 
image 9 we have to draw a secret because previously in password 
creation we selected that image for secret drawing. If we draw 
correct secret on image 9, image 14 will be displayed otherwise 
several other images from image pool will be displayed. On image 
14 user have to click at correct click point which is decided at 
password creation process using  viewport & shuffle button, if it 
is correct then image 18 will be displayed otherwise several other 
images from image pool are displayed. When user clicks at correct 
click point on image 18, then it displays that “Your password is 
correct” & it will authenticate the user. When user fails to click 
at correct point on last image then it will display that “You have 
entered incorrect password. Try again.” 
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Fig. 11:

IV. Conclusion
Our proposed scheme has various advantages such as it will be hard 
for attackers to guess the password because using feature of PCCP 
pattern formation attacks and HOTSPOTS will be removed using 
viewport & shuffle button. By adding feature of secret drawing to 
PCCP, attackers fails to know that there is use of secret drawing 
technique in between these images, unfortunately if they knows 
about secret drawing, they don’t get exact idea that on which image 
secret has to be done .The one more advantage is that the message 
of correct password or incorrect password is displayed after the 
final click only, by this feature it will hard for attackers to find 
on which image their guess is correct or incorrect. So by this our 
proposed scheme will provide higher security in authentication. 
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