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Abstract
Machines used by crackers are the main security threats on the 
web. They launch various attacks to spread the malware and 
DDoS. The system used by the crackers called as compromised 
system and are involved in the spamming activities, commonly 
known as spam zombies. In this paper, we discuss a system called 
SPOT which is used for spam zombie detection considering 
the outgoing messages of a network. SPOT is designed using 
Sequential Probability Ratio Test, which is a statistical tool based 
on false positive and false negative error rates. FireCol is act 
as Intrusion Prevention Systems (IPSs) located at the Internet 
service providers. The IPSs creates virtual protection rings to 
protect selected traffic information. We also concentrated on the 
performance of SPOT system using e-mail tracing method. Our 
experiment shows that SPOT is an effective and efficient system 
in detecting spam zombie in the network. We also compare the 
performance of SPOT with other method and concluded that SPOT 
is more efficient than the existing one. 
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I. Introduction
The presence of compromised machines has been the main security 
problem on the internet. These machines are repeatedly used to 
launch security attacks like spamming and spreading malware, 
DDoS, and identity theft [1,10,14]. The volume and range of 
compromised machines leave the present security safety measures 
ineffective and makes it very hard to prevent attacks perpetuated 
by compromised machines.  Network administrators of all sizes try 
their level best to discover and repair the compromised machines 
identified in the network. The focus in this paper is mainly on 
identification of compromised machines that mainly does the work 
of sending spam zombies or spam messages.
Many compromised machines are widely involved in spamming 
activity, so controllers try to get as many compromised machines as 
they can [17,19,25]. Recent research studies are mainly focused on 
the aggregate global characteristics of spamming botnets (networks 
of compromised machines involved in spamming) such as the size 
of botnets and the spamming patterns of botnets, based on the 
sampled spam messages received at a large e-mail service provider 
[25-26].  However, the messages that are generated locally will 
not give the aggregate large-scale spam view required by these 
approaches. The online detection criteria cannot be provided by 
the above approaches in the considered environment. Sequential 
detection problem arises as a result of observing messages in 
sequential order. We design a spam zombie detection system, 
named SPOT in this paper by considering outgoing messages. 
Based on SPRT(Sequential Probability Ratio Test) developed by 
Wald in his seminal work [21], SPOT is designed.
SPRT is a powerful statistical method that can be used to test 
between two hypotheses (in our case, a machine is compromised 
versus the machine is not compromised), as the events (in our case, 
outgoing messages) occur sequentially. As a simple and powerful 
statistical method, SPRT has a number of desirable features. It 
minimizes the expected number of observations required to reach 
a decision among all the sequential and non sequential statistical 

tests with no greater error rates. This means that the SPOT detection 
system can identify a compromised machine quickly. Moreover, 
both the false positive and false negative probabilities of SPRT 
can be bounded by user-defined thresholds. Consequently, users 
of the SPOT system can select the desired thresholds to control 
the false positive and false negative rates of the system.
This paper, describes a new method called SPOT detection 
system which assist system administrators to identifying the 
compromised machines in their networks. We also concentrated 
on the performance of SPOT system using e-mail tracing method. 
Our experiment shows that SPOT is an effective and efficient 
system in detecting spam zombie in the network. We also compare 
the performance of SPOT with other method and concluded that 
SPOT is more efficient than the existing one.

II. Sequential Probability Ratio Test
The SPRT is an application of hypothesis testing in which a random 
process is observed sequentially, and at each observation a log 
likelihood ratio is compared to two thresholds that are determined 
by the  prescribed error rates. If a threshold is reached or crossed, 
a decision regarding the null or alternative hypotheses is reached 
(alarm or “all-clear”) [1-2]. In this framework the decision time is 
a random variable and depends on the true count rate λ . A crucial 
difference between this sequential approach and the SIT is that the 
latter is inconclusive when an alarm is not raised, whereas with the 
SPRT one can continue observing until the test concludes either 
H0 or H1 .  Relationships for the average time to make a decision 
under H0 and H1 using the SPRT algorithm are derived below.
Within each time interval of length ∆T the sensor count is modelled 
as a Poisson random variable, where the average background and 
background plus signal counts per time interval are given byλ0 ∆T 
and »1 ∆T , respectively. Let Xn be the total sensor count at step 
n with unknown count rate λ and let that xi represent the sensor 
count within the ith interval, so that  let Zi is the log 
livelihood ratio then

Where f I is the probability density of xi under Hj.
To ease exposition and practical computation, we compute the 
logarithm of the probability ratio instead of the probability ratio 
in the description of SPRT. For any positive integer n = 1; 2; ..., 
define

This we call it as Bernoulli’s experiment.

III. SPOT Detection Algorithm
SPOT is designed based on the statistical tool SPRT we discussed 
in the last section. In the context of detecting spam zombies in 
SPOT, we consider H 1 as a detection and H as normality. That 
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is, H1 is true if the concerned machine is compromised, and H 
0 is true if it is not compromised. In addition, we let X 0 = 1 if 
the ith message from the concerned machine in the network is 
a spam, and X I = 0 otherwise. Recall that SPRT requires four 
configurable parameters from users, namely, the desired false 
positive probability α , the desired false negative probability β, 
the probability that a message is a spam when H0 is true, and 
the probability that a message is a spam when H1 is true (θ). We 
discuss how users configure the values of the four parameters 
after we present the SPOT algorithm. Based on the user-specified 
values of α and β, the values of the two boundaries A and B 
of SPRT are computed using (5). In the following, we describe 
the SPOT detection algorithm. Algorithm 1 outlines the steps of 
the algorithm. When an outgoing message arrives at the SPOT 
detection system, the sending machine’s IP address is recorded, 
and the message is classified as either spam or non spam by the 
(content-based) spam filter. For each observed IP address, SPOT 
maintains the logarithm value of the corresponding probability 
ratio, whose value is updated according to (3) as message n arrives 
from the IP address (lines 6 to 12 in Algorithm 1). Based on the 
relation between ˄ , A and B the algorithm determines if the 
corresponding machine is compromised, normal, or a decision 
cannot be reached and additional observations are needed (lines 
13 to 21).

added into the list of potentially compromised machines that 
system administrators can go after to clean. The message-sending 
behaviour of the machine is also recorded should further analysis 
be required. Before the machine is cleaned and removed from the 
list, the SPOT detection system does not need to further monitor 
the message sending behaviour of the machine.

Firecol System

1. FireCol Metrics 

With set of rules = [ ]





∈ ni

ri

,0
 , FireCol Maintains the 

following frequency and entropy based metrics.

(i). Frequency
The frequency is the proportions of packets matching rule  ri  
within a detection window 

  (1)
Where f I  is the number of packets coordinated by rule r during the 
detection window. Note that every customer  |ie[0,n]} is complete, 
in the sense that every packet must match at least one rule. This 
is ensured by always having a default rule matching all traffic not 
covered by the supplied rules. The frequency distribution is then 
defined as f= {f , fn}. 

(ii). Entropy
The entropy measures H the evenness of distribution of rule 
frequencies. If all frequencies are equal (uniform distribution), 
the entropy is maximal, and the more skewed the frequencies are, 
the lower the entropy is. Fig. 3 shows the frequencies of three 
rules r , r2, and r3 from three distributions representing different 
detection windows (t, t2, t3) and values for entropies and relative 
entropies.

(iii). Relative Entropy 
The relative entropy metric (f,f’ )measures the dissimilarity between 
two distributions ( and ). If the distributions are equivalent, the 
relative entropy is zero, and the more deviant the distributions 
are, the higher it becomes

2. FireCol Components 
The FireCol system is composed of several collaborating IPSs 
each enriched with the following components. 

(i). Packet Processor
The packet processor examines traffic and updates elementary 
metrics (counters and frequencies) whenever a rule is matched. 

(ii). Metrics Manager
The metrics manager computes entropies [(2)] and relative 
entropies [(4)].

(iii). Selection Manager
The detection window ended event (fig. 1) is processed by the 
selection manager, which checks whether the traffic during the 
elapsed detection window was within profile. It does so by checking 
whether the traffic distribution represented by frequencies follows 
the profile.  If there is a flooding DDoS attack, the traffic volume 
increases and so does the frequency of some rules. Thus, a rule 
with a frequency higher than a certain threshold and a certain 
deviation from the profile will be selected as a potential  attack 
at time t iff 

In our implementation, the traffic profile is based on a weighted 
moving average update d as follows: 
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Is fixed to 0.5 to give an equivalent weight to the current and past 
traffic activities.

(a). Low Entropy and High Rule Frequency
In this case, the attack is only potential, but not as much as when 
the entropy is high. In Fig. 4, the black distribution has several 
high and low frequencies, and it is not clear if the high frequencies 
represent direct threats as they can be only due to the low values 
of other frequencies.

(b). High Entropy and Low Rule Frequency
This case represents a potential threat. Here, all frequencies are
about the same, making it not a threat as the frequency is low. 
However, since it is increasing and deviates from the profile (first 
selection by the selection manager) [(5) and (6)], it may surpass 
other frequencies later on in time.

A. Parameter Selection in SPOT Algorithm
SPOT requires four user-defined parameters: α  , β, γ. In the 
following, we discuss how a user of the SPOT algorithm configures 
these parameters, and how these parameters may affect the 
performance of SPOT. As discussed in the previous section, α 
and β are the desired false positive and false negative rates. They 
are normally small values in the range from 0.01 to 0.05, which 
users of SPOT can easily specify independent of the behaviours 
of the compromised and normal machines in the network. 
In general, a smaller value of α and β will require a larger number 
of observations for SPOT to reach detection. Ideally, θ1 and θ2 
should indicate the true probability of a message being spam from a 
compromised machine and a normal machine, respectively, which 
are hard to obtain. A practical way to assign values to θ0 and θ1 
is to use the detection rate and the false positive rate of the spam 
filter deployed together with the spam zombie detection system, 
respectively. Given that all the widely used spam filters have a 
high detection rate and low false positive rate [20].

B. Experimental Results

Fig. 2: Spot Detection

In this section, we evaluate the performance of SPOT based on 
the collected FSU e-mails. In all the studies, we set α = 0.01, β = 
0.01, θ1 = 0.9 ,θ0= 0.2. There are 440 FSU internal IP addresses 

observed in the e-mail trace. SPOT identifies 132 of them to be 
associated with compromised machines. In order to understand 
the performance of SPOT in terms of the false positive and false 
negative rates, we rely on a number of ways to verify if a machine 
is indeed compromised. First, we check if any message sent from 
an IP address carries a known virus/ worm attachment. If this is 
the case, we say we have a confirmation. 

Fig. 3: Spot IP Capture

Finally, scores are also affected by an aging factor as follows: 

Fig. 4: Overhead Reduction Msg

From a practical point of view, scores sent by the same  IPS to 
the same downstream IPS are combined in one message to reduce 
the overhead. 

IV. Conclusion and Future Work
In this formulation, we propose a new skeleton to improve the 
security at a higher offensive level. The primary point is meander 
IPSs can communicate to each other in represent to exchange 
valuable information but not too extremely in order to avoid an 
attack whose the  goal would be to bow down  this encrypt (denial 
of service on the security infrastructure). Conformably, we propose 
a system where trade subscribes to the distributed protection 
service simple message exposed to at long last proscription the 
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service to be used by unsubscribing customers. The collaboration 
takes place flip vertical communication to help to make this choice 
and flip horizontal communication to get a complete view of the 
traffic going into the client. 
The simulation proves that a good accuracy can be obtained and 
that our framework presents a real benefit because the multilevel 
processes to detect attacks filter a lot of packets and extract only 
interesting rules. Thus the number of false alerts is decreased 
and the IPS can inspect in more details the suspect rules. Due to 
these facts we are convinced that our framework is scalable and 
can provide a real alternative to classical IPSs or other security 
equipments by distributing the detection. As a future work, we 
plan to extend FireCol to support different IPS rule structures.
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