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Abstract
Detecting and localizing latency-related problems at router and 
switch levels is an important task to network operators as latency-
critical applications in a data center network become popular. 
The resulting fine-grained measurement demands cannot be met 
effectively by existing technologies, such as SNMP, NetFlow, or 
active probing. Instrumenting routers with a hash-based primitive 
has been proposed that called as Lossy Difference Aggregator 
(LDA) to measure latencies down to tens of microseconds even 
in the presence of packet loss. Because LDA does not modify or 
encapsulate the packet, it can be deployed incrementally without 
changes along the forwarding path. When compared to Poisson-
spaced active probing with similar overheads, LDA mechanism 
delivers orders of magnitude smaller relative error. To measure the 
latency accurately, to propose a method, LDA (Lossy Difference 
Aggregator), which accurately measures loss and delay over short 
timescales while providing strong bounds.
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I. Introduction
As many data centers today host latency-critical applications such 
as web search, retail advertising and recommendation systems, 
network operators are consciously trying to guarantee low end-
to-end latency. End to end latency observed by clients consists 
of two main components—between client and the data center, 
and within the data center. To reduce the latency between the 
client and data centers, many service providers today heavily 
rely on infrastructures like Content Distribution Networks (CDN) 
where their customers’ traffic is served at the data center closest 
to customers’ networks as possible to minimize latency. In this 
paper, we are concerned mainly with the other component, namely, 
latency within a data center.

A. Storage Area Network
A storage Area Network (SAN) is a dedicated network that 
provides access to consolidated, block level data storage. SANs 
are primarily used to make storage devices, such as disk arrays, 
tape libraries, and optical jukeboxes, accessible to servers so that 
the devices appear like locally attached devices to the operating 
system. A SAN typically has its own network of storage devices 
that are generally not accessible through the local area network 
by other devices. The cost and complexity of SANs dropped in 
the early 2000s to levels allowing wider adoption across both 
enterprise and small to medium sized business environments.
A storage Area Network (SAN) is a dedicated network that 
provides access to consolidated, block level data storage. SANs are 
primarily used to make storage devices, such as disk arrays, tape 
libraries and optical jukeboxes, accessible to servers so that the 
devices appear like locally attached devices to the operating 
system. A SAN typically has its own network of storage devices 
that are generally not accessible through the local area network 
by other devices. 

A SAN does not provide file abstraction, only block-level 
operations. However, file systems built on top of SANs do provide 
file-level access, and are known as SAN file systems or shared 
disk file systems.

Current routers typically support two distinct accounting • 
mechanisms: SNMP and  NetFlow.
Operators of latency-critical networks are forced to use • 
external monitoring mechanisms in order to collect a 
sufficient number of samples to compute accurate estimates. 
The simplest technique is to send end-to-end probes across 
the network.

B. Simple Network Management Protocol (SNMP) 
SNMP is an “Internet-standard protocol for managing devices 
on IP networks.” Devices that typically support SNMP include 
routers, switches, servers, workstations, printers, modem 
racks, and more”. It is used mostly in network management 
systems to monitor network-attached devices for conditions 
that warrant administrative attention. SNMP is a component of 
the Internet Protocol Suite as defined by the Internet Engineering 
Task Force (IETF). It consists of a set of standards for network 
management, including an application layer protocol, a 
database schema, and a set of data objects. 

C. Principle of SNMP Communication
SNMP exposes management data in the form of variables on the 
managed systems, which describe the system configuration. These 
variables can then be queried (and sometimes set) by managing 
applications.
In typical SNMP uses, one or more administrative computers, 
called managers, have the task of monitoring or managing a group 
of hosts or devices on a computer network. Each managed system 
executes, at all times, a software component called an agent which 
reports information via SNMP to the manager.
Essentially, SNMP agents expose management data on the managed 
systems as variables. The protocol also permits active management 
tasks, such as modifying and applying a new configuration through 
remote modification of these variables. The variables accessible 
via SNMP are organized in hierarchies. These hierarchies, and 
other metadata (such as type and description of the variable), are 
described by Management Information Bases (MIBs).
An SNMP-managed network consists of three key components:

Managed device• 
Agent — software which runs on managed devices• 
Network Management System (NMS) — software which • 
runs on the manager

A managed device is a network node that implements an 
SNMP interface that allows unidirectional (read-only) or 
bidirectional access to node-specific information. Managed 
devices exchange node-specific information with the NMSs. 
Sometimes called network elements, the managed devices can 
be any type of device, including, but not limited to, routers, access 
servers, switches, bridges, hubs, IP telephones, IP video cameras, 
computer hosts, and  printers.
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An agent is a network-management software module that resides on 
a managed device. An agent has local knowledge of management 
information and translates that information to or from an SNMP 
specific form.
A network Management System (NMS) executes applications that 
monitor and control managed devices. NMSs provide the bulk 
of the processing and memory resources required for network 
management. One or more NMSs may exist on any managed 
network.

Fig. 1: Principle of SNMP Communication

II. SAN and NAS

Fig. 2: Hybrid Using DAS, NAS and SAN Technologies

Despite the differences between SAN and NAS, it is possible to 
create solutions that include both technologies.
Network-Attached Storage (NAS), in contrast to SAN, uses file-
based protocols such as NFS or SMB/CIFS where it is clear that the 
storage is remote, and computers request a portion of an abstract 
file rather than a disk block.

A. Benefits
Sharing storage usually simplifies storage administration and adds 
flexibility since cables and storage devices do not have to be 
physically moved to shift storage from one server to another.
Other benefits include the ability to allow servers to boot from the 
SAN itself. This allows for a quick and easy replacement of faulty 
servers since the SAN can be reconfigured so that a replacement 
server can use the LUN of the faulty server. While this area of 
technology is still new many view it as being the future of the 
enterprise datacenter. 

Fig. 2: Low End-to-End Latency Applications

SANs also tend to enable more effective disaster recovery processes. 
A SAN could span a distant location containing a secondary 
storage array. This enables storage replication either implemented 
by disk array controllers, by server software, or by specialized 
SAN devices. Since IP WANs are often the least costly method 
of long-distance transport, the Fibre Channel over IP (FCIP) and 
iSCSI protocols have been developed to allow SAN extension 
over IP networks. The traditional physical SCSI layer could only 
support a few meters of distance - not nearly enough to ensure 
business continuance in a disaster. 
On the particular scenario, the two end points between which 
latency and loss measurements are required vary. For example, in 
a market data network architecture (shown in fig. 2(a)), data feeds 
from content providers (e.g., stock exchanges) are often provided 
to individual brokerages using Financial Service Providers (FSPs). 
In this scenario, the FSPs may want to provide a latency SLA of a 
few microseconds through their network from the content provider 
to the brokerage; hence measurements between these edges are 
crucial. In a typical data center network running low-latency 
applications, there are clusters of servers interconnected with 
storage servers, tape arrays and other such infrastructure(as shown 
in fig. 2(b)). In such cases, one could easily imagine stringent 
latency requirements between server and storage cluster, or across 
two different server rack switches, or even from an edge router to 
another edge router within a multi-rooted tree topology.

Lossy Difference Aggregator (LDA), fine-grain latency and • 
loss measurement that can be cheaply incorporated within 
routers.
LDA accurately measures loss and delay over short timescales • 
while providing strong bounds on its estimates, enabling 
operators to detect short-term deviations from long-term 
means within arbitrary confidence levels. Active probing 
requires 50–60 times as much bandwidth to deliver similar 
levels of accuracy.
Operators can use a classifier to configure an LDA to measure • 
the delay of particular traffic classes to differing levels of 
precision, independent of others. 
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III. MPlane Architecture
We first discuss the latency measurement requirements in different 
domains

A. Requirements
An application’s latency requirements depend greatly on its 
intended deployment scenario. In the datacenter environment, 
back-end storage-area networks are among the most demanding 
applications, and Fiber Channel has emerged to deliver similar 
latencies between CPUs and remote disks, replacing the traditional 
I/O bus. Automated trading applications have even more stringent 
requirements, as delays larger than 100 s can lead to arbitrage 
opportunities that can be leveraged to produce large financial gains. 
Additionally, high-performance computing applications have 
also begun to place increased demands on datacenter networks. 
Infiniband, the de facto interconnect, offers latencies of 1 s or less 
across an individual switch and 10 s end to end. While obsessing 
over a few microseconds may seem excessive to an Internet user, 
modern CPUs can “waste” thousands of instructions waiting for 
a response delayed by a microsecond.
While latency demands obviously cannot be as stringent in the 
wide area, a number of applications are quite sensitive to delay 
on the order of tens to hundreds of milliseconds. For instance, 
interactive multimedia games (e.g., World of Warcraft, Quake) 
require fast-paced interaction and can be severely degraded by 
Internet latencies. While techniques such as dead reckoning 
can ameliorate the impacts, latencies of more than 200 ms are 
considered unplayable. Interactive applications such as video 
conferencing have strict limits on buffer length, and excess jitter 
substantially diminishes the user experience.
For example, Cisco’s recommendations for VoIP and video 
conferencing include an end-to-end, one-way delay of no more 
than150 ms, jitter of no more than 30 ms, and less than 1% 
loss.
While we focus initially on the datacenter environment—where 
the need is more immediate—we discuss later how the MPLANE 
architecture can be applied to the wide area as well.
Metrics: Each of these domains clearly needs the ability to measure 
the average latency and loss on paths, links, or even link segments. 
However, in addition, the standard deviation of delay is important 
because it not only provides an indication of jitter, but further 
allows the calculation of confidence bounds on individual packet 
delays. For example, one might wish to ensure that, say, 98% 
of packets do not exceed a specified delay. (The maximum per-
packet delay would be even better, but we show below that it is 
impossible to calculate efficiently.)

Fig. 3: Path Decomposed Into Measurement Segments

B. Key Idea: Segmented Measurement
The majority of operators today employ active measurement 
techniques that inject synthetic probe traffic into their network to 
measure loss and latency on an end-to-end basis. While these tools 
are based on sound statistical foundations, active measurement 
approaches are inherently intrusive and can incur substantial 
bandwidth overhead when tuned to collect accurate fine-grained 
measurements, as we demonstrate later.
Rather than conduct end-to-end measurements and then attempt 
to use tomography or inference techniques to isolate the latency 
of individual segments, we propose to instrument each segment 
of the network with our new measurement primitive. Thus, in our 
model, every end-to-end path can be broken up into what we call 
measurement segments. 

IV. Segment Measurement Using LDA
We focus on a single measurement segment between a sender and 
a receiver. We assume that the segment provides first-in–first-out 
(FIFO) packet delivery. While the sender and receiver could be, in 
general, arbitrary measurement points, it is difficult to guarantee 
FIFO packet delivery across two routers. Thus, in this paper, we 
focus on segments such as an ingress–egress interface pair of a 
router where packet ordering is typically guaranteed. In practice, 
packets are commonly load-balanced across router interfaces, but 
since TCP interacts poorly with reordering, packets are typically 
re-sequenced before sending out on the egress interface. In 
such a case, we assume that measurement is conducted after the 
resequencing points so that the FIFO assumption is still valid.
We further assume that the segment endpoints are tightly time 
synchronized (to within a few microseconds). Microsecond 
synchronization is easily maintained within a router today and 
exists within a number of newer commercial routers. These routers 
use separate hardware buses for time synchronization that directly 
connect the various synchronization points within a router such as 
the input and output ports; these buses bypass the packet paths that 
have variable delays. Hence, the time interval between sending 
and receiving of synchronization signals is small and fixed. Given 
that most of the variable delays and loss is within routers, our 
mechanism can immediately be deployed within routers to allow 
diagnosis of the majority of latency problems.
Microsecond synchronization is also possible across single links 
using proposed standards such as IEEE 1588. Router vendors 
such as Cisco have already begun to incorporate this standard 
into their next-generation switches. If the clocks at sender and 
receiver differ by , then all latency estimates will have an additive 
error of as well.
We divide time into measurement intervals of length over which 
the network operator wishes to compute aggregates. We envisage 
values of on the order of a few hundred milliseconds or even 
seconds. Smaller values of would not only take up network 
bandwidth, but would generate extra interrupt overhead for any 
software processing control packets. For simplicity, we assume 
that the measurement mechanism sends a single (logical) control 
packet every interval. (In practice, it may need to be sent as 
multiple frames due to MTU issues.)
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Fig. 4: LDA With n Banks of m Rows

E. Update Procedure
Formally, the update procedure is as follows. Let denote a 
packet, h(x) the row hash function, and g(x) the bank sampling 
hash function. The row hash function maps h(x)  to a row index 
distributed uniformly between 1 and m The sampling hash function 
g(x)  maps x to bank J , where g(x) = J with probability g(x) = 0 
. In our analysis, we assume that and are 4-universal (which is 
amenable to efficient implementation), although in practice this 
may not be necessary. We use the special value to denote that 
the packet is not sampled. Upon processing a packet at time , 
timestamp is added to the timestamp accumulator at position ( g(x), 
h(x) ), and the corresponding packet counter is incremented. If g(x) 
= 0, then the packet is simply ignored. Using to denote the m * n 
array of timestamp accumulators and S to denote corresponding 
array packet counters, the procedure is as follows:

F. Incremental Deployment of MPlane
In this section, we discuss how MPLANE can be incrementally 
deployed. In typical ISP networks, measurement servers are 
typically connected to the edge routers, and active probes are 
injected between all pairs of servers to measure the health of the 
network. Tomographic techniques can then be applied to infer 
individual hop and link latencies. In datacenter networks, it is 
not clear that this approach works well because:
1. Active probes require way too much probing bandwidth for 
them to be accurate
2. Inference is typically under constrained and may not be 
accurate.
We can solve the second problem by just essentially placing 
measurement servers across each and every link in the network. We 
cannot, however, solve the first problem unless we upgrade routers 
with data structures such as LDAs. In a clean-slate deployment, 
all routers are upgraded to include native latency measurement 
techniques such as LDAs; we refer to these upgraded routers as 

m-routers. In this scenario, there is no need for any measurement 
servers for fault localization purposes, although they may still be 
required for end-to-end measurements. Given it may be difficult 
to perform such a “forklift” upgrade, we propose the following 
incremental deployment strategy that blends the active probes 
approach (with reduced accuracy measurements in some portions 
of the network) with upgraded routers that support LDAs (with 
high-fidelity measurements in those routers).

Fig. 5: Partial Deployment and Clean-Slate Design of the 
MPLANE Architecture. (a) Current Topology. (b) Partially 
Upgraded Topology

Fig. 6: Few Shortest-Path Trees Constructed Locally by the 
m-Servers and the m-Routers to Determine Which Set of Segments 
to Monitor D2. Here Refers to the Second Shortest Path form D 
to Dsince Can be Reached Via Multiple Shortest Paths

Our incremental deployment strategy involves three main steps. 
In the first step, the set of measurement servers connected directly 
to the m-routers is removed since its functionality is subsumed 
by the m-routers. Furthermore, the set of measurement servers 
directly connected to non upgraded routers is transformed into, 
what we call, m-servers. The m-servers are basically measurement 
servers that are capable of listening to the topology updates (OSPF 
LSAs) in the network, and are thus capable of reconstructing 
the forwarding paths in the network similar to the m-routers. 
For example, in fig. 5, we show a toy topology with six routers 
connected via undirected edges and associated edge costs. Attached 
to each of the routers is a measurement server [shown in fig. 6(a)] 
that issues data-plane probes to other such measurement servers 
to measure path properties of interest. In fig. 6(b), we show the 
topology when two out of the six routers are upgraded to m-routers, 
and the measurement servers are converted to m-servers.
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In order to identify candidate routers to upgrade, we guide the 
search in the direction of reducing the probe hop-count metric as 
much as possible. In particular, we select the routers that reduce 
the probe hop count the most. The exact algorithm is shown in 
Algorithm 1.

V. Conclusion
Measurement tools are badly needed to determine fine-grain 
latencies and losses that can affect application SLAs in data 
center environments. Existing scalable approaches such as LDA 
designed for switch-level measurements works poorly for end-
to-end measurements in the presence of packet reordering which 
actually happens in IP networks.
Furthermore, we adapt the classic approach to L2-norm estimation 
in a single stream to also calculate the standard deviation of delay. 
Loss estimation, of course, falls out trivially from these data 
structures. We emphasize that our mechanism complements—but 
does not replace—end-to-end probes. Customers will continue 
to use end-to-end probes to monitor the end-to-end performance 
of their applications. Furthermore, it is unlikely that LDA will 
be deployed at all links along many paths in the near future. 
However, LDA probes can proactively discover latency issues, 
especially at very fine scales, that a network manager can then 
address. Moreover, if an end-to-end probe detects a problem, a 
manager can use the LDA mechanism on routers along the path 
to better localize the problem.
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