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Abstract
Providing security in WSN is became a challenge to the researchers. 
Mostly the problem like Packet dropping and modification are 
very frequently occurring problem in wireless sensor network 
which create interrupt in communication. There are many method 
proposed to overcome this problem but a few has been succeed 
till now. In this paper we proposed an effective scheme which 
can successfully identify the attacker or intruder who try to 
drop or modify packets. We have done sufficient simulation and 
experiment to shows the efficiency of the scheme.
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I. Introduction
In WSN, sensor nodes monitor the environment, detect events 
of interest, produce data, and collaborate in forwarding the data 
toward a sink, which could be a gateway, base station, storage 
node, or querying user. Because of the ease of deployment, the 
low cost of sensor nodes and the capability of self-organization, 
a sensor network is often deployed in an unattended and hostile 
environment to perform the monitoring and data collection tasks. 
When it is deployed in such an environment, it lacks physical 
protection and is subject to node compromise. After compromising 
one or multiple sensor nodes, an adversary may launch various 
attacks [1] to disrupt the in-network communication. Among these 
attacks, two common ones are dropping packets and modifying 
packets, i.e., compromised nodes drop or modify the packets that 
they are supposed to forward. To deal with packet droppers, a 
widely adopted countermeasure is multipath forwarding [2-5], in 
which each packet is forwarded along multiple redundant paths 
and hence packet dropping in some but not all of these paths 
can be tolerated. To deal with packet modifiers, most of existing 
countermeasures [6-9] aim to filter modified messages en-route 
within a certain number of hops. These countermeasures can 
tolerate or mitigate the packet dropping and modification attacks, 
but the intruders are still there and can continue attacking the 
network without being caught. 
To locate and identify packet droppers and modifiers, it has 
been proposed that nodes continuously monitor the forwarding 
behaviors of their neighbors [10-15] to determine if their neighbors 
are misbehaving, and the approach can be extended by using the 
reputation based mechanisms to allow nodes to infer whether a 
non neighbor node is trustable [16-19]. This methodology may be 
subject to high-energy cost incurred by the promiscuous operating 
mode of wireless interface; moreover, the reputation mechanisms 
have to be exercised with cautions to avoid or mitigate bad mouth 
attacks and others. Recently, Ye et al. proposed a Probabilistic 
Nested Marking (PNM) scheme [20]. But with the PNM scheme, 
modified packets should no t be filtered out en route because they 
should be used as evidence to infer packet modifiers; hence, it 
cannot be used together with existing packet filtering schemes.
In this paper, we propose a simple yet effective scheme to catch 
both packet droppers and modifiers. In this scheme, a routing 
tree rooted at the sink is first established. When sensor data are 
transmitted along the tree structure toward the sink, each packet 
sender or forwarder adds a small number of extra bits, which 

is called packet marks, to the packet. The format of the small 
packet marks is deliberately designed such that the sink can 
obtain very useful information from the marks. Specifically, based 
on the packet marks, the sink can figure out the dropping ratio 
associated with every sensor node, and then runs our proposed 
node categorization algorithm to identify nodes that are droppers/
modifiers for sure or are suspicious droppers/modifiers. As the 
tree structure dynamically changes every time interval, behaviors 
of sensor nodes can be observed in a large variety of scenarios. 
As the information of node behaviors has been accumulated, the 
sink periodically runs our proposed heuristic ran kin g algorithm 
s to identify most likely bad node s from suspiciously bad nodes. 
This way, most of the bad nodes can be gradually identified with 
small false positive.
Our proposed scheme has the following features:
(1). Being effective in identifying both packet droppers and 
modifiers, (2). Low communication and energy overheads, and 
(3). Being compatible with existing false packet filtering schemes; 
that is, it can be deployed together with the false packet filtering 
schemes, and therefore it cannot only identify intruders but also filter 
modified packets immediately after the modification is detected. 
Extensive simulation on ns-2 simulator has been conducted to 
verify the effectiveness and efficiency of the proposed scheme 
in various scenarios.

II. Mitigating Routing Misbehavior in Mobile Ad-Hoc 
Networks
This paper describes two techniques that improve throughput in 
an ad hoc network in the presence of nodes that agree to forward 
packets but fail to do so. To mitigate this problem, we propose 
categorizing nodes based upon their dynamically measured 
behavior. We use a watchdog that identifies misbehaving nodes and 
a path rater that helps routing protocols avoid these nodes. Through 
simulation we evaluate watchdog and path rater using packet 
throughput, percentage of overhead (routing) transmissions, and 
the accuracy of misbehaving node detection. When used together 
in a network with moderate mobility, the two techniques increase 
throughput by 17% in the presence of 40% misbehaving nodes, 
while increasing the percentage of overhead transmissions from the 
standard routing protocol’s 9% to 17%. During extreme mobility, 
watchdog and path rater can increase network throughput by 27%, 
while increasing the overhead transmissions from the standard 
routing protocol’s 12% to 24%.

III. Catching “Moles” in Sensor Networks
False data injection is a severe attack that compromised sensor 
nodes (“moles”’) can launch. These moles inject large amount of 
bogus traffic that can lead to application failures and exhausted 
network resources. Existing sensor network security proposals 
only passively mitigate the damage by filtering injected packets; 
they do not provide active means for fight back. This paper 
studies how to locate such moles within the framework of packet 
marking, when forwarding moles collude with source moles to 
manipulate the marks. Existing Internet trace back mechanisms 
do not assume compromised forwarding nodes and are easily 
defeated by manipulated marks. We propose a Probabilistic Nested 
Marking (PNM) scheme that is secure against such colluding 
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attacks. No matter how colluding moles manipulate the marks, 
PNM can always locate them one by one. We prove that nested 
marking is both sufficiently and necessarily to resist colluding 
attacks. PNM also has fast-trace back within about 50 packets; 
it can track down a mole up to 20 hops away from the sink. This 
virtually prevents any effective data injection attack: moles will 
be caught before they have injected any meaningful amount of 
bogus traffic.

IV. System Model

A. Net Work Assumptions
We consider a typical deployment of sensor networks, where 
a large number o f sensor node s are randomly deployed in a 
two dimensional area. Each sensor node generates sensory data 
periodically and all these nodes collaborate to forward packets 
containing the data toward a sink. The sink is located within the 
network. We assume all sensor nodes and the sink are loosely 
time synchronized [21], which is required b y man y applications. 
Attack resilient time synchronization schemes, which have been 
widely investigated in wireless sensor networks [22-23], can be 
employed. The s ink is aware of the network topology, which can 
be achieved by requiring nodes to report their neighboring nodes 
right after deployment.

B. Security Assumptions and Attack Model
We assume the network sink is trustworthy and free of compromise, 
and the adversary cannot successfully compromise regular sensor 
nodes du ring the short topology establishment phase after the 
network is deployed. This assumption has been widely made in 
existing work [8, 24]. After then, the regular sensor nodes can 
be compromised. Compromised nodes may or may not collude 
with each other. A compromised node can launch the following 
two attacks: Packet dropping. A compromised node drops all or 
some of the packets that is supposed to forward. It may also drop 
the data generated by itself for some malicious purpose such as 
framing innocent nodes, Packet modification. A compromised 
node modifies all or some of the packets that is supposed to 
forward. It may also modify the data it generates to protect itself 
from being identified or to accuse other nodes.

C. Handling Collusion
Because of the deliberate hop by hop packet padding and 
encryption, t he packets are not distinguishable to the upstream 
compromised nodes as long as they have been forwarded by an 
innocent node. The capability of launching collusion attacks is 
thus limited by the scheme. However, compromised nodes that 
are located close with each other may collude to render the sink 
to accuse some innocent nodes. We discuss the possible collusion 
scenarios in this section and propose strategies to mitigate the 
effects of collusion.
As the four cases described in Section III.B, the attackers do no 
t gain any benefit if the collusion triggers the scenarios of Cases 
1 and 2. However, the attackers may accuse honest nodes if the 
collusion triggers the scenarios of Cases 3 and 4. By exploiting 
the rules used by the node categorization algorithm and rank 
algorithm, there are two possible collusion strategies to make 
the sink accuse innocent nodes. We use as a general example to 
discuss the collusion scenarios.
Horizontal collusion: If nodes B, C, and D are compromised and 
collude, they will drop all or some of the packets of their own and 
their downstream nodes. Consequently, according to the rules in 
Case and Diare all identified as pairs of suspiciously bad nodes. 
Since A has been suspected for more times than B, C, and D, it is 
likely that A is falsely identified as bad node. Vertical collusion: 
If nodes B and E are compromised and collude, B may drop some 
packets of itself and its downstream nodes, and then E further 
drops packets from its downstream nodes including B and B’s 
downstream nodes. Note that, E cannot differentiate the packets 
forwarding generating by B since they are encrypted by node 
A. Consequently, the dropping rates for B and its downstream 
nodes are higher than that for node A. According to Case 4, both 
identified as pairs of suspiciously bad nodes. Since A has been 
suspected for more times than B and E, it is likely to be identified 
as a bad node.
To defeat collusion that may lead to false accusation, our scheme 
is extended as follows:
The concept of suspicious pair is extended to suspicious tuple 
which is a non ordered sequence of suspicious nodes. Note that, a 
suspicious pair is a special case of suspicious tuple, i.e., suspicious 
2-tuple. A new rule is introduced: for each round i, if there exists 
multiple suspicious tuples of which each contains a certain node 
u,<u,v1,1,….,v1,m1>,….,< u,vn,1,….,vn,mn> all these tuples should 
be combined into a single tuple without duplication. For example, 
if the original tuples are <u,v1>,<u,v2,v3> and <u,v3>, these tuples 
will be replaced with <u,v1,v2,v3>, where each of the four nodes 
is suspected for only once.
As to be shown in our simulation results, the above enhancement 
can deal with collusion at the cost of slightly degraded detection 
rate.

D. An Extension for Identifying Packet Modifiers
The proposed scheme can be extended for identifying packet 
modifiers. Particularly, it can be slightly modified so that the 
Statistical en Route Filtering scheme (SEF) [6] and the interleaved 
hop-by-hop authentication scheme [7] can be deployed to filter 
the modified packets. Details are presented in Section 3.5 in 
the supplementary file, available in the online supplemental 
material.
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Module Description:

1. Node Configuration

(a). Link Configuration
In this module Nodes are configured based on number of nodes in 
group. We create the network group by connecting nodes to sink. 
Link configuration means connecting the nodes and intermediate 
nodes to the sink. 

2. Sender Node

(a). Packet Splitting
In this module, Sender selects the file which is to be sent. And then 
it split into the number of packets based on the size for adding 
some bits in it. 

(b). Send Packets to Intermediate
And then it encrypts all the splitted packets. And then sender 
adds some bits to each encrypted packets before sending that. Bit 
Addition for each packet is identification for sender. After adding 
of bits to each packet, it sends the packets to the nearest node or 
intermediate node.

3. Intermediate Node

(a). Send Packets to Sink
In this module, the intermediate node receives Packets from 
the sender. After receiving all packets from sender, it encrypts 
all packets again for authentication. Before sending to sink, 
intermediate add some bits to each packet for node identification. 
After adding some bits from intermediate, it sends all packets to 
the sink.

(b). Modify or Drop
Before sending all packets to sink, packets dropping or packets 
modifying may be occur in intermediate.

4. Sink

(a). Verify
In this module, Sink receives all packets from the sender node, 
and it verifies all packets which are dropped or not. And it also 
verifies the packets which are modified or not and it can identify 
the modifiers in the process based on the bit identification.

(b). Merge Packets
After receiving all packets in sink, it decrypts all packets. After the 
decryption if there is no modified or dropped packets, it merge all 
packets. After merging, Sink can receive the original file. 

(c). Categorization and Ranking
In this module Categorization and Ranking will be performed based 
on the node behavior. If there is any modification or drop of packets 
in node it assumes negative value for modifier or dropper. Sink 
performs Ranking for each node based on the Category of nodes. 
Sink gives ranking like Good, Temporarily Good, Suspiciously 
Bad, Bad based on the node behavior in the process

Node Configuration

Fig. 1: Network Configuration

Fig. 2: Sink

Fig. 3: Node Status
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V. Conclusion
We propose a simple effective scheme to identify misbehaving 
forwarders that drop or modify packets. Each packet is encrypted 
and padded so as to hide the source of the packet. The packet mark, 
a small number of extra bits, is added in each packet such that the 
sink can recover the source of the packet and then figure out the 
dropping packets. Finally, most of the bad nodes can be identified 
by our ranking algorithms. Extensive analysis, simulations, and 
implementation have been conducted and verified the effectiveness 
of the proposed scheme.
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