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Abstract
Reactive Jamming Attack has emerged as a great security threat 
to wireless sensor network, due to its popular extinction to 
reasonable sensor communications and difficulty to be disclosed 
and defended. It will stay idle when there is no transmission in the 
network field and it become active when transmission starts. These 
attacks are done by trigger nodes, those deactivate whole network 
from communication, so a new design to deactivate those by 
efficiently identifying all trigger nodes. Such a trigger identification 
procedure can work as an application-layer service and benefit 
many existing reactive-jamming defending schemes. This project  
present an application-layer real-time trigger-identification service 
for reactive-jamming in wireless sensor networks, which promptly 
provides the list of trigger-nodes using a lightweight decentralized 
algorithm, without introducing neither new hardware devices, nor 
significant message overhead at each sensor node. In this paper the 
trigger node identification can be done by using algorithm known 
as trigger detection algorithm. It also finds out the location of the 
trigger nodes and avoids this trigger node from the routing path 
by using location based algorithm. 
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I. Introduction
Since the last decades, discovery of jammer activated in wireless 
sensor network has great important due to the wide application of 
wireless sensor network. In this paper we consider reactive jamming 
attack [4, 7] , which will stay idle when there is no transmission in 
the network field and it become active when transmission starts. 
Detecting reactive jamming attacks [7] is important because it is 
the first step toward building a secure and dependable wireless 
network. Detecting radio interference attacks [5] is challenging 
as it involves discriminating between legitimate and adversarial 
causes of poor connectivity. In particular, legitimate scenarios for 
poor connectivity, such as congestion and device failures, may be 
difficult to differentiate from jamming. There are several statistics 
that naturally lend themselves to detecting jamming, such as signal 
strength, carrier sensing time, and packet delivery ration.  In order 
to repair the ability to detect a jamming attack, more sophisticated 
methods are needed, and we will discuss one possibility involving 
multi- modal methods [4,7]. The disadvantages of basic statistical 
method will leads to a new method, which is trigger identification 
procedure. It also has some disadvantage of losing control packets 
in the network field. It leads to new technique which will use 
trigger identification procedure also. This method composed of 
trigger identification and better routing procedure.
This is a application layer service for reactive jamming in wireless 
sensor network which will neither provide message overhead at 
each sensor nodes nor implement new hardware devices. In  this 
paper a new algorithm is developed for the implementing routing 

procedure ,which is location based algorithm.   
This exhibit a great potential in reactive jamming scheme [2] 
, by excluding the set of trigger nodes from the routing paths, 
the reactive jammers will have to stay idle since transmissions 
cannot be sensed. Even though the jammers move around and 
detect new sensor signals, the list of trigger nodes will be quickly 
updated, so are the routing tables. As another example, without 
prior knowledge of the number of jammers, the radius of jamming 
signals and specific jamming behavior types, it is quite hard 
to locate the reactive jammers [2] even the jammed areas are 
detected.
So locating the jammed areas by using basic attacker model and 
advanced attacker model. This two attacker model will form the 
attacking scheme. The basic attacker model consists of jamming 
range, triggering range and the jamming distance. In the advanced 
attacker model probabilistic attack and asymmetric response delay 
time are considered.
The paper is organized as follows: Section II, discusses the problem 
models and Notations. Section III, describes the related work. 
Section IV shows location based jamming detection. Section V 
shows the experimental results. Finally in Section 6 the conclusion 
and future scope is described.

II. Problem Models and Notations

A. Network Model 
 Network  model defines how the network is formed. In this paper 
assume a wireless sensor network having  n sensor nodes and one 
base station. If the wireless Sensor network is large then it may 
consist of multiple base station and large number of sensor nodes. 
But here this large type network is split into small ones to satisfy 
the model. Each sensor node is equipped with omnidirectional 
antennas, m radios for total k channels then also assuming the 
power strength to be uniform in each direction. So the transmission 
range of each sensor can be abstracted as constant rate of rs and 
whole network as a unit disk graph (UDG) G=(V,E) where any 
node pair i,j is connected iff the Euclidean distance between i,j 
is
∂(i,j)≤ rs

B. Attacker Model

1. Basic Attacker Model
The reactive jammers are defined as malicious devices, which keep 
silent when there is no transmission takes place and it become 
active when transmission starts [4]. It send jamming signal to the 
channel to block the transmission. Jamming signals may packets 
or bits, which is used to disrupt the sensed signal. Once the sensor 
transmission finishes, the jamming attack will be stopped. The 
period with which jammer be silent is known as jammer sleep 
period. Three concepts are introduced to complete this model 
they are jamming range, triggering range and jammer distance. 
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Jammers are equipped with Omni directional antennas with 
uniform power strength on each direction. The jammed area can 
be regarded as a circle centered at the jammer node, with a radius 
R, where R is assumed greater than rs, for simulating a powerful 
and efficient jammer node. All the sensors within this range will 
be jammed during the jammer wake up period. In the triggering 
range an ongoing transmission is sensed, the decision whether or 
not to launch a jamming signal depends on sensor signal power. 
Triggering range is a range within which sensor transmission will 
definitely trigger the jamming attack. Jammer distance mainly 
deal with the distance between two jammer nodes. If the jammer 
distance is too high, then it will create large overlapping between 
jammed areas, this will reduce attack efficiency.
Advanced attacker model: In the advanced attacker model the 
attackers evade the detection by altering their behaviors. There 
are two attacking scenario in the advanced attacker model 
they are probabilistic attack and asymmetric time delay. In the 
probabilistic model jammer responds each sensed transmission 
with a probability. In the asymmetric time delay jammer delays 
each of its jamming signal with independently randomized time 
interval. Here the victims may varies because the trigger set in 
the case will not change. Theoretical analysis is not possible in 
this attacker model, so it can evaluate only in the simulation 
section.

C. Sensor Model
In the assigned network field each sensor periodically send 
a status  report message to the base station. The status report 
message contain a header and a main message, which containing 
monitored results such as battery usage and other related contents. 
The header is mainly designed for antijamming purpose, which 
contains four tuple. The four main tuples are sensor ID,time stamp, 
TTL, label. Label is mainly used for the identification of nodes 
current jamming status. Based on the jamming status nodes are 
of four types they are trigger node, victim node ,boundary node,  
unaffected node.

III. Related Works
An integral part of most security- and safety-critical applications 
is a dependable and timely alarm notification. However, owing 
to the resource constraints of wireless sensor, ensuring a timely 
and jamming-resistant delivery of alarm messages in applications 
that rely on wireless sensor networks is a challenging task [1]. 
With current alarm forwarding schemes, blocking of an alarm by 
jamming is straightforward and jamming is very likely to remain 
unnoticed. In this work, a novel jamming detection scheme as a 
solution to this problem An integral part of most security- and 
safety-critical applications is a dependable and timely alarm 
notification. With current alarm forwarding schemes, blocking 
of an alarm by jamming is straightforward and jamming is very 
likely to remain unnoticed.

Fig. 1: The Dotted Line Circle Shows the Jamming Area, Blue 
Nodes are Trigger Nodes Which Invoke Jammer Nodes, Gray 
Nodes are Victim Nodes, Surrounded White Nodes are Boundary 
Nodes and the Other Nodes are Unaffected Nodes

In this work, a novel jamming detection scheme as a solution 
to this problem An integral part of most security- and safety-
critical applications is a dependable and timely alarm notification. 
With current alarm forwarding schemes, blocking of an alarm by 
jamming are straightforward and jamming is very likely to remain 
unnoticed. In this work, we propose a novel jamming detection 
scheme as a solution to this problem. The presented protocols 
and algorithm were evaluated analytically, by simulations, and 
experimentally on COTS BT nodes and Tmote Sky nodes. Since 
our scheme can operate without introducing additional wireless 
network traffic, it also meets the high energy efficiency demand of 
reactive surveillance applications. To the best of our knowledge, 
this work is the first to present a jamming detection scheme for 
sensor networks that allows for the detection of advanced (reactive) 
[2] single bit jamming or overshadowing on a per-packet basis.
Jamming is defined as the act of intentionally directing 
electromagnetic energy towards a communication system to 
disrupt or prevent signal transmission. In the context of Wireless 
Sensor Networks (WSNs), jamming is the type of attack which 
interferes with the radio frequencies used by sensor nodes and 
may be viewed as a special case of Denial of Service (DoS) 
attacks. is that it uses a hybrid FHSS–DSSS approach to defend 
jamming attacks [5]. the use of a specific FHSS technique in 
5 GHz band with 51 frequency channels wherein the channel 
sequence is generated using a key (which derives from a secret 
word), known only to the sink and the sensor nodes, as a seed. 
Each channel uses DSSS modulation with 16-bit Pseudo Noise 
(PN) code. The PN code derives from the same key used for FHSS 
channel generation.
A prototype node capable of performing frequency hopping 
along with DSSS to effectively defend jamming attacks [8]. Our 
simulations have shown that Ares nodes guarantee a satisfactory 
packet delivery rate and decreased energy requirement in heavily 
jammed environments, as opposed to typical sensor nodes 
communication schemes. anti-jamming approaches are (Ares), 
and compares them in a scenario that involves a considerable 
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number of constant jammers with unlimited power supply, that 
perform barrage jamming attacks (100 MHz spectrum with equal 
output power of 100 W per MHz) upon large-scale WSNs.
The last study of security in wireless sensor network based on the 
parameters such as signal strength, carrier sensing time and the 
packet delivery ratio [4]. These study leads some disadvantages, 
so go to new study based on the attacked nodes i.e.; trigger node 
identification. In the trigger node identification procedure it only 
finds out trigger nodes (malicious nodes) in the network field. It 
does not avoid this malicious node from the transmission path. It 
has a disadvantage of control packet lose in the network field.

IV. Location Based Jamming Detection
The disadvantages of previous method in [6] leads to new method, 
which has the merit of keeping control packets. By excluding the 
set of trigger nodes from the routing paths, the reactive jammers 
will have to stay idle since transmissions cannot be sensed. Even 
though the jammers move around and detect new sensor signals, 
the list of trigger nodes will be quickly updated. The efficiency 
requirements of identifying the set of trigger nodes out of a much 
large set of victim nodes that are affected jamming signals from 
reactive jammers with possibly various sophisticated behaviors. 
Then do find the trigger node and do deactivate that node .The 
routing does not perform through the dative nodes.
The trigger identification procedure [6] is the first step and 
then deactivates this dative or malicious node. For the secure 
communication first we want to deactivate the malicious node 
from the routing path. The deactivation can be done only after the 
identification of trigger nodes. This trigger identification procedure 
is an application layer service. Here the trigger identification can 
be done through different steps such as, anomaly detection ,jammer 
property estimation ,trigger detection.
The trigger identification can be done through anomaly detection, 
jammer property estimation ,trigger detection. In anomaly detection 
different steps are included. They are

Route request: The base station floods a request message to • 
all reachable sensor nodes
Route feedback: Each sensor node sends its neighborhood • 
topology information back to the base station using a feedback 
message
Computing and propagating multipath routing tables:The base • 
station authenticates the neighborhood information, builds a 
topological view of the network, computes the forwarding 
tables for each sensor node, and sends the tables to the 
appropriate nodes using a routing update message.

Fig 2: Sensor Periodical Status Report Message

In jammer property estimation the jamming area can be identified 
by using the anomaly detection operation. The routing update 
message can be used by the jammer property estimation for the 
jammed area [3].

Fig. 3: Estimated R and Jammed Area

Then trigger detection operation follows this jammer property 
estimation as summarized in [6]. A location based routing 
algorithm is developed for avoiding the malicious nodes from 
the transmission path. In secure communication dative nodes can 
be avoided from the routing path.

V. Simulated Output
The simulation would be done in NS-2 (network simulator version 
2).
NS-2 is n event driven packet level network simulator developed 
as a part of the VINT project (Virtual Internet Test bed).Version 
1 of NS was developed in 1995 and with version 2 in 1996 Ns-2 
with C++/OTCL integration feature.  Version 2 included a scripting 
language called Object oriented Tcl (OTcl). It is an open source 
software package available for both Windows 32 and Linux 
platforms.NS2 are often growing to include new protocols. LANs 
need to be updated for new wired/wireless support. ns are an object 
oriented simulator, written in C++, with an OTcl interpreter as a 
front-end. The simulator supports a class hierarchy in C++ and 
a similar class hierarchy within the OTcl interpreter (also called 
the interpreted hierarchy). The two hierarchies are closely related 
to each other; from the user’s perspective, there is a one-to-one 
correspondence between classes in the interpreted.
Below graph shows the comparison of  trigger identification 
method and the location based detection method.

Fig. 4: Shows the Graph of Node Mobility Vs. Detection Efficiency 
for Existing and Proposed Model 
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Fig. 5: Shows the Graph of False Alarm Vs. True Positives for 
Existing and Proposed Model 

Fig. 6: Shows the Graph of Traffic Density Vs. PDR for Existing 
and Proposed Model 

Fig 7: Shows the Graph of Traffic Density Vs. Detection Efficiency 
for Existing and Proposed Model 

VI. Conclusion and Future Works
Many protocols were suggested to enforce cooperation and as 
to detect misbehaving nodes. All of them make certain premises 
which make them more suitable for some scenarios and less 
suitable for others. As only few of them are actually implemented 
their evaluation is mostly based on simulations and there is no 

first-hand experience on their effect on real and sufficiently large 
WSNs. When implementing a WSN the issue of base stations and 
central services is another major issue as it usually determines 
the choice of protocols. Fixed base stations can be gateways to 
access other nets and many services that are hard to implement 
by distributed algorithms can be moved to central servers; this 
comes at the cost of reduced redundancy and bigger dependence 
on the availability of single access points. In the proposed work 
,it can isolate the nodes which makes the other nodes to malicious 
nodes by transferring data. Now isolate the malicious nodes by 
using the proposed method and transmission is possible through 
secure routing path by using enhanced method. In future validate 
data from all the nodes for the malicious packets. If the packet 
from anyone of the nodes is malicious then that packet will be 
isolated from transmission.
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