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Abstract
The Semantic Web is a decentralized forum on which any- one can 
publish structured data or extend and reuse existing data. Over the 
past several years, a lot of research has been done on the concept 
of semantic web. However, the research  and implementation of 
the semantic web has predominantly focused on making data 
machine-understandable while  neglecting personal information 
and human relationships. The social semantic web is a catchall 
term for defining and presenting social information such as 
friendship in a manner that is machine-understandable. This paper 
will introduce the concept of the social semantic web and the 
related initiative: the Friend of a Friend (FOAF). The security 
aspects of social networking are also discussed.
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I. Introduction
The social-semantic web  aims to complement the formal Semantic 
Web vision by adding a pragmatic approach relying on description 
language for semantic browsing using heuristic classification and 
semiotic ontologies. The socio-semantic web differs from the 
semantic web in that the semantic web often is regarded as a system 
that will solve the epistemic interoperability issues we have to 
day. While the semantic web will provide ways for businesses to 
interoperate across domains the socio-semantic web will enable 
users to share knowledge.
In constructing the semantic web, the majority of the work 
has been focused on describing the contents and relationships 
of documents, knowledge and information. In doing so, the 
importance and structure of human relationships have often been 
neglected. Meanwhile, in an attempt at leveraging the power of 
social networking, several websites have been introduced in the  
recent years. Each has been aiming to act as a place where social 
relationships play a key role; an online community.
The paper will first introduce the concept of social semantic web 
and then the FOAF. We will give a detailed description of  FOAF 
and also how to provide security in it. 

II. Social Semantic Web
Social media is exploding! In a good way that is, not in a dramatic, 
cataclysmic manner. According to Bob Brisco, CEO of Internet 
Brands, more than half of all internet visits (in the US) are to 
user-generated content or social media sites - what we will term 
the Social Web.
The Semantic Web offers a promising solution to publishing 
information and services on the World Wide Web augmented with 
descriptions in a form that is easier for machines to process and 
understand. This will help Web agents to performing a variety of 
tasks on behalf of their users, such as information discovery and 
integration and service negotiation and composition. Information 
published in the Semantic Web languages (RDF and OWL) uses 
terms denoting classes and properties drawn from one or more 
ontologies. These ontologies are online RDF documents that 
declare a set of terms with unique URIs and further define them 
by asserting logical relationships and constraints among them. 
Among a large number of ontologies that have been published 

on the Web, however, only a few are well populated, i.e., have 
any significant use.
The concept of social semantic springs from a combination of 
two concepts. The first of these, social networking, is in itself 
nothing new. The formation, functioning and importance of social 
networks among humans (and even animals) have been studied 
in detail for a long time. The second concept, semantic web, 
which has among other things been defined as “the web of data 
with meaning in the sense that a computer program can learn 
enough about what it means to process it”, has been extensively 
researched over the past several years [1]. However, the research of 
the semantic web and machine understanding has predominantly 
focused on documents and information, not social relationships 
and people. It is by combining the machine understandability with 
social networks and their nuances that we come to the concept of 
social semantic web. Another proposed term for a similar concept 
is semantic social network [2].
In an effort to capitalize from the social networking phenomenon, 
several websites have dedicated themselves to one or more forms 
of social networking. To mention but a few of the most popular 
services, Friendster, described as  “an online community that 
connects people through networks of friends for dating or making 
new friends” boasts over 20 million members and Orkut.com, an 
“online community that connects people through a network of 
trusted friends” claims ‘millions’ of members. LinkedIn.com, a 
career-oriented social networking site, currently has 3.6 million 
registered members. What these approaches have in common is 
their centralized structure in the sense that there exists a single 
service provider running the social networking service and all the 
information of social relationships exists within the servers of the 
single service provider.
The Social Semantic Web is the coming together of the Social Web 
and the Semantic Web. The Social Web is one evolution of the 
Web where we have moved from individuals posting information-
type web pages to multiple people interacting on each page [3]. In 
parallel, we’ve seen efforts to add more semantics to web pages, 
things like micro formats and micro data, Google Rich Snippets 
and schema.org, and RDF, a Semantic Web standard from the 
W3C. This allows us to move from pages that are purely syntactic 
(e.g. defining styles for how to display text, headings, etc.) to 
semantic (describing the things mentioned in a web page).

Fig. 1: Fig. showing Social Semantic Web
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On the Social Semantic Web, there are a number of common 
vocabularies (sets of terms) that can be used to represent people, 
documents, social websites, etc. The first is called FOAF, or Friend-
of-a-Friend. It is used to describe people and the relationships that 
exist between them - basically to provide a machine-readable 
version of a person’s identity and personal profile along with 
their social networks. FOAF data is produced from a variety of 
sites including LiveJournal, Identi.ca and hi5. You can create 
a distributed identity using FOAF: bringing together separate 
networks from various services, and integrating them into a single 
whole (if so desired).
Another vocabulary is SIOC (pronounced ‘shock’), developed by 
the author at DERI, NUI Galway and others. SIOC can be used 
to represent content (posts, comments, topics, etc.) on the Social 
Web for integration across a variety of platforms, and has been 
adopted in over a hundred frameworks.
There are some other vocabularies like Meaning of a Tag and 
the Online Presence Ontology that, together with FOAF and 
SIOC, can be used to form a vocabulary stack of reusable and 
combinable terms for the Social Semantic Web. This stack is 
used in applications such as SMOB, a distributed semantic micro 
blogging architecture developed by Alex Passant that allows users 
to own their own micro blogging hub and to augment their posts 
with semantic hash tags that link to shared concepts (e.g. pages 
on the Wikipedia).
When considering the web-based centralized services like  
Friendster and others, several drawbacks are immediately apparent. 
First, the services are closed: people using the service will have 
to manually register to each of them and fill out the personal 
information and  define social relationships separately for each 
service. Also, as not all of ones friends are likely to be registered 
to all of the services, the social network of any one service is 
unavoidably left incomplete.  
Furthermore, the amount of information one can access using 
the centralized services is often merely a minimal personal 
profile that does not provide any depth in describing the person 
or his/her interests and thoughts: the identity consists only of the 
available, usually brief, personal profile. Indeed, this shallowness 
of personal information causes these networks to be easy targets of 
fraud and moreover, the user lacks a consolidated identity [4]. To 
make matters worse, many commercial services have unfriendly 
terms of service; for example, the service operator can legally 
own all content entered, thus further discouraging participation 
and entering of any personal data. Finally,  many bloggers have 
a natural resistance to creating several separate “identities” on 
external services: their blog already contains, or even is, their 
identity. A website possibly containing a personal diary with years 
of archives certainly serves as a richer source of “identity” than 
a simple half-page profile.
Contrast this centralized approach to an open, decentralized method 
of defining social relationships: personal information available can 
include the entire blog written by the person in question with all 
the richness of information inherent to blogs and “blog identities”. 
Linking of these rich identities would make much more sense than 
linking short profiles on a centralized service.  
To summarize and exaggerate slightly, the problem is that RSS 
feeds, simple links and blog rolls link content but not identities, 
while centralized social networking websites link identities but not 
content.  Yet for example blogging is inherently a social activity, 
so the capability to express   relationships would be very valuable. 
Among other goals, social semantic web attempts to reconcile this 
problem by providing for social linkage among the already existing 

“rich” identities of e.g. blogs or personal websites. 
While it’s been criticized that online relationships are not as 
valuable as offline ones [5], it is clear from the popularity of  the 
centralized sites alone that online social networking as a concept 
is highly in demand and clearly valuable. If not by monetary 
means or business models [6], social relationships themselves 
are the backbone of human existence. It’s also evident that we 
have only begun to realize the vast possibilities that building a 
comprehensive social network  might enable [7].
Finally, as more and more of our lives take place online and 
relationships with geographically distant people become more 
common, the importance of online social relationships is likely 
to increase. The fact that successful business models employing 
social networking have not – yet - been numerous does not 
diminish the importance of the concept itself.

III. FOAF
This section introduces the Friend Of A Friend (FOAF) 
specification. First, an introduction to FOAF is given. After a 
brief example, some applications utilizing FOAF are presented.  

A. Introduction to FOAF 
At the basic technical level, FOAF is just an RDF (Resource 
Description Framework) vocabulary [8], originated by Dan 
Brickley  and Libby Miller in 2002. The goal of FOAF is to provide 
a means for describing people and their personal information – such 
as name, e-mail address as well as social linkage to their friends – 
by using XML and RDF. The FOAF specification allows software 
to process this kind of information in a standardized fashion. 
While the initial focus of FOAF has been on the description of 
people, FOAF can also be used to represent and link to groups, 
companies, projects, documents and other information. This paper 
focuses on the original, social aspects of the specification. The 
FOAF vocabulary specification defines a number of attributes for 
the description of persons and other information. 

Fig. 2: FOAF Logo

This information is split into five categories: basic information, 
personal information, online accounts and IM, projects and groups 
and finally documents and images, each specifying information 
belonging to their respective category. The full specification of 
all properties contains dozens of specified properties. Some of 
the most common properties are the following: 

foaf:name, foaf:surname, and foaf:firstname all provide • 
information on the individuals name. The first is assumed 
to be the full name of the person while the surname and 
firstname properties contain only the family name or the first 
name, respectively. 
foaf:nick provides a nickname for a particular  person, e.g. • 
Bill. 
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foaf:homepage specifies a link to the persons homepage, e.g. • 
http://www.doe.com/john/   
foaf:phone is the individuals phone number, typically • 
identified using the tel: URI scheme. 
foaf:schoolHomepage provides a link to the school homepage • 
this individual is studying at. 
foaf:gender provides gender information • 
foaf:knows  specifies a person that this person knows. It does • 
not give a link to their homepage directly, but instead a person-
structure is expected (which can, in turn, include a link to the 
homepage of the known person).
foaf:depiction  points to a URL of an image of the person • 
in question. 

The description of relationships is specified with the foaf: knows 
property. This property is somewhat vague as it’s not specified what 
is actually meant by “knowing” a person. However, according to the 
specification, it’s purposefully vague [9]. While there are proposed 
extensions to change this behaviour, more accurate relationship 
definition in basic FOAF is left up to the search engines and 
other “postprocessors” of the information. It is envisioned that 
these automatic tools could be used to find assumed relationships; 
for example, two persons who work for the same company are 
likely to be colleagues. Similarly, if a document exists that lists 
two people as their creators, they are likely to be collaborators 
on some level. Obviously, finding accurate information about 
interpersonal relationships through such data mining techniques 
is slow and unreliable at best. 
The FOAF Vocabulary specification includes a very rich set of 
entities for the description of personal information. Properties are 
available for the specification things such as the person’s Myers-
Briggs personality classification, nearest airport as well as other 
eccentric properties like foaf:geekcode, used to specify the geek 
person’s “geek code” [10]. 
The core of the FOAF description of personal information 
consists of the foaf:person class. All information relating to a 
person (and his/her relationships) is grouped under this class and 
when specifying relationships, the target individual is another 
foaf:person construct.  

B. Significance of FOAF to Creators and Consumers
The practical significance of FOAF to information creators and 
consumers can be illustrated with a variety of applications [10], 
[11], which are summarized as follows:
To creators, FOAF is useful by

Managing communities by offering a basic expression for • 
community membership. Many communities have proliferated 
on the Web, ranging from companies through professional 
organizations to social groups.
Expressing identity by allowing unique user IDs across • 
applications and services without compromising privacy. For 
example, the foaf:mbox sha1sum property contains the ASCII-
encoded SHA1 hash of a mailbox URI (e.g.,mailto:finin@
Umbc.edu. In order to prevent others from faking an identity, 
the encoding is designed as a one way mapping and cannot 
be trivially reverse-engineered to reveal the original email 
address.
Indicating authorship. FOAF tools use digital signatures to • 
associate an email address with a document. Specifically, 
OpenPGP is used, along with the new namespace http://
xmlns.com/wot/0.1/ to denote concepts forming a “web of 
trust”. This associates a signature with the document itself 
and then specifies a signature for the linked document as 

part of a rdfs:seeAlso link. Thus, authorship information 
can be expressed both inside and outside of the concerned 
documents.

FOAF supports consumers by:
Allowing provenance tracking and accountability [10]. On • 
the Web, the source of information is just as important as the 
information itself in judging its credibility. Provenance tracking 
RDF tools can tell where and when a piece of information is 
obtained. A practice common to the FOAF community is to 
attach the source URI to each RDF statement.
Providing assistance to new entrants in a community. For • 
example, people unfamiliar with a community can learn the 
structure and authority of a research area from the community’s 
FOAF files.
Locating people with common interests. Users tend to • 
be have interests and values similar to those they desire 
in others [9]. Peer-to-peer relationships are an essential 
ingredient to collaboration, which is the driving force of 
online communities
Augmenting email filtering by prioritizing mail from trustable • 
colleagues. Using the degree of trust derived from FOAF files, 
people can prioritize incoming email and thus filter out those 
with low trust values.

IV. Security Aspects Of  Social Networking 
When it comes to privacy and security issues on social networks, 
“the sites most likely to suffer from issues are the most popular 
ones,” Graham Cluley, Chief Technology Officer at UK tech 
security firm Sophos says. But security issues and privacy issues 
are entirely two different beasts. A security issue occurs when a 
hacker gains unauthorized access to a site’s protected coding or 
written language. Privacy issues, those involving the unwarranted 
access of private information, don’t necessarily have to involve 
security breaches. Someone can gain access to confidential 
information by simply watching you type your password. But 
both types of breaches are often intertwined on social networks, 
especially since anyone who breaches a site’s security network 
opens the door to easy access to private information belonging to 
any user. But the potential harm to an individual user really boils 
down to how much a user engages in a social networking site, 
as well as the amount of information they’re willing to share. In 
other words, the Facebook user with 900 friends and 60 group 
memberships is a lot more likely to be harmed by a breach than 
someone who barely uses the site.
A new paradigm provides a lot of opportunities, but when it is done 
without the necessary security requirements kept in mind, it serves 
as a deterrent to  growing and user adoption. In addition, since 
social  networks attract thousands of users who might  represent 
potential victims, social networks represent a very desirable target 
to mass attackers.

A. Current Security Threats
As the popularity of social networks started to increase, hackers, 
fraudsters and malicious users started using them to run illegal 
activities, either by using the social networks as attack vectors 
to traditional cyber crimes, by creating specific threats to social 
networking users or by running direct attacks to disrupt social 
networking sites.  Social networks have by nature some      intrinsic 
properties that make them ideal to be exploited by an online 
criminal: a huge and highly distributed user-base made of clusters 
of users sharing the same social interests, thus developing trust 
with each other.
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B. Privacy
The availability of personal information on social networks 
provides ideal conditions for actors to abuse  such information and 
leverage it. The inappropriate  exposure of sensitive information 
might represent a  good opportunity for criminals and terrorists to 
conduct  ―criminal data mining.‖ Bad actors could use  unflattering 
material or personal information from  social networks to select 
their targets, profile their  victims, and plan and execute their 
activities.

C. Malicious Code, Viruses and Worms
Malicious code utilizes infected users’ social  network accounts to 
collect friend information and use it to proliferate. In addition, many 
attackers use social networks to create fake profiles and publish 
fake links that lead to sites infected with malicious code. Banner 
ads, video content and fake social network profiles have become 
a pipeline for stealing personal information as more consumers 
jump online. There are malicious codes distributed through pop-up 
ads, and not all of them require a click by the user.In January 2009, 
iDefense investigated attackers  utilizing the my.barackobama.
com website, a social network for President Obama supporters, to 
spread malicious code. The attack utilized fake images trying to 
convince users to install a malicious executable file through fake 
Flash codec errors. Attackers injected the same URLs into many 
different websites and forums, suggesting that attackers utilized 
automatic  forum crawling and account creation programs.

D. Sexual Crimes and Child Safety
Social networking environments represent a serious risk to 
teenagers and younger children, as they can be victims of several 
threats as cyber bullying,  online harassment and  sexual predators. 
Usually,  children who are at risk online are those who are also 
at  risk offline. The most frequent threats to children on social 
networking sites in general come from their  peers, young adults 
and predatory older adults. Social network providers have a hard 
time keeping their sites entirely clear of sex offenders, given the 
huge number of users and the fact that not all of them use their 
real identities.

E. Social Networks Under Attack
Social network providers, as with any other Web application, 
might be vulnerable and become the target of a direct attack. 
Security vulnerabilities could provide hackers with a means to 
attack providers and cause service failures unauthorized access to 
users‘ credentials (followed by disclosure of private information) 
or could be used by a virus to be spread amongst user accounts. 
Cross-site scripting (XSS) or  SQL injection vulnerabilities on 
social network applications could cause huge problems to millions 
of users

V. Conclusion 
This paper has provided with description of FOAF in social 
semantic web and has dealt with security issues in social network. 
The current multitude of (centralized) social networking services 
and technologies makes the choice of which one(s) to sign up for 
or support difficult for users. Having personal information re-
entered and “distributed” among multiple centralized, mutually 
incompatible services is hardly an ideal solution as they offer a 
very limited perspective into the world of the social semantic web. 
It’s clear that there is a need for a standardized distributed method 
of presenting personal information and  on social relationships. 
FOAF-based explorations can go in many many directions.

From a machine-understandability point of view, FOAF is much 
stronger in describing the actual persons. Regardless of the 
standard,  it is becoming clear that  personal and social aspects 
of the semantic web is an area of great interest and one that is 
bound to increase in importance over the coming years. Only 
time will tell exactly what role  FOAF descendants will play in 
the future of the social semantic web.

References
[1] Berners-Lee, Tim. Glossary of terms used. [Online] Available: 

http://www.w3.org/People/Berners-Lee/Glossary.htmLee/
Glossary.htmlFLEXChip Signal Processor(MC68175/D), 
Motorola, 1996.

[2] Downes, Stephen,"The Semantic Social Network, [Online] 
Available: http://www.downes.ca/cgibin/page.cgi?db=post
&q=crdate=1076791198&format=full

[3] [Online] Available: http://newtechpost.com/2011/09/09/
what-is-the-social-semantic-web-and-why-do-we-need-it

[4] Gradman, Eric. Distributed Social Software. University           
of Southern California, December 12th 2003.

[5] Cummings, Butler, Kraut: The Quality of Online Social           
Relationships Communications of the ACM, July 2002.

[6] Elliott, Nate: Social and Business Networks: A phenomenon 
in search  of a business model. Jupiter Research, May 3rd 
2004.

[7] Staab, Steffen: Social Networks Applied. IEEE Intelligent 
Systems,  January 2005

[8] Dumbill, Edd. XML Watch: Finding friends with XML and 
RDF. IBM DeveloperWorks, June 1st 2002.                                                                   

[9] Brickley, Miller: FOAF Vocabulary Specification.July 27th, 
2005.  [Online] Available: http://www.xmlns.com/foaf/0.1/  

[10] Hayden, Robert. The Code of the Geeks v3.12. [Online] 
Available: http://www.geekcode.com/geek.html

[11] E. Dumbill,“Tracking provenance of rdf data”, IBM’s 
XML Watch, [Online] Available: http://www-106.ibm.com/
developerworks/xml/library/x-rdfprov.html, July 2003.

Ramesh B Lakkakula received his 
Bachelor’s degree in CSE from Dr. 
Babasaheb Ambedkar Marathwada 
University, India, in 1990 and Master’s 
from BITS Pilani, India in 1996. He has 
over 22 years of experience in teaching 
and software industry  in India and 
USA both govt. and private sectors. 
He possesses vast experience on Web 
Services, Integration Applications, 
Custom Application Development, 
Solution Based Services, Business 

Intelligence Services, E-Com Portal Management and SaaS based 
services and commendable expertise on building and delivering 
software applications for Internet Banking services, Life Insurance, 
Health Care Insurance, Subscriber Management and Billing, 
Customer Relationship Management, Inventory Management 
system, E-commerce domains. He is currently working as 
Professor and Head of IT Dept., Bhoj Reddy Engineering College, 
Hyderabad, India. His interested areas include semantic based 
web technology, Software Engineering Methodologies and Design 
Patterns.



IJCST Vol. 4, ISSue 3, July - SepT 2013  ISSN : 0976-8491 (Online)  |  ISSN : 2229-4333 (Print)

w w w . i j c s t . c o m 114   InternatIonal Journal of Computer SCIenCe and teChnology

C. V. Krishnaveni received her 
Bachelor’s degree in Computer Science 
and Engineering in 2003 and Master’s 
degree in 2008 from Jawaharlal Nehru 
Technological University, Hyderabad, 
India. She is currently working as an 
Assistant Professor in   Department of 
Information Technology in Bhoj Reddy 
Engineering College, Hyderabad, India.  
She is pursuing Ph.D in University of 
Hyderabad, India on Data Mining and 

Data Warehousing. Her areas of interest include Data Mining, Data 
Warehousing, Artificial Intelligence, Soft Computing.


