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Abstract
Cloud computing is a data outsourcing service and hence  
protecting this sensitive cloud data is became challenging task 
for the researchers. Data should be encrypted before outsourcing. 
Even though there are many traditional technique to securely 
search over encrypted data which supports Boolean search which 
is unable to meet the demand of large number of user.  This paper 
introduced a technique called ranked search which enhances the 
system by enabling search result relevance ranking and ensure 
the secure retrieval. It provides a secure searchable index and 
develops a one –to-many-order preserving mapping technique 
to protect this sensitive information. 
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I. Introduction
Cloud Computing is the long dreamed vision of computing as a 
utility, where cloud customers can remotely store their data into the 
cloud so as to enjoy the on-demand high-quality applications and 
services from a shared pool of configurable computing resources 
[2]. The benefits brought by this new computing model include but 
are not limited to: relief of the burden for storage management, 
universal data access with independent geographical locations, 
and avoidance of capital expenditure on hardware, software, and 
personnel maintenances, etc., [3].
As Cloud Computing becomes prevalent, more and more sensitive 
information are being centralized into the cloud, such as e-mails, 
personal health records, company finance data, and government 
documents, etc. The fact that data owners and cloud server are 
no longer in the same trusted domain may put the outsourced 
unencrypted data at risk [4]. The cloud server may leak data 
information to unauthorized entities [5] or even be hacked [6]. It 
followsthat sensitive data have to be encrypted prior to outsourcing 
for data privacy and combating unsolicited accesses. However, 
data encryption makes effective data utilization a very challenging 
task given that there could be a large amount of outsourced data 
files. Besides, in Cloud Computing, data owners may share their 
outsourced data with a large number of users, who might want 
to only retrieve certain specific data files they are interested in 
during a given session.
One of the most popular ways to do so is through keyword-
based search. Such keyword search technique allows users to 
selectively retrieve files of interest and has been widely applied 
in plaintext search scenarios [7]. Unfortunately, data encryption, 
which restricts user’s ability to perform keyword search and further 
demands the protection of keyword privacy, makes the traditional 
plaintext search methods fail for encrypted cloud data. Although 
traditional searchable encryption schemes (e.g., [8], to list a 
few) allow a user to securely search over encrypted data through 
keywords without first decrypting it, these techniques support 
only conventional Boolean keyword search, without capturing any 
relevance of the files in the search result. When directly applied 
in large collaborative data outsourcing cloud environment, they 
may suffer from the following two main drawbacks. On the one 
hand, for each search request, users without preknowledge of the 

encrypted cloud data have to go through every retrieved file in 
order to find ones most matching their interest, 

Fig. 1:

which demands possibly large amount of postprocessing overhead; 
On the other hand, invariably sending back all files solely based on 
presence absence of the keyword further incurs large unnecessary 
network traffic, which is absolutely undesirable in today’s pay-
as-you-use cloud paradigm. 
In short, lacking of effective mechanisms to ensure the file retrieval 
accuracy is a significant drawback of existing searchable encryption 
schemes in the context of Cloud Computing. Nonetheless, the state 
of the art in Information Retrieval (IR) community has already 
been utilizing various scoring mechanisms to quantify and rank 
order the relevance of files in response to any given search query. 
Although the importance of ranked search has received attention 
for a long history in the context of plaintext searching by IR 
community, surprisingly, it is still being overlooked and remains 
to be addressed in the context of encrypted data search.

II. The Definitions and Basic Scheme
In the introduction, we have motivated the ranked keyword 
search over encrypted data to achieve economies of scale for 
Cloud Computing. In this section, we start from the review of 
existing searchable symmetric encryption schemes and provide 
the definitions and framework for our proposed ranked searchable 
symmetric encryption. Note that by following the same security 
guarantee of existing SSE, it would be very inefficient to support 
ranked search functionality over encrypted data, as demonstrated 
in our basic scheme. The discussion of its demerits will lead to 
our proposed scheme.

A. Searchable Symmetric Encryption 
Searchable encryption allows data owner to outsource his data 
in an encrypted manner while maintaining the selectively search 
capability over the encrypted data. Generally, searchable encryption 
can be achieved in its full functionality using an oblivious RAMs. 
Although hiding everything during the search from a malicious 
server (including access pattern), utilizing oblivious RAM usually 
brings the cost of logarithmic number of interactions between 
the user and the server for each search request. Thus, in order to 
achieve more efficient solutions, almost all the existing works on 
searchable encryption literature resort to the weakened security 
guarantee, i.e., revealing the access pattern and search pattern but 
nothing else. Here, access pattern refers to the outcome of the 
search result, i.e., which files have been retrieved.
The search pattern includes the equality pattern among the two 
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search requests (whether two searches were performed for the 
same keyword), and any information derived thereafter from this 
statement. We refer readers to for the thorough discussion on SSE 
definitions. Having a correct intuition on the security guarantee 
of existing SSE literature is very important for us to define our 
ranked searchable symmetric encryption problem. 
As later, we will show that following the exactly same security 
guarantee of existing SSE scheme, it would be very inefficient 
to achieve ranked keyword search, which motivates us to further 
weaken the security guarantee of existing SSE appropriately (leak 
the relative relevance order but not the relevance score) and realize 
an “as-strong-aspossible” ranked searchable symmetric encryption. 
Actually, this notion has been employed by cryptographers in 
many recent work, where efficiency is preferred over security 

1. Efficient Ranked Searchable Symmetric Encryption 
Scheme
The Details of BuildIndex(_) for Basic Scheme The above 
straightforward approach demonstrates the core problem that 
causes the inefficiency of ranked searchable encryption. That is 
how to let server quickly perform the ranking without actually 
knowing the relevance scores. To effectively support ranked search 
over encrypted file collection, we now resort to the newly developed 
cryptographic primitive—order preserving symmetric encryption 
to achieve more practical performance. Note that by resorting to 
OPSE, our security guarantee of RSSE is inherently weakened 
compared to SSE, as we now let server know the relevance order. 
However, this is the information we want to trade off for efficient 
RSSE, asdiscussed in previous Section III. We will first briefly 
discuss the primitive of OPSE and its pros and cons. 
Then, we show how we can adapt it to suit our purpose for ranked 
searchable encryption with an “as-strong-as-possible” security 
guarantee. Finally, we demonstrate how to choose different scheme 
parameters via concrete examples.

B. Using Order Preserving Symmetric Encryption
The OPSE is a deterministic encryption scheme where the numerical 
ordering of the plaintexts gets preserved by the encryption 
function. Boldyreva et al. gives the first cryptographic study 
of OPSE primitive and provides a construction that is provably 
secure under the security framework of pseudorandom function 
or pseudorandom permutation. 
Their construction is based on an uncovered relationship between a 
random order-preserving function (which meets the above security 
notion) and the hypergeometric probability distribution, which 
will later be denoted as HGD. We refer readers to for more details 
about OPSE and its security definition.
At the first glance, by changing the relevance score encryption 
from the standard indistinguishable symmetric encryption scheme 
to this OPSE, it seems to follow directly that efficient relevance 
score ranking can be achieved just like in the plaintext domain. 
However, as pointed out earlier, the OPSE is a deterministic 
encryption scheme. 
This inherent deterministic property, if not treated appropriately, 
will still leak a lot of information as any deterministic encryption 
scheme will do. One such information leakage is the plaintext 
distribution. Take for example, which shows a skewed relevance 
score distribution of keyword “network,” sampled from 1,000 
files of our test collection. For easy exposition, we encode the 
actual score into 128 levels in domain from 1 to 128. Due to the 
deterministic One-to-Many Order-Preserving Mapping Therefore, 
we have to modify the OPSE to suit our purpose. In order to 

reduce the amount of information leakage from the eterministic 
property, an one-to-many OPSE scheme is thus desired, which 
can flatten or obfuscate the original relevance score distribution, 
increase its randomness, and still preserve the plaintext order. To 
do so, we first briefly review the encryption process of original 
deterministic OPSE, where a plaintext m in domain D is always 
mapped to the same random-sized nonoverlapping interval bucket 
in range R, determined by a keyed binary search over the range R 
and the result of a random HGD sampling function. A ciphertext c 
is then chosen within the bucket by using m as the seed for some 
random selection function.
Our one-to-many order-preserving mapping employs the random 
plaintext-to-bucket mapping of OPSE, but incorporates the unique 
file IDs together with the plaintext m as the random seed in the 
final ciphertext chosen process. Due to the use of unique file ID as 
part of random selection seed, the same plaintext mwill no longer 
be deterministically assigned to the same ciphertext c, but instead 
a random value within the randomly assigned bucket in range R. 
The whole process is shown in Algorithm 1, adapted from.

C. Security Analysis
We evaluate the security of the proposed scheme by analyzing 
its fulfillment of the security guarantee described in Section 2. 
Namely, the cloud server should not learn the plaintext of either 
the data files or the searched keywords. We start from the security 
analysis of our one-to-many order-preserving mapping. Then, we 
analyze the security strength of the combination of one-to-many 
order-preserving mapping and SSE.

1. Security Analysis for One-to-Many Mapping
Our one-to-many order-preserving mapping is adapted from the 
original OPSE, by introducing the file ID as theadditional seed in 
the final ciphertext  chosen process. Since such adaptation only 
functions at the final ciphertext selection process, it has nothing 
to do with the randomized plaintext-to-bucket mapping process in 
the original OPSE. In other words, the only effect of introducing 
file ID as the new seed is to make multiple plaintext duplicates 
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m’s no longer deterministically mapped to the same ciphertext c, 
but instead mapped to multiple random values within the assigned 
bucket in range R. This helps flatten the ciphertext distribution to 
some extent after mapping.
However, such a generic adaptation alone only works well when 
the number of plaintext duplicates are not large. In case there 
are many duplicates of plaintext m,its corresponding ciphertext 
distribution after mapping may still exhibit certain skewness or 
peaky feature of the plaintext distribution, due to the relative small 
size of assigned bucket selected from range R. This is why we 
propose to appropriately enlarge R in Section 4.3. Note that in the 
original OPSE, size R is determined just to ensure the number of 
different combinations between D and R is larger than 2.
But from a practical perspective, properly enlarging R in our one-
to-many case further aims to ensure the low duplicates (with high 
probability) on the cipher text range after mapping. This inherently 
increases the difficulty for adversary to tell precisely which points 
in the range R belong to the same score in the domain D, making 
the order-preserving mapping as strong as possible. Note that one 
disadvantage of our scheme, compared to the original OPSE, is that 
fixing the range size R requires pre knowledge on the percentage 
of maximum duplicates among all the plaintexts (i.e., max=_ in 
(3)). However, such extra requirement can be easily met in our 
scenario when building the searchable index.

2. Security Analysis for Ranked Keyword Search
Compared to the original SSE, the new scheme embeds the 
encrypted relevance scores in the searchable index in addition 
to file ID. Thus, the encrypted scores are the only additional 
information that the adversary can utilize against the security 
guarantee, i.e., keyword privacy and file confidentiality. Due to 
the security strength of the file encryption scheme, the file content 
is clearly well protected. Thus, we only need to focus on keyword 
privacy. From previous discussion, we know that as long as data 
owner properly chooses the range size R sufficiently large, the 
encrypted scores in the searchable index will only be a sequence of 
order-preserved numeric values with very low duplicates. Though 
adversary may learn partial information from the duplicates (e.g., 
ciphertext duplicates may indicate very high corresponding 
plaintext duplicates), the fully randomized score-to-bucket 
assignment (inherited from OPSE) and the highly flattened one-
to-many mapping still makes it difficult for the adversary to predict 
the original plaintext score distribution, let alone reverse engineer 
the keywords. Also note that we use different order-preserving 
encryption keys for different posting lists, which further reduces 
the information leakage from an overall point of view. Thus, the 
keyword privacy is also well preserved in our scheme.

III. Efficiency of Search
The search time includes fetching the posting list in the index, 
decrypting, and rank ordering each entries. Our focus is on top-k 
retrieval. As the encrypted scores are order preserved, server can 
process the top-k retrieval almost as fast as in the plaintext domain. 
Note that the server does not have to traverse every posting list for 
each given trapdoor, but instead uses a tree-based data structure 
to fetch the corresponding list. Therefore, the overall search time 
cost is almost as efficient as on unencrypted data. Fig. 7 list our 
search time cost against the value of k increases, for the same 
index constructed above.

IV. Conclusion
In this paper, as an initial attempt, we motivate and solve the 
problem of supporting efficient ranked keyword search for 
achieving effective utilization of remotely stored encrypted 
data in Cloud Computing. We first give a basic scheme and 
show that by following the same existing searchable encryption 
framework, it is very inefficient to achieve ranked search. We 
then appropriately weaken the security guarantee, resort to the 
newly developed crypto primitive OPSE, and derive an efficient 
one-to-many orderpreserving mapping function, which allows the 
effective RSSE to be designed. We also investigate some further 
enhancements of our ranked search mechanism, including the 
efficient support of relevance score dynamics, the authentication 
of ranked search results, and the reversibility of our proposed one-
to-many order-preserving mapping technique. Through thorough 
security analysis, we show that our proposed solution is secure and 
privacy preserving, while correctly realizing the goal of ranked 
keyword search. Extensive experimental results demonstrate the 
efficiency of our solution.
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