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Abstract
Cloud computing technique provide a high range of service the 
society over the INTERNET. The unique features of clouding 
computing is that users data are processed remotely, users does not 
own the machine or operate. Therefore users fear of loosing their 
data special financial and health data. To overcome this problem 
we purpose high secure decentralized information accountability 
frame work to keep track of the users access to the data.This 
approach  enables enclosing our logging mechanism together with 
users’ data and policies. We introduce the JAR programmable 
capabilities to both create a dynamic and traveling object, and to 
ensure that any access to users’ data will trigger authentication 
and automated logging local to the JARs. 
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I. Introduction
In this section, we first review related works addressing the 
privacy and security issues in the cloud. Then, we briefly discuss 
works which adopt similar techniques as our approach but serve 
for different purposes. Cloud computing has raised a range of 
important privacy and security issues [7-9]. Such issues are due to 
the fact that, in the cloud, users’ data and applications reside—at 
least for a certain amount of time—on the cloud cluster which is 
owned and maintained by a third party. Concerns arise since in 
the cloud it is not always clear to individuals why their personal 
information is requested or how it will be used or passed on to other 
parties. To date, little work has been done in this space, in particular 
with respect to accountability. Pearson et al. have proposed 
accountability mechanisms to address privacy concerns of end 
users [6] and then develop a privacy manager [4]. Their basic idea 
is that the user’s private data are sent to the cloud in an encrypted 
form, and the processing is done on the encrypted data. The out 
put of the processing is deobfuscated by the privacy manager to 
reveal the correct result. However, the privacy manager provides 
only limited features in that it does not guarantee protection once 
the data are being disclosed. In [7], the authors present a layered 
architecture for addressing the end-to-end trust management and 
accountability problem in federated systems. The authors’ focus 
is very different from ours, in that they mainly leverage trust 
relationships for accountability, along with authentication and 
anomaly detection. Further, their solution requires third - party 
services to complete the monitoring and focuses on lower level 
monitoring of system resources.
Researchers have investigated accountability mostly as a provable 
property through cryptographic mechanism s, particularly in the 
context of electronic commerce [1-2]. A representative work in 
this area is given by [9]. The authors propose the usage of policies 
attached to the data and present a logic for accountability data in 
distributed settings. Similarly, Jagadeesan et al. recently proposed 
a logic for designing accountability-based distributed systems 
[11]. In [10], Crispo and Ruffo proposed an interesting approach 
related to accountability in case of delegation. Delegation is 
complementary to our work, in that we do not aim at controlling 

the information workflow in the clouds. In a summary, all these 
works stay at a theoretical level and do not include any algorithm 
for tasks like mandatory logging.
To the best of our knowledge, the only work proposing a distributed 
approach to accountability is from Lee and colleagues [3-4]. The 
authors have proposed an agent-based system specific to grid 
computing. Distributed jobs, along with there source consumption 
at local machines are tracked by static software agents. The 
notion of accountability policies in [5-6] is related to ours, but 
it is mainly focused on resource consumption and on tracking 
of sub jobs processed at multiple computing nodes, rather than 
access control.

II. Problem S Tatement
We begin this section by considering an illustrative example which 
serves as the basis of our problem statement and will be used 
throughout the paper to demonstrate the main features of our 
system.
A user who subscribed to a certain cloud service, usually needs 
to send his/her data as well as associated access control policies 
(if any) to the service provider. After the data are received by the 
cloud service provider, the service provider will have granted 
access rights, such as read, write, and copy, on the data. Using 
conventional access control mechanisms, once the access rights 
are granted, the data will be fully available at the service provider. 
In order to track the actual usage of the data , we aim to develop 
novel logging and auditing techniques which satisfy the following 
requirements:

The logging should be decentralized in order to adapt to 1. 
the dynamic nature of the cloud. More specifically, log files 
should be tightly bounded with the corresponding data being 
controlled, and require minimal infrastructural support from 
any server.
Every access to the user’s data should be correctly and 2. 
automatically logged. This requires integrated techniques 
to authenticate the entity who accesses the data, verify, and 
record the actual operations on the data as well as the time 
that the data have been accessed.
Log files should be reliable and tamper proof to avoid illegal 3. 
insertion, deletion, and modification by malicious parties. 
Recovery mechanisms are also desirable to restore damaged 
log files caused by technical problems.
Log files should be sent back to their data owners periodically 4. 
to inform them of the current usage of their data. More 
importantly, log files should be retrievable any time by their 
data owners when needed regardless the location where the 
files are stored.
The proposed technique should not intrusively monitor 5. 
data recipients’ systems, noritshould introduce heavy 
communication and computation overhead, which otherwise 
will hinder its feasibility and adoption in practice.
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Fig. 1: Cloud Computing Architecture

CIA (Cloud I Nformation Accountability)
The Cloud Information Accountability framework proposed in 
this work conducts automated logging and distributed auditing of 
relevant access performed by any entity, carried out at any point 
of time at any cloud service provider. 

Components of CIA
It has two major components: logger and log harmonizer.
The first being the logger, and the second being the log harmonizer. 
The logger is the component which is strongly coupled with the 
user’s data, so that it is downloaded when the data are accessed, 
and is copied whenever the data are copied. It handles a particular 
instance or copy of the user’s data and is responsible for logging 
access to that instance or copy. The log harmonizer forms the 
central component which allows the user access to the log files.
The logger is strongly coupled with user’s data (either si ngle 
or multi ple dat a items). Its mai n tasks include automatically 
logging access to data items that it contains, encrypting the log 
record using the public key of the content owner, and periodically 
sending them to the log harmonizer. It may also be configured 
to ensure that access and usage control policies associated with 
the data are honored. For example, a data owner can specify that 
user X is only allowed to view but not to modify the data. The 
logger will control the data access even after it is downloaded 
by user X.
The logger requires only minimal support from the server (e.g., 
a valid Java virtual machine installed) in order to be deployed. 
The tight coupling between data and logger, results in a highly 
distributed logging system, therefore meeting our first design 
requirement. The log harmonizer is responsible for auditing. Being 
the trusted component, the log harmonizer gen-erates the master 
key. It holds on to the decryption key for the IBE key pair, as it is 
responsible for decrypting the logs. Alternatively, the decryption 
can be carried out on the client end if the path between the log 
harmonizer and the client is not trusted. In this case, the harmonizer 
sends the key to the client in a secure key exchange.

Fig. 2:

CIA logger structure
In this section, we first elaborate on the automated logging 
mechanism and then present techniques to guarantee 
dependability. 

Fig. 3:

The main responsibility of the outer JAR is to handle authentication 
of entities which want to access the data stored in the JAR file. In 
our context, the data owners may not know the exact CSPs that 
are going to handle the data. Hence, authentication is specified 
according to the servers’ functionality (which we assume to be 
known through a lookup service), rather than the server’s URL or 
identity. For example, a policy may state that Server Xi s allowed 
to download the data if it is a storage server. 
Each inner JAR contains the encrypted data, class files to facilitate 
retrieval of log files and display enclosed data in a suitable format, 
and a log file for each encrypted item. We support two options:
. PureLog. Its main task is to record every access to the da ta. T 
he log f iles a re used for p ure a uditing purpose.
AccessLog. I t has two functions: logging actions and enforcing 
access control. In case an access request is denied, the JAR will 
record the time when the request is made. If the access request is 
granted, the JAR will additionally record the access information 
along with the duration for which the access is allowed.

Log Record Gene ration
Log r ecords are g enerated by the logger c omponent. Logging 
occurs at any access to the data in the JAR, and new log entries 
are appended sequentially, in order of crea t io n 
Each record is encrypted individually and appended to the log file. 
In particular, a log record takes the following form:

indicates that an entity identified by I D has performed an action 
Act on the user’s data at time T a t location Loc. The component 

  corresponds to the checksum of the 
records preceding the newly inserted one, concatenated with the 
main content of the record itself (we use I t o denote concatenation). 
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The checksum is computed using a collision-free hash function 
[37]. The component sig denotes the signature of the record created 
by the server. If more than one file is handled by the same logger, 
an additional ObjI D field is added to each record.
The most critical part is to log the actions on the users’ data. In the 
current system, we support four types of actions, i.e., Act has one 
of the following four values: view , download , timed_access, and 
Location-based_access . For each action, we propose a specific 
method to correctly record or enforce it depending on the type of 
the logging module, which are elaborated as follows:
View. The entity (e.g., the cloud service provider) can only read 
the data but is not allowed to save a raw copy of it anywhere 
permanently. For this type of action, the PureLog will simply write 
a log record about the access, while the AccessLogs will enforce 
the a ction through the e nclosed a ccess control module. Recall 
that the data are encrypted and stored in the inner JAR. When there 
is a view-only access request, the inner JAR will decrypt the data 
on the fly and create a temporary decrypted file. The decrypted 
file will then be displayed to the entity using the Java application 
viewer in case the file is displayed to a human user. Presenting the 
data in the Java application, viewer disables the copying functions 
using right click or other hot keys such as PrintScreen. Further, 
to prevent the use of some screen capture software, the data will 
be hidden whenever the application viewer screen is out of focus. 
The content is displayed using the headless mode in Java on the 
command line when it is presented to a CSP.
Download. The entity is allowed to save a raw copy of the data and 
the entity will have no control over this copy neither log records 
regarding access to the copy. If PureLog is adopted, the user’s 
data will be directly downloadable in a pure form using a link. 
When an entity clicks this download link, the JAR file associated 
with the data will decrypt the data and give it to the entity in raw 
form. In case of AccessLogs, the entire JAR file will be given to 
the entity. If the entity is a human user, he/she just needs to double 
click the JAR file to obtain the data. If the entity is a CSP, it can 
run a simple script to execute the JAR. Timed_access . This action 
is combined with the view-only access, and it indicates that the 
data are made available only for a certain period of time.
The Purelog will just record the access starting time and its 
duration, while the AccessLog will enforce that the access is 
allowed only within the specified period of time. The duration 
for which the access is allowed is calculated using the Network 
Time Protocol. To enforce the limit on the duration, the AccessLog 
records the start time using the NTP, and then uses a timer to stop 
the access. Naturally, this type of access can be enforced only 
when it is combined with the View access right and not when it 
is combined with the Download.
Location-based_access . I n this case, the PureLog will record the 
location of the entities. The AccessLog will verify the location 
for each of such access. The access is granted and the data are 
made available only to entities located at locations specified by 
the data owner.

III. Implementation
Algorithm Evolution The algorithm here used is Log Retrieval 
Algorithm for push and pull modes. The algorithm presents 
logging and synchronization steps with the harmonizer in 
case of Pure Log. First, the algorithm checks whether the size 
of the JAR has exceeded a stipulated size or the normal time 
between two consecutive dumps has elapsed. The size and time 
threshold for a dump are specified by the data owner at the time of 
development of the JAR. The algorithm also determines whether 

the data owner has requested a dump of the log files. If none 
of these events has happened, it proceeds to encrypt the record 
and write the error-correction information to the harmonizer. The 
interaction with the harmonizer begins with a simple handshake. 
If no response is received, the log file records an error. The data 
owner is then alerted via emails, if the JAR is configured to send 
error notifications. Once the handshake is done, the interaction 
with the harmonizer proceeds, using a TCP/IP protocol. If either 
of the aforementioned events (i.e., there is request of the log 
file or the size or time exceeds the threshold) has happened, the 
JAR simply dumps the log files and resets all the variables, to 
make a space for new records. In case of Access Log, the above 
algorithm is modified by adding an additional check after step 6. 
Precisely, the Access Log checks whether the CSP accessing the 
log satisfies all the conditions specified in the policies pertaining 
to it. If the conditions are fulfilled, access is granted; otherwise, 
access is declined. Irrespective of the access control outcome, 
the attempted access to the data in the JAR file will be logged. 
Our auditing mechanism has two fundamental advantages. First, 
it guarantees a high level of availability of the logs. Second, the 
usage of the harmonizer minimizes the amount of workload for 
human users in going through long log files sent by different 
copies of JAR files.

A. Modules 
User/Data Owner1. 
Cloud Sever 2. 
Certificate Authority3. 
Logger4. 
Access Privileges5. 
Push And Pull6. 
Random Set Generation And Verification 7. 

B. User/Data Owner
User is the person is going to see or download the data from the 
Cloud server. To access the data from the Cloud server, the users 
have to be registered with the cloud server. So that the user have 
to register their details like user name, password and a set of 
random numbers. This is the information that will stored in the 
database for the future authentication.  Data Owner is the Person 
who is going to upload the data in the Cloud Server. In order to 
upload the data into the Cloud server, the Data Owner have to be 
registered in the Cloud Server. Once the Data Owner registered in 
cloud server, the space will be assigned to the Data Owner.  

C. Cloud Server
Cloud Server is the area where the user going to request the data 
and also the data owner will upload their data. Once the user 
send the request regarding the data they want, the request will ne 
first send to the Cloud Server and the Cloud Server will forward 
your request to the data owner. The data Owner will send the data 
the data the user via Cloud Server. The Cloud Server will also 
manage the Data owner and Users information in their Database 
for future purpose. 

D. Logger
The Logger is maintained by the Cloud Server. Loggers have the 
details of the data owner and users who are accessing the Cloud 
Server. So the Logger will be more useful for many purposes.  
Like which user / data owner accessing the Cloud Server, accessed 
at the particular time and the IP address from which the data is 
requested by user.
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E. Certificate Authority
The Certificate Authority is used to verify the Cloud Server is 
recognized or not. The Cloud Server has to be recognized by 
the certificate authority. If not recognized, the Cloud Server is 
a Fraudulent Server. The data owner can check the whether the 
recognized or not. Because the data owner is going to upload their 
data in the Cloud Server .  

F. Access Privileges
The access privileges are set by the data owner for accessing 
their data. Some Owners will provide read only, some of them 
will allow read and download. The Cloud Server will send the 
dynamic intimation when the user is accessing the data beyond 
their limits. This increases more security while sharing the data 
in the Cloud. 

G. Push and Pull Concept
For the every periodical time the Cloud Server will send the access 
details of the user to the data owner.  So that the Data Owner  may 
able to  know who’re all the accessing their  data at the particular  
time period .  During the registration phase ,  the Data  owner  will 
ask by the  Cloud  Server  whether  they’re choosing the push or  
pull method Pull In the Pull method, the data owner has to send 
the request to the Cloud Server regarding the access details of their 
data up to the particular time. Then the Cloud Server will send the 
response to the Data Owner regarding the user ’s access. 

H. Random Set Generation and Verification
When the user request the data to be downloaded from the Cloud 
Server, the user have to enter the Random number set. If it is 
matched, the user is allowed to download the data. The Random 
number sets will be provide to the user during the registration 
Phase itself. Each and Every time the Random number set will 
vary. This ensures security while downloading the data.  

IV. Result and Discussions

A. Experimental Settings
We tested our CIA framework by setting up a small cloud, using 
the Emu lab test bed In particular, the test environment consists 
of several Open SSL-enabled servers: 1. Notice that we do not 
consider the attack on the log harmonizer component, since it is 
saved separately in either a secure proxy or at the user end and 
the attacker typically cannot access it. As a result, we consider 
that the attacker cannot extract the decryption keys from the log 
harmonizer. One head node which is the certificate authority and 
several computing nodes. Each of the servers is installed with 
eucalyptus .Eucalyptus is an open source cloud implementation 
for Linux-based systems. It is loosely on the basis of Amazon EC2, 
so bringing the powerful functionalities of Amazon EC2 into the 
open source domain. We set to work Linux-based servers running 
Fedora 10 OS. Each server has a 64-bit Intel Quad Core Xeon 
E5530 processor, 4 GB RAM, and a 500 GB Hard Drive. 

B. Experimental Results
In the experiments, we first examine the time taken to create log 
file and then measure the overhead in the system. With respect 
to time, the overhead can occur at three points: at the time of 
the authentication, during encryption of a log record, and at the 
time of the merging of the logs. Also, with respect to storage 
overhead, we notice that our architectures very lightweight, in 
that the only data to be stored are provided by the actual files and 

the associated logs. Further, JAR appear as a compressor of the 
files that it handles. In particular, as proposed, multiple files can 
be managed by the same logger component. To this extent, we 
checked whether a single logger component, used to managed 
more than one file, results in storage overhead.  

C. Log Creation
Time In the first round of experiments, we are concerned in finding 
out the time taken to create a log file when there are entities 
continuously accessing the data, causing continuous logging. 
Resultants are shown in Fig. 3. It is not surprising to identify 
that the time to create a log file increases linearly with the size 
of the log file. Specifically, the time to develop a 100 Kb file is 
about 114.5 ms while the time to create a 1 MB file averages at 
731 ms. With this experiment as the baseline, one can figure out  
the amount of time to be specified between dumps, keeping other 
variables like space constraints or network traffic in mind. 

D. Authentication Time 
The next point that the overhead can occur is during the 
authentication of a CSP. If the time taken for this authentication 
is too long; it may become a bottleneck for accessing the enclosed 
data. To evaluate this, the head node issued Open SSL certificates 
for the computing nodes and we measured the total time for the 
Open SSL authentication to be completed and the certificate 
revocation to be investigated. Considering one access at the time, 
we got that the authentication time averages around 920 ms which 
proves that not too much overhead is added during this phase. As 
of present, the authentication takes place each time the CSP needs 
to access the data. The performance can be further improved by 
caching the certificates. The time for authenticating an end user 
is about the same when we consider only the actions required by 
the JAR, viz. acquiring a SAML certificate and then evaluating 
it. This is due to both the Open SSL and the SAML certificates 
are handled in a similar fashion by the JAR. When we consider 
the user actions (i.e., submitting his username to the JAR), it 
averages at 1.2 minutes.  

E. Time Taken to Perform Logging
This set of experiments studies the effect of log file size on the 
logging performance. We measured the average time taken to 
allow an access plus the time to write the corresponding log record. 
The time for allowing any access to the data items in a JAR file 
includes the time to evaluate and enforce the applicable policies 
and to locate the requested data items. In the experiment, we let 
multiple servers continuously access the same data JAR file for a 
minute and recorded the number of log records generated. Every 
access is just a view request and hence the time for executing the 
action is negligible. As a resultant, the average time to log an action 
is about 10 seconds, which involves the time taken by a user to 
double click the JAR or by a server to run the script to open the 
JAR. We also took the log encryption time which is about 300 ms 
(per record) and is seemingly unrelated from the log size.

F. Log Merging
Time To check if the log harmonizer can be a bottleneck, we 
have taken the amount of time required to merge log files. In 
this experiment, we confirmed that each of the log files had10 to 
25 percent of the records in common with one other. The exact 
number of records in common was random for each repetition of 
the experiment. The time was averaged over 10 repetitions. We 
tested the time to merge up to 70 log files of 100 KB, 300 KB, 
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500 KB, 700 KB, 900 KB, and 1 MB each. The results are shown 
in Fig.3. We can see that the time increases almost linearly to the 
number of files and size of files, with the least time being acquired 
for merging two100 KB log files at 59 ms, while the time to merge 
70 1 MB files was 2.35 minutes.  

G. Overhead Added by JVM Integrity Checking
We investigate the overhead added by both the Reinstallation/
repair process, and by the time taken for computation of hash 
codes. The time taken for JRE installation/repair averages around 
6,500ms. This time was figured by taking the system time stamp 
at the beginning and end of the installation/repair. To calculate 
the time overhead added by the hash codes, we simply measure 
the time acquired for each hash calculation. This time is taken to 
average around 9ms. The number of hash commands varies on 
the basis of size of the code in the code does not change with the 
content, the number of hash commands remain constant. 

V. Conclusion 
We introduced modern approaches for automatically logging 
any access to the data in the cloud together with an auditing 
mechanism. Our approach allows the data owner to not only audit 
his content but also enforce strong back-end protection. We design 
and implement FADE, a secure overlay cloud storage system that 
achieves fine-grained, policy-based access control and file assured 
deletion. We conduct experiments on a real cloud testbed. The 
results demonstrate the efficiency, scalability, and granularity of 
our approach. We also provide a detailed security analysis and 
discuss the reliability and strength of our architecture. We will 
also upgrade the capability of JAR programmable files.
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