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Abstract
A mobile ad-hoc network is a collection of mobile nodes creating an 
ad-hoc network without the support of any centralized structures. 
These networks introduced a new skill of network establishment 
and can be well suited for an environment where either the 
infrastructure is lost or where deploying an infrastructure is not 
very cost effective. The wireless links in this network are very 
much error prone and can go down frequently due to mobility of 
nodes, interference and less infrastructure. Therefore, routing in 
MANET is a critical task due to highly dynamic environment. 
In recent years, many routing protocols have been proposed 
for mobile ad hoc networks and well-known among them are 
AODV, DSDV, DSR, TORA, FSR, ZPR and WRP. This research 
paper gives an overview of these protocols by presenting their 
characteristics, functionality, benefits, limitations and analysis. 
The goal is to make observations about how the performance of 
these protocols can be enhanced. 
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I. Introduction 
A mobile Ad-Hoc Network (MANET) is a self-configuring 
infrastructure less network of mobile devices connected 
by wireless. MANETs are a kind of Wireless ad hoc network that 
usually has a routable networking environment on top of a Link 
Layer ad hoc network [3]. The nodes can talk to each other by 
direct peer-to-peer wireless communication when they are close 
to each other. When the sender and receiver are far away, their 
packets can be forwarded by the intermediate nodes along a multi-
hop path. 
An infrastructure network (Fig. 1(a)) consists of wireless mobile 
nodes and one or more stations, which connect the wireless network 
to the wired network. These stations are called base stations [4]. 
A mobile node within the network searches for the nearest base 
station connects to it and communicates with it. The important 
fact is that all communication is taking place between the wireless 
node and the base station but not between different wireless nodes. 
While the mobile node is traveling around and all of a unexpected 
gets out of range of the current base station, a handover to a new 
base station will let the mobile node communicate seamlessly 
with the new base station. 
In converse to infrastructure networks, an ad-hoc network (fig. 
1(b)) lacks any infrastructure. There are no base stations, no fixed 
routers and no centralized administration. All nodes may move 
randomly and are connecting dynamically to each other. Therefore 
all nodes are operating as routers and need to be capable to discover 
and maintain routes to every other node in the network and to 
propagate packets accordingly [4]. Mobile ad-hoc networks may 
be used in areas with little or no communication infrastructure: 
think of emergency searches, rescue operations, or places where 
people wish to quickly share information, like meetings etc. 

(a). An Infrastructure Network With Base Station

(b). A Mobile Ad-Hoc Network
Fig. 1: Infrastructure and Ad-Doc Networks

The goal of mobile Ad-Hoc networking is to extend mobility into 
the realm of autonomous, mobile, wireless domains, where a set 
of nodes, which may be combined routers and hosts, they form 
the network routing infrastructure in an ad-hoc fashion. Examples 
for the use of such mobile, wireless, multi-hop ad-hoc networks, 
which are only called ad-hoc networks here for simplicity, are: 

Instantly Infrastructure
Unplanned meeting, spontaneous interpersonal communication 
etc. Cannot rely on any infrastructure. Infrastructure needs planning 
and administration. It would take too long to set up this kind of 
infrastructure; therefore, ad-hoc connectivity has to set up. 

Calamity Relief
Infrastructure typically breaks down in disaster areas. Hurricanes 
cut phone and power lines, floods destroy base station, fires burn 
serves. Emergency teams can only rely on an infrastructure they 
can setup themselves. No forward planning can be done and set-
up must be extremely fast and reliable. 
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Remote Areas
Even if infrastructure could be planned ahead, it is sometimes too 
expensive to set up an infrastructure in sparsely populated areas. 
Depending on the communication pattern, ad-hoc networks or 
satellite infrastructures can be a solution. 

Worthiness
Services provided by existing infrastructure might be too expensive 
for certain application. Registration procedure might take too long, and 
communication overheads might be too high with existing networks. 
Application- tailored ad-hoc networks can offer a better solution. 

A. MANET 
The whole life cycle of ad-hoc networks could be categorized into the 
first, second, and the third generation ad-hoc networks systems. Present 
ad-hoc networks systems are considered the third generation. 
The first generation goes back to 1972. At the time, they were called 
PRNET (Packet Radio Networks). In conjunction with ALOHA 
(Areal Locations of Hazardous Atmospheres) and CSMA (Carrier 
Sense Medium Access), approaches for medium access control and 
a kind of distance-vector routing PRNET were used on a trial basis 
to provide different networking capabilities in a combat environment 
[3]. 
The second generation of ad-hoc networks emerged in 1980s, when the 
ad-hoc network systems were further enhanced and implemented as a 
part of the SURAN (Survivable Adaptive Radio Networks) program. 
This provided a packet-switched network to the mobile battlefield 
in an environment without infrastructure. This program proved to 
be beneficial in improving the radios’ performance by making them 
smaller, cheaper, and resilient to electronic attacks [5]. 
In the 1990s, the concept of commercial ad-hoc networks arrived with 
notebook computers and other viable communications equipment. At 
the same time, the idea of a collection of mobile nodes was proposed 
at several research conferences. 
The IEEE 802.11 subcommittee had adopted the term “ad-hoc 
networks” and the research community had started to look into the 
possibility of deploying ad-hoc networks in other areas of application 
[5]. 
Ad hoc mode is a method for wireless devices to directly communicate 
with each other in dynamic fashion without any infrastructure. They 
are self-organizing networks. All nodes act both as participants and 
establishing a short-lived network. Ad hoc networking is equivalent 
to peer-to-peer networking. That means there is no need of any access 
point to connect to any other node in the network. Every node in an 
ad hoc wireless network can communicate with any other node in 
the same network directly in peer-to-peer fashion. Nodes of ad hoc 
networks are often mobile, which also implicates that they apply 
wireless communication to maintain the connectivity, in which case 
the networks are called as Mobile Ad-Hoc Networks (MANET). 
To establish an MANET a node starts sending signal. Other ad hoc 
nodes can join the network after receiving a signal and accepting the 
IBSS parameters. All stations that join the ad hoc network must send 
a signal periodically if it doesn’t hear a beacon from another station 
within a very short random delay period after the signal is supposed 
to be sent. The random delay minimizes the transmission of beacons 
from multiple stations by effectively reducing the number of stations 
that will send a beacon. If a station doesn’t hear a signal within the 
random delay period, then the station assumes that no other stations 
are active and a signal needs to be sent. After receiving a signal, each 
station updates their local internal clock with the timestamp found 
in the beacon frame, assuming the timestamp value is greater than 
the local clock. This ensures that the all stations are able to perform 

operations, such as beacon transmissions and power management 
functions, at the same time. 

B. MANET Characteristics
MANETs have several salient characteristics [6] that have 
to be taken into account when considering their design and 
deployment: 

1. Dynamic Topologies
Nodes are free to move arbitrarily within the network (or leave and 
join the network) causing random topology changes which can happen 
rapidly at unpredictable times. Packets are very likely routed over 
multiple hops [6]. 

2. Bandwidth-Constrained Variable Capacity Links
Wireless links will continue to have significantly lower capacities 
compared to traditional hardwired links. In addition, the realized 
throughput of wireless communications, after accounting for the effect 
of multiple access, fading, noise and interference conditions, etc, is 
often much less than a radio’s maximum transmission rate. As the 
mobile network is often simply an extension of the fixed network 
infrastructure, mobile ad hoc users will demand similar services. 
These demands will continue to increase as multimedia computing 
and collaborative network applications rise [6]. 

3. Energy-Constrained Operation
Nodes usually operate on small batteries and all operations must 
be optimized for energy conservation [6]. 

4. Throughput
These networks have lesser throughput than the wired network, 
because of its lower capacity, noise, interference conditions. 

5. Limited Physical Security
Mobile wireless networks are generally more prone to physical 
security threats than hardwired networks. The increased possibility 
of eavesdropping, spoofing, and denial of service attacks should 
be carefully considered. Existing link security techniques are often 
applied within wireless network control in MANETs provides 
additional robustness against the single points of failure of more 
centralized approaches [6]. 

6. Heterogeneity
There are various types of system from PDA to Laptops. While the 
above characteristics are common to any kind of wireless network, 
MANETs are further distinguished by their “Infrastructure less” 
property. There is no centralized administration or pre-existing 
infrastructure that takes care of the network management and 
existence. Mobile nodes are themselves responsible for establishing 
and maintaining connection between them. In such an environment, 
it is necessary for one mobile host, to enlist the aid of other hosts 
in forwarding a packet to its destination, due to the limited range of 
each mobile host’s wireless transmissions. Thus, robust and efficient 
operation in mobile wireless networks is supported by incorporating 
routing functionality into all the mobile nodes, in contrast to fixed 
network such as the Internet where only some nodes in the network 
perform the routing function. 
It is obvious that the routing function is of utmost importance 
for the viability of an ad hoc network. It is also a big challenge 
since all the characteristics of the mobility and wireless channel 
previously mentioned, must be taken into account when designing 
such protocols. 
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C. Recompense of MANET 
The various recompense of MANET are:

1. Convenience
The wireless nature of such networks allows users to access 
network resources from nearly any convenient location within 
their primary networking environment (home or office). With the 
increasing saturation of laptop-style computers, this is particularly 
relevant. 

2. Mobility
With the emergence of public wireless networks, users can access 
the internet even outside their normal work environment. Most 
chain coffee shops, for example, offer their customers a wireless 
connection to the internet at little or no cost. 

3. Productivity
Users connected to a wireless network can maintain a nearly 
constant affiliation with their desired network as they move 
from place to place. For a business, this implies that an employee 
can potentially be more productive as his or her work can be 
accomplished from any convenient location. 

4. Deployment
Initial setup of an infrastructure-based wireless network requires 
little more than a single access point. Wired networks, on the other 
hand, have the additional cost and complexity of actual physical 
cables being run to numerous locations (which can cost even be 
impossible for hard-to-reach locations within a building). 

5. Expandability
Wireless networks can serve a suddenly-increased number of 
clients with the existing equipment. In a wired network, additional 
clients would require additional wiring. 

6. Rapid Setup Time
Ad-Hoc mode only requires the installation of radio NICs in the 
user devices. As a result, the time to setup is much less than 
installing an infrastructure wireless LAN. 

7. Better Performance Possible
The question of performance with ad hoc mode is certainly 
debatable. For example, performance can be higher with ad 
hoc mode because of no need for packets to travel through an 
access point. This assumes a relatively small number of users, 
however. 

8. Cost
Wireless networking hardware is at worst a modest increase from 
wired counterparts. This potentially increased cost is almost always 
more than outweighed by the savings in cost and labor associated 
to running physical cables. Without the need to purchase or install 
access points, you’ll save a considerable amount of money when 
deploying ad hoc wireless LANs. 

D. Functions of Manet
Ad-Hoc networks are suited for use in situations where an 
infrastructure is unavailable or to deploy one is not cost effective. 
There are many uses of mobile ad-hoc networks such as: 

1. Business Environments
Where the need for collaborative computing might be more 

important outside the office environment than inside, such as 
in a business meeting outside the office to brief clients on a 
given assignment. In e-business applications, more and correct 
information might lead to better deals including e learning and in 
e-learning applications is only possible if the needed information 
is available at time [6]. 

2. Crisis Management Services
Such as in disaster recovery, where the entire communication 
infrastructure is destroyed and resorting communication quickly 
is crucial. By using a mobile ad-hoc network, an infrastructure 
could be set up in hours instead of weeks, as is required in the 
case of wired line communication [6]. 

3. Private Area Network (PANs)
Bluetooth designed to support a personal area network by 
eliminating the need of wires between various devices, such as 
printers, digital cameras and personal digital assistants. 

4. Industrial and Commercial Applications
Some applications of MANET technology could include industrial 
and commercial applications involving cooperative mobile data 
exchange. And also mesh-based mobile networks can be operated 
as robust, inexpensive alternatives or enhancements to cell-based 
mobile network infrastructures [6]. 

5. Military Networking Requirements
Existing and future military networking requirements for robust, 
IP compliant data services within mobile wireless communication 
networks. Many of these networks consist of highly dynamic 
autonomous topology segments. 

6. Communications Operations
When properly combined with satellite-based information delivery, 
MANET technology can provide an extremely flexible method 
for establishing communications for fire/safety/rescue operations 
or other scenarios requiring rapidly deployable communications 
with survivable, efficient dynamic networking [6]. 

7. Environmental Application
In an environmental network, the temperature, atmospheric 
pressure, amount of sunlight, and the relative humidity can be 
find out at a number of locations. 
8. A Local Community can use an ad-hoc network to detect 
your car moving though an intersection, checking the speed and 
direction of the car. 
9. Military can track an enemy tank as it moves through the 
geographic area covered by the network. 

II. Routing Protocols in MANETS

Reactive/On Demand Routing Protocols
On-demand routing is a popular routing category for wireless ad 
hoc routing. It is a relatively new routing philosophy that provides 
a scalable solution to relatively large network topologies. The 
design follows the idea that each node tries to reduce routing 
overhead by only sending routing packets when communication 
is requested. Common for most on-demand routing protocols 
are the route discovery phase where packets are flooded into the 
network in search of an optimal path to the destination node in 
the network. Some Reactive MANET Protocols include: DSR, 
AODV, and TORA [5]. 
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Pro-Active/Table Driven Routing Protocols
These protocols are typically table-driven and distance-vector 
protocols, thus resembling many traditional protocols. In proactive 
protocols the nodes periodically refresh of the existing routing 
information so that every node can immediately operate with 
consistent and up-to-date routing tables whenever there is data 
to be sent [6]. The proactive approach attempts to prevent 
security threats in the first place, typically through various 
cryptographic techniques. The pure proactive protocols do not 
suite ad hoc networks due to constant and heavy control traffic 
delivery between the nodes. Especially in MANET networks there 
often needs to exist several alternate paths to the destination for 
reliability reasons, which causes frequent exchange of redundant 
control information. The advantage of such protocols is that route 
information for each destination is available whenever required. 
On the other hand these protocols waste network capacity to keep 
routing information current, even though most of information 
becomes stale even before it is used, due to node mobility. 
The communication overhead involved in maintaining global 
information about the networks is not acceptable for networks 
whose bandwidth and battery power are severely limited. These 
protocols work well for small size of networks with low mobility 
rate of nodes. Eg. DSDV, GSR.

Hybrid Routing Protocol
These are a new generation of protocols, which combine both the 
proactive and reactive approaches, Eg. ZRP. 

A. Proactive Routing Protocols 

1. DSDV (Destination Sequenced Distance Vector 
Routing) 
The Destination-Sequenced Distance Vector Routing Algorithms 
[8] applies distance vector routing approach to mobile ad-hoc 
networks. In this each node has a routing table, which maintains 
a set of distances for each possible destination and the number 
of hops to each destination. When a node has to select one of its 
direct neighbors to relay a data packet, it selects the entry with the 
minimum distance. To keep the set of distances up to date, each 
node periodically broadcasts its routing table to all neighbors. A 
node, which receives an update message from one of its neighbors 
updates its own routing table and applies a shortest path algorithm. 
When the neighborhood of a node changes, routing information 
in table is also exchanged. Two types of update packets are 
transmitted in DSDV protocol full dump, and incremental dump. 
A full dump contains the whole routing table of a node [8]. In 
contrast, an incremental dump contains only the changes since 
the last full dump. 
DSDV avoids loops by associating a sequence number with each 
routing table entry. This allows nodes to distinguish between old 
and new routing information. In DSDV, each node maintains a 
routing table and advertises this information to each node of its 
neighbors periodically or immediately when there is a change in 
the topology. The routing data packets sent periodically by a node 
contain a new Sequence number and the following information 
for each of the other mobile stations: 

The destination address, • 
The number of hop required to reach the destination, • 
The Sequence Number of the Destination received regarding • 
the destination. 

A node upon receiving a new routing information packet from its 
neighboring node compare it with the previous routing information 

packets and then updates its routing table depending on the 
sequence number and the metric of the entries. Any route with 
higher Sequence number is always chosen regardless of the value 
of the metric. Routes with old sequence number are discarded. In 
case of same sequence number as the existing route, a route with 
least cost metric is chosen. The metric chosen from the new routing 
information packet are each incremented by one. The routes that 
have changed are scheduled for immediate advertisements. Routes 
with a later sequence number are not scheduled for immediate 
advertisement and the time at which are scheduled depends on 
the average settling time for routes to that particular destination 
but those routes are available for use though not advertised 
immediately. This is done to eliminate those updates that would 
occur if a better route were found very soon. Thus each node in 
DSDV maintains two routing tables, one used for forwarding the 
data packets and the other for advertising incremental routing 
packets.

(i). Advantages and Disadvantages 
DSDV was one of the early algorithms available. It is quite 
suitable for creating ad hoc networks with small number of 
nodes. Since no formal specification of this algorithm is present 
there is no commercial implementation of this algorithm. DSDV 
guarantees for loop free path. DSDV requires a regular update 
of its routing tables, which uses up battery power and a small 
amount of bandwidth even when the network is idle. Whenever 
the topology of the network changes, a new sequence number is 
necessary before the network re-converges; thus, DSDV is not 
suitable for highly dynamic networks. (As in all distance-vector 
protocols, this does not perturb traffic in regions of the network 
that are not concerned by the topology change.) 

(ii). Analysis 
DSDV routing protocol is effective for creating Ad Hoc networks 
of small size but is not suitable for large size[7] Ad Hoc networks 
as the control message overhead increases by the order O(N^2) 
where N is the total number of nodes in the Ad Hoc network. The 
complexity of the protocol is in the generation and maintenance 
of the routing tables. DSDV needs the nodes to send the routing 
information packets of the network traffic. This protocol has 
potential problems in networks with high mobility rate, as the 
network will be unstable for sometime before the update packets 
reach all the nodes in the network. DSDV protocol is limited 
in that it provides only single path for routing from source to 
destination. 

2. Global State Routing Protocol 
This protocol is based on Link State Routing, which has the 
advantage of routing accuracy, and dissemination method to 
avoid inefficient flooding in LS routing [8]. Each node maintains 
a neighbor list, a topology table, a next hop table, a distance table. 
The neighbor list contains the list of nodes adjacent to the node. 
The topology table contains the link state information reported by 
a destination and a timestamp indicating the time at which this is 
generated. The next hop table and the distance table contain the 
neat hop and the distance of the shortest path for each destination 
respectively. Initially, each node learns about its neighbors and 
the distance of the link to it (generally hop count equals one) by 
examining each packet in its inbound queue and broadcasts this 
information to its neighbor. Upon receiving the link state message 
from its neighbors, each node updates the link state information 
corresponding that neighbor in the topology table to the most up 
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to date information using timestamps. Then the node rebuilds 
the routing table based on newly computed topology table and 
broadcasts it to its neighbors. The routing table information is 
exchanged periodically with the neighbors only. 

(i). Advantages and Disadvantages 
Global State Routing Protocol is suitable for a mobile environment 
where mobility is high and bandwidth is high. The drawback 
of Global State Routing Protocol are the large size of routing 
message, which consumes considerable bandwidth and the latency 
of the link state change propagation, which depends on update 
period. 

B. Reactive Routing Protocols 

1. Dynamic Source Routing 
The DSR [4,6] is a simple and efficient on-demand source routing 
protocol designed for multi hop wireless ad-hoc networks. DSR 
doesn’t require any existing network infrastructure. DSR allows 
network to be completely self-organizing and self-configuring. It 
uses source routing [6] which is a technique in which the sender 
of a packet determines the complete sequence of nodes through 
which the node has travel. The sender of the packet explicitly 
mentions the list of all nodes in the packet’s header, identifying 
each forwarding ‘hop’ by the address of the next node to which to 
transmit the packet on its way to destination host. In this protocol 
the nodes don’t need to exchange the routing table information 
periodically and thus reduces the bandwidth overhead in the 
network. Each mobile node participating in the protocol maintains 
a ‘routing cache’, which contains the list of routes that the node 
has learnt. Whenever the node finds a new route it adds the new 
route in its “routing cache” [4]. Each mobile node also maintains 
a sequence counter “request id” to uniquely identify the requests 
generated by a mobile host. The pair (source address, request 
id) uniquely identifies any request in the Ad Hoc network. The 
protocol does not need transmission between hosts to work in 
bi-direction. The main phases in the protocol are:

(i). Route Discovery Phase 
This is used to discover new source routes across multiple network 
hops to arbitrary destinations in an ad-hoc network. In this each 
node maintains a source route cache and each route cache can 
contain several routes to the same destination node. If source route 
to the target node is not found from the cache node then the sender 
initiates route discovery by broadcasting Route Request Packet 
(RREQ) [10]. This packet contains the source address; request id 
and a route record in which the sequence of hops traversed by the 
request packet before reaching the destination are noted down. A 
node upon getting a Route request packet does the followings: 

It checks to see if it has the pair (initiators address, request id) in • 
its list of recently seen requests if so discards the packet. 
Otherwise, if this host’s address is already present in the route • 
record of the request packet then it discards the packet, this 
eliminates the looping problem 
Otherwise, if the destination the source is looking for matches • 
with its address then it sends the route reply packet to the initiator 
containing the list of nodes that request packet has traversed 
before it reaches the destination [4]. 
Otherwise, it appends its own address to the route request packet • 
and rebroadcasts it. The route request travels the Ad Hoc network 
until it reaches the destination node. 
Any node forwards the route reply packet by using a route in • 

its route cache if it has one for the initiator node or by using the 
node reverses the route in the reply packet to which node it need 
to send the reply packet[4]. 
Route Maintenance Phase, It is Responsible for detecting • 
network topology changes and keeping up-to-date information 
of already discovered source routes in source routes caches. 
Each node is responsible for confirming that the next hop in 
source route receives the packet. The packet is retransmitted 
up to some maximum number times until the confirmation is 
received from the next hop by link-level acknowledgement, 
passive acknowledgement or software level acknowledgement. 
If retransmission results a failure, Route-Error packet is sent to 
the initiator. Route-Error packet contains information which 
link has failed so the initiator can remove that source route from 
its cache. 

(a). Advantages and Disadvantages 
DSR uses a reactive approach which eliminates the need to 
periodically flood the network with table update messages which 
are required in a table-driven approach. The intermediate nodes 
also utilize the route cache information efficiently to reduce the 
control overhead. The disadvantage of DSR is that the route 
maintenance mechanism does not locally repair a broken down 
link. The connection setup delay is higher than in table-driven 
protocols. Even though the protocol performs well in static and 
low-mobility environments, the performance degrades rapidly 
with increasing mobility. Also, considerable routing overhead 
is involved due to the source-routing mechanism employed in 
DSR. This routing overhead is directly proportional to the path 
length, its cache. 

Fig. 1: DSR Route Discovery Process- Building of Route Record 
and Propagation of Route Reply

Analysis
Dynamic Source Routing Protocol is used for routing in Ad Hoc 
networks using a Source initiated On Demand routing. This protocol 
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quickly adapts to topology changes that occur when a host moves 
and yet requires very less or no routing protocol overhead during 
periods in which no changes occur in the topology. This protocol is 
intended for networks in which mobile nodes move with moderate 
speed compared to packet latency. This protocol can generate multiple 
routes from a source to destination which can be used for eliminating 
route discovery process in case of topology changes.

2. AODV (Ad-Hoc on-Demand Distance Vector Routing) 
The Ad Hoc On-Demand Distance-Vector Protocol (AODV) [8] is 
intended for use by the mobile nodes for routing data in Ad Hoc 
networks. AODV is an extension of Distance-Sequenced Distance-
Vector routing protocol [6] a Table Driven routing protocol for Ad 
Hoc networks that is discussed in the previous section. AODV is 
designed to improve upon the performance characteristics of DSDV 
in the creation and maintenance of routes. The primary objectives 
of AODV protocol are: 

To broadcast discovery packets only when necessary, • 
To distinguish between local connectivity management and • 
general topology maintenance and 
To disseminate information about changes in local connectivity • 
to those neighboring mobile nodes those are likely to need the 
information. 

AODV decreases the control overhead by minimizing the number 
of broadcasts using the pure on-demand route acquisition method. 
AODV uses only symmetric links between neighboring nodes. In 
AODV, each node maintains two separate counters: 

Sequence Number [6], a monotonically increasing counter used • 
to maintain freshness information about the reverse route to the 
source and 
Broadcast-ID [8], which is incremented whenever the source • 
issues a new Route Request message. Each node also maintains 
information about its reachable neighbors with bi-directional 
connectivity. 

The protocol consists of two phases: 

(i). Route Discovery Phase 
When a node wishing to communicate with another node first looks 
for a route in its routing table. If it finds one the communication starts 
immediately, otherwise the node initiates a route discovery phase. The 
route discovery process consists of a route-request message (RREQ), 
which is broadcasted. If a node has a valid route to the destination, 
it replies to the Route-Request with a Route-Reply (RREP) message 
[10]. Additionally, the replying node creates a so called reverse route 
entry in its routing table which contains the address of the source 
node, the number of hops to the source, and the next hop’s address, 
i.e. the address of the node from which the message was received. A 
lifetime is associated with each reverse route entry, i.e. if the route 
entry is not used within the lifetime it will be removed. 

(a) Propagation of Route Request Packet
(b) Path taken by the Route Reply Packet.
Fig. 2: AODV Route Discovery Process

(ii). Route Maintenance Phase 
The second phase of the protocol is called Route Maintenance. It 
is performed by the source node and can be subdivided into: 

Source node moves: Source node initiates a new route • 
discovery process. 
Destination or an intermediate node moves: A route error • 
message (RERR) is sent to the source node. Intermediate 
nodes receiving a RERR update their routing table by setting 
the distance of the destination to infinity. If the source node 
receives a RERR it will initiate a new route discovery [8].

 

Fig. 3: AODV Route Maintenance

Advantages and Disadvantages
The benefits of AODV protocol are that it favors the least congested 
route instead of the shortest route and it also supports both unicast 
and multicast packet transmissions even for nodes in constant 
movement. It also responds very quickly to the topological 
changes that affects the active routes. AODV does not put any 
additional overheads on data packets as it does not make use of 
source routing. The limitation of AODV protocol is that it expects/
requires that the nodes in the broadcast medium can detect each 
others’ broadcasts. It is also possible that a valid route is expired 
and the determination of a reasonable expiry time is difficult. 
The reason behind this is that the nodes are mobile and their 
sending rates may differ widely and can change dynamically from 
node to node. In addition, as the size of network grows, various 
performance metrics begin decreasing. AODV is vulnerable to 
various kinds of attacks as it based on the assumption that all 
nodes must cooperate and without their cooperation no route can 
be established. 
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Analysis 
AODV uses a distance vector algorithm with some extensions 
to provide routing in On-Demand Ad Hoc networks, which has 
less control message overhead, which is responsive to changes 
in topology, and which provides loop free routing. Simulation of 
AODV showed that AODV could be used effectively for large 
Ad Hoc networks. 

3. TORA (Temporally Ordered Routing Protocols) 
The Temporally-Ordered Routing Algorithm (TORA) [4, 10] is an 
adaptive routing protocol for multi-hop networks that possesses 
the following attributes: 

Distributed execution • 
Multipath routing • 
The protocol can simultaneously support both source initiated, • 
on-demand routing for some destinations and destination-
initiated, proactive routing for other destinations. 
Minimization of communication overhead via localization • 
of algorithmic reaction to topological changes. 
TORA is distributed, in that routers need only maintain • 
information about adjacent routers (i.e., one-hop knowledge). 
Like a distance-vector routing approach, TORA maintains 
state on a per-destination basis. However; TORA does not 
continuously execute a shortest-path computation and thus 
the metric used to establish the routing structure does not 
represent a distance. The destination-oriented nature of the 
routing structure in TORA supports a mix of reactive and 
proactive routing on a per-destination basis. During reactive 
operation, sources initiate the establishment of routes to a 
given destination on-demand. This mode of operation may 
be advantageous in dynamic networks with relatively sparse 
traffic patterns, since it may not be necessary (or desirable) 
to maintain routes between every source/destination pair at 
all times. At the same time, selected destinations can initiate 
proactive operation, resembling traditional table-driven 
routing approaches. This allows routes to be proactively 
maintained to destinations for which routing is consistently 
or frequently required. TORA is designed to minimize the 
communication overhead associated with adapting to network 
topological changes. The scope of TORA’s control messaging 
is typically localized to a very small set of nodes near a 
topological change. 

Advantages and Disadvantages 
One of the benefits of TORA is that the multiple routes between any 
source destination pair are supported by this protocol. Therefore, 
failure or removal of any of the nodes is quickly resolved without 
source intervention by switching to an alternate route. TORA 
is also not free from limitations. One of them is that it depends 
on synchronized clocks among nodes in the ad hoc network. 
The dependence of this protocol on intermediate lower layers 
for certain functionality presumes that the link status sensing, 
neighbor discovery, in order packet delivery and address resolution 
are all readily available. The solution is to run the Internet MANET 
Encapsulation Protocol at the layer immediately below TORA. 
This will make the overhead for this protocol difficult to separate 
from that imposed by the lower layer. 

C. Hybrid Routing Protocol 

1. ZRP (Zone Routing Protocol) 
In a mobile ad-hoc network, it can be assumed that most of the 

communication takes place between nodes close to each other. The 
Zone Routing Protocol (ZRP) described in [5] takes advantage 
of this fact and divides the entire network into overlapping zones 
of variable size. It uses proactive protocols for finding zone 
neighbors (instantly sending hello messages) as well as reactive 
protocols for routing purposes between different zones (a route is 
only established if needed). Each node may define its own zone 
size, whereby the zone size is defined as number of hops to the 
zone perimeter. For instance, the zone size may depend on signal 
strength, available power, reliability of different nodes etc. While 
ZRP is not a very distinct protocol, it provides a framework for 
other protocols [7]. 

Fig. 4: ZRP - Routing Zone of Node i. 

First of all, a node needs to discover its neighborhood in order to be 
able to build a zone and determine the perimeter nodes. In fig. 4, all 
perimeter nodes are printed in orange color – they build the border 
of i’s zone. The detection process is usually accomplished by using 
the Neighbor Discovery Protocol. Every node periodically sends 
some hello messages to its neighbors. If it receives an answer, 
a point-to-point connection to this node exists. Nodes may be 
selected by different criteria, be it signals strength, radio frequency, 
delay etc. The discovery messages are repeated from time to time 
to keep the map of the neighbors updated. 

III. Conclusion 
In this paper, we have analyzed the different routing protocols 
of mobile an ad hoc network and their objectives that need to be 
achieved. On one hand, the idiosyncrasy of ad hoc networks poses 
both challenges and opportunities for these mechanisms. This 
paper focuses on how to use different protocols with optimum 
side routing and how to establish a key management service in an 
ad hoc networking environment. These two issues are essential to 
achieving our goals. Besides the standard mechanisms, we take 
advantage of the redundancies in ad hoc network topology and use 
diversity coding on multiple routes to tolerate. Furthermore, our key 
management service employs share refreshing to achieve proactive 
routing and to adapt to changes in the network in a scalable way. 
Finally, the paper represents the first step of our research to analyze 
the routing, to understand the routing requirements for ad hoc 
networks, and to identify existing techniques, as well as to propose 
new mechanisms. More work needs to be done to deploy these 
mechanisms in an ad hoc network and to investigate the impact 
of these routing mechanisms on the network performance.
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