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Abstract
Much More than buzzword open source software is becoming 
an increasingly important part of the information technology 
environment. The Adaptation of Open Source Software is widely 
increasing; some countries have been mandating the use of FOSS/
FLOSS in all government sectors, while other countries are in 
pipeline for adopting the FOSS strategies. Many program manager, 
project managers and developers are already familiar with open 
source, other may wonder how best to use open source in a project 
environment. This Research Paper describe about open source 
software, how it is a challenge for the Proprietary software. What 
are the different alternatives present for Proprietary software? This 
research paper analyses the factors related to Security of open 
source software and its advantages over Proprietary Software 
and how the Implementation of FOSS can reduce the Software 
ownership cost and maintenance cost.
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I. Introduction
Whether you realize it or not, you rely on open source software 
every day. Open source software provides the underpinnings for 
the internet, directs much of the world’s email traffic and powers 
more than two third of the world’s Web sites [1].
The Open source paradigm is based on the idea that software 
reuse need not stop at organisational boundaries. Open Source 
Software came into existence with the development of ICTs.The 
lines of instructions which are translated into the binary code are 
called source Code of the program. If a user or programmer has 
access to the source code behind the program, then the user or 
programmer is able to alter the program, changing the way that 
it works. The term Open Source Refers to software that includes 
the original source code, used to create it so that programmer or 
user can modify it to make it work according to their needs [2, 4]. 
It also includes the right of distribution. In Open source Software 
the core code of such software can be easily studied by other 
programmers and improved upon. Open source licenses promise 
to everyone what many in the community refer to as software 
freedom. The terminology of freedom is emotionally satisfying, 
but it has proven to be very confusing.

The autonomy to run the software for any purpose• 
The autonomy to study how the software works and to  adapt • 
it to your needs
The autonomy to redistribute copies of the software• 
The autonomy to improve the software and distribute your • 
improvements to the public

In general the source code of OSS is widely accessible, freely 
available and reusable. The Most Popular source License, the 
General Public License (GPL) allows almost full use and re-use 
of source code. FOSS is a competitive technology to proprietary 
software. It differs in the manner in which it is produced and 
distributed. For many cases, it is a substitute for proprietary 
software; the most important and substantive economic impact 

of FOSS is as an alternatives for proprietary software [3]. 
Organizations, businesses and governments around the world are 
opening up to the possibilities provided by open source software. 
If you have not explored open source software firsthand, you 
might be surprised by its diversity. Although media coverage 
commonly focuses on the Linux operating system and on server 
based application likes Apache and Mysql.An Extensive array of 
reusable libraries and framework can save your time and money. 
Applications like Mozilla and Open Office addresses common 
end user needs. There are basically four principals of Open source 
[4].

The user can run the application for any purpose .anywhere • 
& anyhow
The user can Study how the application is made & modify • 
it for his/her needs
The user can  make copies of the applications gratis or for • 
money
The user can  publically redistribute his changes• 

Applications that match these four principles are free software/
open source Application that do not match any of these four 
principles are proprietary or private software.

II. Strength of Open Source
Many Organizations are initially attracted to open source products 
because they can generally be acquired for free. Budget Constraints 
have encouraged academia to adopt and support open source 
software. With the increased public awareness of open source, 
public and private middle and secondary schools are beginning 
to investigate open source option and small businesses may 
find open source software helpful in levelling the playing field. 
Government organizations and contractors often discover different 
reason to appreciate zero cost licenses for open source software. 
In addition open source approaches can lower the monetary risk 
of experimenting with new technologies, effectively speeding 
the pace of technology adoption and supporting the collaborative 
development of new standards [5].
In fact reuse is the central tenet of the open source development 
paradigm. Open source Software Licenses by the Open source 
Foundation explicitly target software reuse by permitting source 
code to be copied, modified and distributed. When organizations 
and individuals share a common need, they can share and reuse 
entire open source products rather than independently development 
redundant code.
The true strength of open source is reusability, however emerges 
when an organization or an individual has a unique need. An 
organization or individual with new or unmet requirements is 
libre to alter an open source product to meet those requirements, 
potentially reusing hundreds of lines of code. The benefits of 
reuse in such a scenario are well realize, saving innumerable 
hours of development testing and maintenance. To impart, such 
an enhancement back to the open source community can gain 
other organizations with similar needs.
Open source software encourage reuse in another, unpredicted way 
through code transparency. Inadequate Documentation has been 
identified as a significant barrier to software reuse; in addition subtle 
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misunderstandings between developers on either side of a code 
boundary can lead to pernicious error. In the absence of unflawed 
code and faultless documentation, the freedom to examine the 
source code can mean the difference between a useful, reusable 
library and mystify black box [6-7]. When the code in an open 
source library behaves unexpectedly, a developer can peer into it 
to understand its operation and true intent and determine whether 
the defect lies in the library or in their mental model of it. If the 
defect is in the library the developer can notify the original author 
to fix it, Otherwise the developer can gain a better understanding 
of the library and correct his code to use it properly.
In the broader pursuit of software quality, many open source 
projects succeed by leveraging code review practices on a 
monolithic scale. Studies have demonstrated that code reviews 
(analysing source code for problems) can remove defects much   
more effectively than testing (running an application and watching 
for incorrect behaviour). In a closed source environment, only 
internal developers can perform code reviews, while the larger 
community of user is constrained to black-box testing. Open 
source projects remove this limitation, freeing any end user to 
participate in the code review process.
While there is a practical limit to the number of Application 
developers that can work collaborative on a single team 
(because
Communication needs increase exponentially with the number 
of Application developers), there is almost limitless people who 
can simultaneously review code and test an application [4].
Accordingly, and successful open source projects like Linux 
tackle the skills of their large user base to perform massively 
parallel code reviews. Even brute-force method of testing can 
prove effective in improving product quality when thousands of 
individuals participate, each testing a product from his or her own 
unique perspective. When the conditions are correct, open source 
projects can successfully employ these techniques to develop 
extraordinary quality products [3].

III. Security of Open Source Software
The security of open source software (and its comparison to 
the security of proprietary software or Closed Software) is a 
hot deliberate topic. The security of open source software is 
an important concern for organisations planning to implement 
it as part of their software stack, particularly if it will play a 
significant role. The main concern is that because free and open 
source software (Foss) is built by association of developers 
with the source code publically accessible, access is also open 
to hackers and malicious users. As a result, there could be the 
assumption that Foss is less secure than proprietary applications. 
Open source annotator attack the stability of the platforms as not 
ready for rampant adoption due to their ever-changing natures 
as they evolve by contributions to their features and code. They 
criticise open source for requiring so many patches to stay secure. 
Most commercial software companies have a finite-sized team to 
look at their software, but in the open source community there 
are many more people to look at the code. So, it could be argued 
that open source is more secure than proprietary because there is 
a wider and broader development base. Open source providers 
like Red Hat and Ingres, who are building products for enterprise 
deployment, are building advanced security capabilities, such 
as fine-grained access control, security auditing and encryption, 
into their base products [7]. It is possible to construct a secure 
infrastructure stack built entirely of open source software that 
could withstand a malicious attack as well as its closed source 

counterparts. Open source detractors argue that providing access 
to the code will result in security vulnerabilities being more easily 
uncovered, but infact the case is opposite  as providing community 
access to the code results in a stricter and wider review process 
and potential security vulnerabilities are found and fixed before 
the products are released [8].
Experts on both sides of the open source security debate contribute 
many compelling arguments. The bottom line, however, is that 
open source software is not automatically more or less secure 
than proprietary software [14]. Both development approaches 
have their strengths and weaknesses, but neither automatically 
produces more secure code than the other. Unfortunately, 
impassioned people on both sides of the debate regularly make 
broad, unconditional assertions about the relative security of 
open source and proprietary software. Although such statements 
certainly keep the debate interesting (and make for colourful news 
items), objective analyses are more useful [12].
Code reviews allow an assessment of the quality and nature of 
the security protections of the application and, increasingly, open 
source security solutions are being adopted because the initial 
investment cost is lower. Looking beyond this initial investment 
cost, if third-party code support is required then open source may 
not be appropriate as support may not always be available and 
not to the extent that the commercial sector provides. Ultimately, 
security in open source needs to be looked at in the same way as 
traditional closed products. OpenBSD and Linux come with good 
connection tracking firewalls, which can act as the basis for the 
new gateway protection. Snort would provide a good intrusion 
detection/prevention system. Open Swan can provide IPSec VPNs, 
and OpenVPN can provide SSL VPNs[10].

IV. Characteristics of Open Source Software
While open source and proprietary software are similar in one 
respect—they are both copyrighted intellectual property licensed 
under certain conditions to users—they differ in many others; these 
differences make open source particularly useful and appealing 
to IT organizations. These are the most relevant open source 
characteristics for enterprise IT organizations:

A. Expansive Licensing
Proprietary software licenses are usually quite restrictive in terms 
of use—limits on number of users, type or number of machines 
the software may be installed on, and, of course, there is usually 
a fee associated with obtaining a license [13]. By contrast, open 
source has very expansive license conditions that encourage 
widespread use. Open source licenses impose no limitations on 
number of users or type or number of machines that may have 
the software installed. And, of course, there are no license fees 
associated with open source software. Commercial entities may 
offer for-fee services, but these are not required in order to access 
the software itself, and are not a licensing condition [10].

B. Development Transparency
Open source development is carried out in the open. In most cases, 
product decisions are discussed extensively on mailing lists or in 
forums. All code may be examined. Reported bugs are listed and 
available for inspection. The development process itself is carried 
out in public, with all code check-ins also available for inspection. 
It is easy for a software user to ascertain the current state and 
history of an open source product. Users can easily communicate 
with product developers to understand their product decisions and 
offer opinions about the product’s functionality or direction.
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C. Ability to Inspect Source Code
It is often extremely helpful to review the source code of a product 
to enable better integration with another product or merely to 
better understand how the product operates so as to ease use in 
production. Because open source licenses mandate source code 
availability, it is easy to study the product’s code and learn from 
it.

D. Ability to Modify Source Code
Not only is open source code available for inspection, licenses 
also allowing users to modify the source code. Anyone can add 
new functionality that better meets user needs. Furthermore, the 
code can be “contributed” back to the mainstream code base, 
which means that code modifications are automatically carried 
forward in subsequent releases, thereby reducing downstream 
maintenance efforts [11].

E. Community
One of the most important characteristics of open source, and the 
foundation for successful open source projects, is community. 
Community is the combined pool of product developers and users; 
in essence, everyone concerned with a product. Free and honest 
communication is typical of community, with many peer user 
interactions typical of a vibrant community [6,25]. Users can easily 
share their thoughts about the product with developers, leading 
to improved functionality and ease of use. The community also 
enables “corner case” use cases (i.e., unusual product applications 
that only a subset of users confront) to be exercised, with feedback 
about product capability in corner-case conditions directly fed 
back to developers [12]. Finally, community allows peers to help 
one another solve problems, offering quick support and knowledge 
sharing. Community is often an unfamiliar (and uncomfortable) 
concept for new open source users from the business world, but, 
once experienced, is viewed as one of the defining strengths of 
open source software

F. Redistribution Rights
Open source licenses allow users (recipients of open source 
products) to distribute open source products to third-parties as 
part of the license conditions, without requiring permission from 
the original product distributor; this is referred to as redistribution 
[15]. Redistribution can be of the original form of the product, 
or a modified form that contains code modified by the original 
code recipient. Redistribution enables community growth and 
also allows product users to create innovative business offerings 
without having to signal intention to product creators via a 
redistribution request.
Each of these characteristics is a valuable part of the overall open 
source license conditions. If an enterprise is using open source to 
pursue a particular business goal, it will find one or more of the 
characteristics particularly important, indicating what it should 
emphasize in its open source efforts.

V. Benefits of Open Source Software
The Open Source model harnesses the power of distributed peer 
review and transparency to create high-quality, secure and easily 
integrated software at an accelerated pace and lower cost. Primary 
benefits of open source software are:

A. Choice
By its very nature, the source code of open source software is 
available to all, meaning that no one company owns the software. 

Any company can build upon open source software. It may be 
operated and maintained by multiple vendors, reducing both 
barriers to entry and exit. A customer can easily choose another 
vendor because they are not locked in to one vendor’s offering.

B. Reliability
Open source is peer reviewed software, which leads to more 
reliability. The infrastructure of the Internet is largely composed 
of open-source programs such as DNS, send mail, Apache and 
languages such as HTML and Perl. They have proven to be 
both reliable and robust under the most strenuous conditions, 
namely the fast growth of the Internet. Open source software is 
often developed through community forums and collaborative. 
Developers volunteer their time and expertise, and are coordinated 
by fewer paid programmers. The lower overhead costs translates 
into substantial savings, as does the fact that open source software 
typically does not have a per-seat licensing cost[16].

C. Security
Open source enables anyone to examine software for security 
flaws. The continuous and broad peer-review enabled by publicly 
available source code improves security through the identification 
and elimination of defects that might otherwise be missed. Gartner 
for example, recommends the open source Apache Web server as 
a more secure alternative to closed source Internet Information 
servers [9]. The availability of source code also facilitates in-depth 
security reviews and audits by government customers

D. Fast Deployment
With open source software consumers needn’t wait years to 
deploy a solution. Open source software can be “test driven” 
prior to procurement, and is particularly suitable for inter-agency 
collaboration, rapid prototyping and experimentation [17]. Both 
known and unanticipated users can be rapidly provisioned.

E. Cost
Most current Open Source projects are also available free of 
royalties and fees, leading to the confusion around the commonly 
used term `free software’. Unfortunately, the English language 
does not have separate concepts for free-of-charge and free as in 
unconstrained; other languages are better equipped to describe the 
difference between ̀ freedom’ and ̀ free of charge’ (libre vs. gratis).
[24] Advocator of free software licences tends to emphasise liberty 
over cost although in practice the main open source projects are 
free in both senses of the word [15-17].
From a business perspective the purchase cost of software is 
only one factor; Total Cost of Ownership (TCO)[5] is what really 
matters. Other things being equal, the solution with lowest TCO is 
usually the most desirable one. Arguments in favour of low TCO 
for open source software include:

Possibly zero purchase price.• 
Potentially no need to account for copies in use, reducing • 
administrative overhead [21].
Claimed reduced need for regular upgrades(giving lower/nil • 
upgrade fees, lower management costs) [18].
Claimed longer uptimes and reduced need for expensive • 
system administrators.
Near zero vulnerability to viruses eliminating need for virus • 
checking, data loss and downtime [19].
Claimed lower vulnerability to security breaches and hack • 
attacks reducing systems administration load.
Claimed ability to prolong life of older hardware while • 
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retaining performance.

VI. Alternatives of Proprietary Software
Open source software has come a long way and has evolved 
through the years. Nowadays, you can easily find free open source 
applications that can serve as an alternative to many of the popular 
proprietary software commonly used today. Software licensing 
has been one of the hindrances faced by small businesses and 
offices having limited budget, in terms of developing their ICT 
capabilities. This is because software license costs are high. But 
most people fail to see that there are a lot of open source software 
alternatives available out there.

Table 1: Listed Some Alternatives to Proprietary Software [20]

Category
Proprietary 
Component /
Software

FOSS Alternative

OS Microsoft 
Windows Linux/MAC/Solaris

Office 
Automation 
Software

MS Office Open Office/Star 
Office

Image Editor Photoshop Photo Filtre/ 
GIMPshop

Image 
Processing Matlab Scilab

Web 
designing

FrontPage or 
Dreamweaver Nvu

DataBase
Oracle , Sybase 
or Microsoft 
SQL Server

MongoDb, MySQL,
MaxDB and 
PostgreSQL

Web Server IIS/PWS Apache - HTTP web 
server

Web 
Container

Microsoft Server 
2003/2005 Tomcat web server

Programming 
Language

COBOL/
FORTRAN

Opened — Sun’s Java 
Development based 
completely on F/OSS 
code

Browser Internet Explorer Mozilla, Opera

Programming 
Language C.C++,Cobol

Java,Phython,Perl,PHP,
Ruby on Rails

Although these applications will take some time getting used to 
the first time you use them, but eventually you will find that they 
can do most, if not all, of the things their proprietary counterparts 
can do.

VII. Criteria for Selection of Open Source Software
Open source software which is considered as one of the best 
exploration for the software to the small and medium sized 
businesses who are looking out for cost effective solutions. Open 
source software is also providing benefits to those who don’t want 
to spend licensing amount every year on the number of Specified 
users. Open source also helps you to customize the tool as per 
your requirements. Finally it allows you to have source code of 
the tool with you for further future modifications. Open source 
software selection criteria start from listing out with the open 
source packages and after listing out the best [13, 21]. This can be 

followed by searching the capabilities of the tool, customizations 
the tool can offer, integration the tool can offer you with 3rd party 
software etc.

Stability of a Company • 
Name of the license under which the open source is • 
registered.
Historical detail of implementations of the vendor or the open • 
source company
Year of establishment of the product in the market• 
Any other version provided by the company who is promoting • 
the product if yes then what are the features differences 
comparing paid and community editions
Technology and detail about architecture on which the product • 
is based[19].
The period when the advance version is created by the firm• 
Review of the tool linked in or on the forums to judge more • 
capabilities of the tool.

There are development charges which need to be bear during 
the implementation, for this you can further go into more details 
such as:

The vendor information – Company background – the number • 
of other products vendor is dealing with[22].
Is the Vendor partnering with the concern Open source firm, • 
if yes what level of partnership the vendor has?
Number of implementation done by the vendor (clients)• 
[23]
The implementation methodology adopted by the vendor for • 
the development and deployment.
What kind of costing strategy the vendor adopts. (On resource • 
basis/ Hourly billing etc.)
Skills Of the Workers• 
User Support• 
Commercial Support for Operability• 
Support For Standards and interoperability• 

VIII. Partcipating in Open Source Community
As awareness of open source software grows, and as open source 
usage becomes a more common part of everyday software 
development, more and more individuals and organizations wonder 
how they can get involved with the open source community. 
Some organizations have successfully embraced the open source 
development model for their managed projects, accepting code 
contributions from external developers. However, since external 
developers may not be accountable to the internal project goals, 
this approach introduces risks that most projects are not able to 
accept.
Fortunately, there are still many  other creative ways to work 
with the open source community. Perhaps the simplest way to 
participate in the open source community is to provide feedback 
and bug fixes to open source projects. If your project uses an open 
source product (whether it be an operating system, an application, 
a framework, a reusable library, or some other product),take the 
time to thank the developers who created it. In many cases, this 
thanks is the only payment they receive for their efforts. If you 
discover and/or fix a bug in the product,you can benefit the entire 
community by sharing your discovery or patch with the product 
developers.
Some organizations have gone even further, contributing completed 
projects in their entirety to the open source community. In addition 
to the obvious benefits of reuse, organizations have discovered 
other unexpected benefits as well – for example, reduced life-cycle 
costs as open source developers begin fixing bugs and adding 
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features [22]. Both government and corporate supporters of open 
source are increasingly using this approach.

IX. Conclusion
Open source is no longer a mystery. The uptake of open source has 
grown considerably over the past 10 years to the extent that there 
are, according to some analysts, more organisations using some 
form of open source than not. It is because of the unawareness 
of the people that open source software are not very comman.
Everybody knows MS-Office or Photoshop,but very few are aware 
of  the open office,photofilter or other Open source Software.
Growth has changed the debate .Today’s open source vs proprietry 
software debates are less confrontational . Open source tools 
are now being harnessed to support in-house projects around 
data management and integration, application development 
and integration, governance and compliance, business process 
improvement, security, datacentre modernisation and virtualisation 
- often to augment existing systems rather than replace them.
It’s important to mention that an immediate switch from proprietary 
software to Open Source software would not be a wise decision. 
The changes in concept are massive, and prematurely adopting 
this model would likely impact negatively on the economy in the 
short term. Rather, gradual adoption to Open Source development 
is recommended.
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