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Abstract
There are some applications going very fast in communication like 
internet and network application. Security is the most challenging 
aspects in the internet and network applications. Implementations 
of three encryption algorithms are shown in this paper. The selected 
algorithms are: DES algorithm, BLOWFISH algorithm and RSA 
algorithm. The most useful programming language JCA (Java 
Cryptography Architecture) and Java is used in implementing 
the algorithms.
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I. Introduction
Cryptography is mostly referred to as “the study of secret data”. 
The original and normal message is called the plaintext, and 
the disguised and abnormal message is called the cipher text. 
Encryption is the process of converting plain text to cipher text. 
Decryption is the process of converting cipher text to plain text in 
the readable form.  Key in the encryption algorithm has a pivotal 
position, if the key was leaked, it means that anyone can be in the 
encryption system to encrypt and decrypt information; it means 
the encryption algorithm is useless.
There are two general types of key-based encryption algorithms 
(also known as ciphers): 
Symmetric (or conventional) and Asymmetric (or public-key). 
Symmetric algorithms are designed in a way such that any two 
parties interested in encrypting/decrypting data have to use the 
same (secret) key generated for both encryption and decryption. 
Encryption algorithms may consume a huge amount of system 
resources for generating the secret key and for the actual work 
needed for encrypting or decrypting the data.
At present, the best known and most widely used public key system 
is RSA, which was first proposed in paper “A method for obtaining 
digital signatures and public-key cryptosystems” by RL Rivest et 
al. in 1978. RSA Asymmetric key cryptosystem is one of the most 
typical ways that most widely use for public key cryptography in 
encryption and digital signature standards. One Public key cipher 
has been selected for the work in this paper: RSA.
Symmetric algorithms can be divided into two categories: Block 
ciphers[1] and Stream ciphers[2]. The block ciphers operate on 
data in groups or blocks. On the other hand, stream ciphers only 
operate on a single bit at a time which makes them more suitable 
for real time applications such as multimedia. Two symmetric 
block ciphers have been also selected for the work in this paper: 
(DES) and BLOWFISH.

II. RSA Algorithm
The RSA algorithm is the most commonly used encryption and 
authentication algorithm and is included as part of the Web 
browsers from Microsoft and Netscape. It is an asymmetric (public 
key) cryptosystem based on number theory, which is a block cipher 
system. Once the keys have been developed, the existing prime 
numbers are no longer useful and can be discarded. Both the 

public and the private keys are used for encryption /decryption 
but only the owner of a private key ever needs to know it. Using 
the RSA system, the private key never uses to be sent across the 
Internet. The private key can not be derived from the public key, 
that enables the publication of the encryption key without the risk 
of leaking the secrets The most significant approach of public key 
cryptography algorithm is RSA, which can resist almost all the 
known passwords attacks so far.
In the algorithm, two large prime numbers are used for constructing 
the public key and the private-key. It is estimated that the difficulty 
of guessing the plaintext from signal key and the cipher text equals 
to that decomposition of the product of two large prime Numbers. 
RSA public key cryptosystem is one of the most typical ways that 
most widely use for public key cryptography in encryption and 
digital signature standards [3]. The private key is used to decrypt 
text that has been encrypted with the public key. 
Not only can RSA be used for encryption, but also can be used 
for authentication. Comparing with Hash signature, in public key 
algorithms, the generated signature key is stored only on the user’s 
computer, so the safety is at a certain level [4].

III. DES Algorithm
DES is a private or symmetric key algorithm, in which the same key 
is used for both encryption and decryption. A public key algorithm 
such as RSA uses different keys for encryption and decryption. 
Private Key algorithms are generally much faster than public 
key algorithms. The DES was published by the United State’s 
National Bureau of Standards in January 1977 as an algorithm 
to be used for unclassified data (information not concerned with 
national security) [5].  DES is the most widely used open standard 
cryptosystem, offering excellent performance. DES has shown 
noticeable signs of aging during the last two decades.
The 16-round Feistel network, which contains the cryptographic 
core of DES, splits the 64- bit data blocks into two 32-bit words, 
respectively denoted L(for left) and R (for right). The initial status 
of these two blocks is denoted L0 and R0. The 32 bits of the R0 
block are expanded to 48 bits thanks to a table called an expansion 
table (denoted E), in which the 48 bits are mixed together and 
16 of them are duplicated. In each round, the second word Ri is 
fed to a function f (DES function) which is used Ki (key)and the 
result is added to the first word Li. Then both words are swapped 
and the algorithm proceeds to the next iteration[6]. 
The function f of DES algorithm operates on half a block (32 bits) 
at a time and consists of four stages:

1. Expansion (E): The 32-bit input word is first expanded to • 
48 bits by duplicating half of the bits and reordering.[7]
2. Key mixing: The result is combined with a Subkey using • 
an XOR operation by selecting 48 bits from the 56-bit secret 
key, a different selection is used in each round. 
3. Substitution: The 48-bit block is split into eight 6-bit • 
words which are substituted in eight parallel 6×4-bit S boxes. 
All eight S boxes are different but have the same special 
structure. 
4. Permutation (P): The resulting 32 bits are rearranged • 
according to a fixed permutation before being sent to the 
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output.
A 56-bit key length is now considered weak due to advances 
in computer processing power. With proper hardware, a brute 
force attack that systematically attempts all 256 (72 quadrillion) 
different DES keys is possible.

IV. BLOWFISH Algorithm
Blowfish is a symmetric block cipher. Blowfish algorithm takes 
a variable key length, from 32 to 448 bits, making it ideal for 
domestic and exportable use. Bruce Schneier developed Blowfish 
algorithm in 1993 as a fast, free backup to the then existing 
encryption algorithms [8]. Since then Blowfish has been analyzed 
considerably, and is containing acceptance as a strong encryption 
algorithm. Blowfish is one of the fastest block ciphers in world 
widely use, except when changing keys.
The Blowfish is a cipher with a different structure and functionality, 
and has the advantages of low memory requirement and has 
a simple structure. Also, it is unpatented and hence no license 
is required. Blowfish algorithm is suitable and efficient for 
hardware implementation and hence both hardware and software 
implementations can be compared.
In this 64-bit plaintext message is first divided into 32 bits. The 
‘left L’ 32 bits are XORed with the first element of a P array to 
create a value called P’, run by a transformative function called F, 
then XORed with the ‘right R’ 32 bits of the message to produce 
a new value called F’. F’ then replaces the ‘left L’ half of the 
message and P’ replaces the ‘right R’ half, and the process is 
repeated 15 more times with successive members of the P array. 
The resulting P’ and F’ are then XORed with the last two entries 
in the P array (entries 17 and 18), and recombined to produce the 
64-bit cipher text. 
The function divides a 32-bit input into four bytes and uses those 
as indices into an S array. The results are then summed and XORed 
together to produce the output. Because Blowfish is a symmetric 
algorithm, the same procedure needed for decryption as well as 
encryption. The only difference is that the input to the encryption 
is plaintext; for decryption, the input is cipher text. The P array 
and S array values used by Blowfish are precomputed based on 
the user’s key. In effect, the user’s key is transformed into the 
P array and S array; the key itself may be discarded after the 
transformation. The P array and S array need not to be recomputed, 
but must remain secret.

V. Experimental Set-up
DES and Blowfish, two symmetric key encryption algorithms 
which commonly used for network data encryption. One plain 
text works on all of these algorithms. Encryption applies on all of 
these algorithms to convert a plain text into cipher text. Encrypted 
data is produced by RSA, DES and Blowfish algorithms. 

Fig. 1: Encryptions Using RSA, DES and BLOWFISH 
Algorithms

Encryption is easily shown in diagram using java and JCA. There 
is no need for providing any prime numbers for RSA algorithm 
in java and JCA. It takes automatically using JCA tools.  There 
has to be submit key value for algorithm. If Key value will be 
change the entire encrypted data also change for all encrypted 
algorithm.

VI. Conclusion and Future Scope
In this paper, we presented an implementation of three encryption 
algorithms using Java and JCA. Two encryption algorithms are in 
category of symmetric cryptosystem that is DES and BLOWFISH 
and One encryption algorithm is in category of asymmetric 
cryptosystem that is RSA. The main objective was to show 
encryption of these algorithms using Java and JCA. 
The measurements were performed on MicrosoftOS platform. 
Future implementation of these three encryption algorithms and 
a comparison between them based on CPU execution time.
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