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Abstract
The data protection in cloud platform architecture dramatically 
reduces the per-application development effort required to 
offer data protection while still allowing rapid development 
and maintenance. Although cloud computing promises lower 
costs, rapid scaling, easier maintenance, and service availability 
anywhere, anytime, a key challenge is how to ensure and build 
confidence that the cloud can handle user data securely. A recent 
Microsoft survey found that “58 percent of the public and 86 
per-cent of business leaders are excited about the possibilities of 
cloud computing. But more than 90 percent of them are worried 
about security, availability, and privacy of their data as it rests 
in the cloud. In this manner most of the users they won’t trust 
the cloud providers for storing their information in the cloud 
regarding security considerations , most of the security techniques 
are compromised such as third party auditing.., etc   we proposed 
a new technique for Fully homomorphic encryption scheme (FHE) 
has numerous applications, especially in the cloud computation. 
Recently, FHE has been the focus of extensive study, but mostly 
were researching into the construction and efficiency of the 
scheme, a fat lot focus on the application of the scheme. In this 
paper, we present a new system for searching on encrypted data 
which combined ABE (Attribute based Encryption) and FHE. Our 
system enables anyone even without private-key of the encrypted 
data to search the data. In the end, we discuss the application of 
FHE on outsourcing of computation and present two different 
systems matched the different requirement.
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I. Introduction
Cloud computing extends the current trend of using information 
technology as a service over networks, specifically the internet. 
Its major goal is reducing the IT services’ costs while increasing 
processing, efficiency, reliability, availability and Flexibility 
Cloud computing provides on demand network transmission 
services. Presents cloud are shows the some issues because of 
limited computational resources under encryption of content or 
data. Encryption shows the problem like security. Users are gets the 
any services without quality. In cloud many number of attackers 
are enter and modify the content. Total content converts as a 
malicious content specification. Some kind of situations are shows 
the results like leakage of data in different number of applications. 
Those applications are business financial records, research data and 
personal health information. It is totally insecure with insufficient 
bandwidth and normal encryption techniques. It can expect many 
kinds of times as a retransmission environment process and require 
more energy levels. It is expensive. Now we are discussing related 
to optimization solution using linear programming. These kind 
of techniques are shows unlimited computational resources. User 
ready to transfer any one of the file and calculates the file size. 
Particular file size encryption purpose select sufficient number 
of servers and perform the formulation operation. Exactly total 

file size is encrypted before starts the transmission. Different 
number of server’s encryption data ready to transmit the data. 
Automatically it can reformulate in destination effectively. It can 
satisfy all kinds of security constraints properties. Destination 
point users are getting the results like integrity and robustness 
results. It can provide good reformulation based results. It can 
show the results with less amount of energy utilization and cost 
specification. Based on Yao’s garbled circuits  and Gentry’s 
breakthrough work on fully homomorphism encryption (FHE) 
scheme, a general result of secure computation outsourcing has 
been shown viable in theory, where the computation is represented 
by an encrypted combinational Boolean circuit that allows to 
be evaluated with encrypted private inputs. However, applying 
this general mechanism to our daily computations would be far 
from practical, due to the extremely high complexity of FHE 
operation as well as the pessimistic circuit sizes that cannot be 
handled in practice when constructing original and encrypted 
circuits. This overhead in general solutions motivates us to seek 
efficient solutions at higher abstraction levels than the circuit 
representations for specific computation outsourcing problems. 
Although some elegant designs on secure outsourcing of scientific 
computations, sequence comparisons, and matrix multiplication 
etc. have been proposed in the literature, it is still hardly possible 
to apply them directly in a practically efficient manner, especially 
for large problems. In those approaches, either heavy cloud-side 
cryptographic computations, or multi-round interactive protocol 
executions, or huge communication complexities, are involved. In 
short, practically efficient mechanisms with immediate practices 
for secure computation outsourcing in cloud are still missing. 
Focusing on engineering computing and optimization tasks, in 
this paper, we study practically efficient mechanisms for secure 
outsourcing of Linear Programming (LP) computations. Linear 
programming is an algorithmic and computational tool which 
captures the first order effects of various system parameters that 
should be optimized, and is essential to engineering optimization. 
It has been widely used in various engineering disciplines that 
analyze and optimize real-world systems, such as packet routing, 
flow control, power management of data centers, etc. Because LP 
computations require a substantial amount of computational power 
and usually involve confidential data, we propose to explicitly 
decompose the LP computation outsourcing into public LP 
solvers running on the cloud and private LP parameters owned 
by the customer. The flexibility of such decomposition allows 
us to explore higher-level abstraction of LP computations than 
the general circuit representation for the practical efficiency that 
the correct Customer LP problem Φ Cloud Servers Encrypt LP 
problem ΦK Answer to Φ Verify &Decrypt Answer to ΦK Proof 
Γ Secret K result must satisfy. Such a method of result validation 
can be very efficient and incurs close-to-zero additional overhead 
on both customer and cloud server. With correctly verified result, 
customer can use the secret transformation to map back the desired 
solution for his original LP problem.
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II. Proposed System Architecture
On the one hand, the outsourced computation workloads often 
contain sensitive information, such as the business financial 
records, proprietary research data, or personally identifiable health 
information etc. To combat against unauthorized information 
leakage, sensitive data have to be encrypted before outsourcing so 
as to provide end to- end data confidentiality assurance in the cloud 
and beyond. However, ordinary data encryption techniques in 
essence prevent cloud from performing any meaningful operation 
of the underlying plaintext data, making the computation over 
encrypted data a very hard problem. On the other hand, the 
operational details inside the cloud are not transparent enough to 
customers. As a result, there do exist various motivations for cloud 
server to behave unfaithfully and to return incorrect results, i.e., 
they may behave beyond the classical semi honest model. Fully 
Homomorphic Encryption (FHE) scheme, a general result of secure 
computation outsourcing has been shown viable in theory, where the 
computation is represented by an encrypted combinational Boolean 
circuit that allows to be evaluated with encrypted private inputs. 

Fig. 1: Architecture of Secure Outsourcing Linear Programming 
Problem in Cloud Computing 

A. Modules

1. Mechanism Design Framework
The general framework is adopted from a generic approach, 
while our instantiation is completely different and novel. In this 
framework, the process on cloud server can be represented by 
algorithm ProofGen and the process on customer can be organized 
into three algorithms (KeyGen, ProbEnc, ResultDec).

2. Result Verification
Till now, we have been assuming the server is honestly performing 
the computation, while being interested learning information of 
original LP problem. However, such semi honest model is not 
strong enough to capture the adversary behaviors in the real world. 
In many cases, especially when the computation on the cloud 
requires a huge amount of computing resources, there exist strong 
financial incentives for the cloud server to be “lazy”. They might 
either be not willing to commit service-level-agreed computing 
resources to save cost, or even be malicious just to sabotage any 
following up computation at the customers.

III. Algorithms Used

A. KeyGen(1k) → {K}. 
This is a randomized key generation algorithm which takes a 
system security parameter k, and returns a secret key K that is 
used later by customer to encrypt the target LP problem.

B. ProbEnc(K,_) → {_K}.
This algorithm encrypts the input tuple _ into _K with the secret 
key K. According to problem transformation, the encrypted input 
_K has the same form as _, and thus defines the problem to be 
solved in the cloud.

C. ProofGen(_K) → {(y, Φ)}. 
This algorithm augments a generic solver that solves the problem 
_K to produce both the output y and a proof Φ. The output y later 
decrypts to x, and Φis used later by the customer to verify the 
correctness of y or x.

D. Result Dec (K, _, y, Φ) → {x,⊥}.
This algorithm may choose to verify either y or x via the proof Φ. 
In any case, a correct output x is produced by decrypting y using 
the secret K. The algorithm outputs ⊥when the validation fails, 
indicating the cloud server was not performing the computation 
faithfully.

IV. Design Goals
To enable secure and practical outsourcing of LP under the 
aforementioned model, our mechanism design should achieve 
the following security and performance guarantees.

A. Correctness
Any cloud server that faithfully follows the mechanism must 
produce an output that can be decrypted and verified successfully 
by the customer.

B. Input/Output Privacy
No sensitive information from the customer’s private data 
can be derived by the cloud server during performing the LP 
computation.

1. A Working Implementation of Fully Homomorphic 
Encryption
Fully homomorphic computation of only one operation (either 
addition or multiplication) on plaintexts. A cryptosystem which 
supports both addition and multiplication is known as fully 
homomorphic encryption (FHE) and is far more powerful. Using 
such a scheme, any circuit can be homomorphically evaluated, 
effectively allowing the construction of programs which may be 
run on encryptions of their inputs to produce an encryption of 
their output. Since such a program never decrypts its input, in this 
paper, we present a new system for searching on encrypted data 
which combined ABE (Attribute based Encryption) and FHE. Our 
system enables anyone even without private-key of the encrypted 
data to search the data. In the end, we discuss the application of 
FHE on outsourcing of computation and present two different 
systems matched the different requirement. Gentry’s somewhat-
homomorphic scheme can evaluate low-degree polynomials but 
not more. Once the degree is too large, the error vector ~e grows 
beyond the decryption capability of the private key. Gentry solved 
this problem using bootstrapping. He observed in that a scheme 
that can homomorphically evaluate its own decryption circuit 
plus one additional operation can be transformed into a fully 
homomorphic encryption. 
That our scheme is a specialisation of Gentry’s scheme; we only 
need to recast Gentry’s method for our parameters. Indeed we 
can simplify the method somewhat, since our cipher text is an 
integer rather than a vector. We assume that our scheme is secure 
under key dependent encryptions, purely to keep the notation 
simpler; to deal with the more general case is immediate from 
our discussion. At a high level we need to define a new algorithm 
called Recrypt, which takes a cipher text c and re encrypts it to 
c new, whilst at the same time removing some of the errors in c. 
Intuitively this takes a “dirty cipher text’s and “cleans it” to obtain 
the cipher text c new. To do this we augment the encryption key 
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with some additional information, by extending the algorithm 
KeyGen with the following additional operations, based on two 
integer parameters s1 and s2. We make use of the fact that we are 
only interested in the coefficients of Z(x) modulo 2p.
– Generate s1 uniformly random integers Bin 
[−p.  . . p] Such that there exists a subset S of s2 elements with X 
j∈SBj = Bover the integers.
– Define ski = 1 if i ∈ S and 0 otherwise. Notice that only s2 of 
the bits {ski} are set to one.
–Encrypt the bits ski under the somewhat HE scheme to obtain 
ci ←Encrypt (ski, PK).
The public key now consists ofPK = (p, α, s1, s2, {ci, Bi} s1i=1).
the re-encryption operation.
Recrypt(c, PK): This algorithm takes as input a “dirty” cipher text 
c, and then produces a “cleaner” cipher text c new of the same 
message, but with less “errors” in its randomization vector. The 
re-encryption works by performing a homomorphic decryption 
on an encryption of the cipher texts bits.
Gentry’s re-encryption circuit is implemented in the context of 
our scheme. We first decrease the size of rDec by a factor of two 
to ensure that the floating point number obtained in the decryption 
procedure is within 1/4 of an integer, i.e. we know that c ·B/p ∈]
x − 1/4, x + 1/4[,for some integer x. Since we are only interested 
in the result modulo 2, we can actually compute
$Xs1i=1ski(c ·Bi mod 2p)/p’(mod 2).
As such we are adding up a subset of s2 values out of s1 floating 
point values, all of which lie in the range[0, . . . ,2).To keep the 
Recryption method manageable we need to minimize the precision 
of the floating point numbers (c ·Bi mod 2p)/p that we work with. if 
we truncate these values to a fixed precision and make a maximum 
error of ≤ 1/2, then we can still recover the correct result since the 
approximated sum will be in the interval ]x − 3/4, x + 1/4[, and 
any number in this interval determines x uniquely. More precisely, 
if we obtain bits e0, e1 and e2 such that the sum computed with 
fixed precision is given bye0 + 2−1· e1 + 2−2· e2 + · · ·, then the 
final output is given by(e0 + e1 + e2 + e1 · e2) (mod 2).

2. Security Analysis
Our scheme is a specialization and simplification of the lattice based 
scheme of Gentry. The generator γ in our scheme is equivalent to the 
private basis of the ideal J in Gentry’s scheme, the public basis is then 
the two elements Representation hp, θ − αi. The ideal I of Gentry’s 
scheme is simply set to the principal ideal h2i. Therefore, we see that 
KeyGen is a specialised form of KeyGen for Gentry’s scheme: in 
particular we use the compact two element representation hp, αi of 
the public basis, instead of the larger HNF representation as Gentry 
does. Now turn to the encryption algorithm. The element C(θ) = M(θ)+ 
2·R(θ) is precisely the value of ψ0 computed in Gentry’s encryption 
algorithm, with a value of r Enc (in the 2-norm) equal to√ N·µ. Gentry 
then produce his cipher text ψ by reducing ψ0 modulo the ideal J 
using the HNF basis. It is at this point that to depart from Gentry’s 
presentation: we actually compute the reduction of ψ0 modulo p using 
the public two element representation. Given ψ0 as a polynomial in 
θ, this involves replacing θ by α and reducing the result modulo p. So 
given C(x), we produce c by simply computing c = ιp(C (θ)) ∈ Fp. 
However, given our earlier discussion on the HNF of the ideal given 
by hp, θ − αi we see that the two reduction algorithms are equivalent 
when we are working in the equation order Z[θ]. Hence, we conclude 
that our scheme is a specialization of Gentry’s scheme. Indeed the 
linkage between the two schemes, and the relative simplicity of our 
scheme, may help shed light on parameter choices in Gentry’s original 
scheme.

V. Conclsion
We formalize the problem of securely outsourcing LP computations 
in cloud computing, and provide such a practical mechanism 
design which fulfills input/output privacy, cheating resilience, and 
efficiency. We develop problem data encryption techniques of FHE 
that enable while protecting sensitive input/output information. 
We also investigate the Efficiency of This FHE and derive a set of 
necessary and sufficient condition for result verification. Such a 
cheating resilience design can be bundled in the overall mechanism 
with close-to-zero additional overhead. Both security analysis and 
experiment results demonstrate the immediate practicality of the 
proposed mechanism. 

References
[1] Cloud Security Alliance,“Security guidance for critical areas 

of focus in cloud computing”, 2009, [Online] Available: 
http://www.cloudsecurityalliance.org. 

[2] C. Gentry,“Computing arbitrary functions of encrypted data”, 
Commun ACM, Vol. 53, No. 3, pp. 97–105, 2010.

[3] M. J. Atallah, K. N. Pantazopoulos, J. R. Rice, E. H. 
Spafford,“Secure outsourcing of scientific computations”, 
Advances in Computers, Vol. 54, pp. 216–272, 2001.

[4] D. Benjamin, M. J. Atallah,“Private and cheating-free 
outsourcing of algebraic computations”, In Proc. of 6th Conf. 
on Privacy, Security,and Trust (PST), 2008, pp. 240–245.

[5] R. Gennaro, C. Gentry, B. Parno,“Non-interactive verifiable 
computing: Outsourcing computation to untrusted workers”, 
In Proc. OfCRYPTO’10, Aug. 2010.

[6] M. Atallah, K. Frikken,“Securely outsourcing linear algebra 
computations”, In Proc. of ASIACCS, 2010, pp. 48–59.

[7] C. Gentry,“Fully homomorphic encryption using ideal 
lattices”, In Proc of STOC, 2009, pp. 169–178. 

[8] C. Wang, N. Cao, J. Li, K. Ren, W. Lou,“Secure ranked 
keyword search over encrypted cloud data”, In Proc. of 
ICDCS’10, 2010.

[9] J. Li, M. J. Atallah,“Secure and private collaborative linear 
programming”, In Proc. of Collaborate Com, Nov. 2006. 

S.Kranthi Kumar received his 
BTech(CSE),MTech(CSE).He is 
currently working as a Assoc. Professor in 
Dept. of CSE,QIS college of Engineering 
and Technology, Vengamukkalapalem, 
Ongole, AP, India. His research interests 
include Computer Networks and Data 
mining. 

S.venkateswarlu received his BTech 
(CSE),MTech(SE).He is currently 
working as a Assoc. Professor in Dept. 
of CSE,SSN college of Engineering and 
Technology,Santhanuthala padu, Ongole, 
AP, India. His research interests include 
Computer Networks and Data mining.


