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Abstract
Mobile Ad-Hoc Network (MANET) is a distributed wireless 
communication network that comprises, wireless mobile nodes 
that dynamically self organize into ad hoc topologies. In, MANET 
the nodes in network can seamlessly interconnect with each other 
without pre-existing infrastructure. MANET feature make it 
scalable, as well as chances of security threats increases. As, in 
MANET the nodes in network can dynamically connect make it 
scalable, but the scope that malicious node may enter in the normal 
working network is increased. An easy to launch attack is the denial 
of services (DoS), in which attacker paralyses the target network 
when coordinated by group of attackers is considered as distributed 
denial of services (DDoS).  DoS attack caused by flooding 
excessive volume of traffic to deplete key resources of the target 
network, need not require special capabilities. Dynamic nature 
of MANET calls for self route management routing protocol like 
DSR. DoS/DDoS attacks at discovery phase of DSR to discover the 
route could be launched by attackers/malicious node by flooding 
the route request message (RREQ) causing damage to normal 
network for some duration of time. When an attack on the target 
system is successful enough to crash or disrupt, this event as the 
breach, triggers investigation. Forensic investigation and analysis 
provide source of digital evidence. There is a quest to answer the 
question related security breach and requirement to provide the 
proof against the malicious activity & for this network forensic 
is done and forensic analysis system tool is required. Flooding 
RREQ violating broadcasting rules can be recognizable, but if 
done intelligently is difficult to recognize. So, for forensic analysis 
there is a need of intelligent tool. In this paper, we elaborated over 
a fuzzy forensic analysis system.   
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I. Introduction
Network forensics is still under active investigation by the research 
community, especially to address the issues in wireless networks 
[2]. Mobile Ad-Hoc Network (MANET) is a kind of wireless 
networks with ad hoc topologies susceptible to vulnerabilities. One 
of the major types of problems in the network security is Denial of 
service (DoS) attacks because they are one of the most frequently 
used attack methods [6]. DoS are active attacks [5]. MANET are 
particularly susceptible to DDoS attack [1]. The dynamic nature 
of MANET permits routing like Dynamic Source Routing (DSR) 
in which route is discovered on demand / on need, the interested 
node sends Route request message (RREQ) at discover phase. 
Attacker can flood the network with RREQ packet (violating 
broadcasting rules) causing denial of services. Once, the attacker 
is successful to engage the network in unnecessary load calls for 
network forensic.  
Mission-critical applications demand technologies and methods 
for security incident investigation [2]. Network forensic is the 
act of capturing, recording, and analysing network audit trails 
in order to discover the source of security breaches or other 

information assurance problems [7].  Network forensics uncovers 
the facts of unauthorised or malicious activities and aim  to gain 
insight into, concludes the critical questions and present proof 
of network security incident. Forensic analysis can be done by 
unsupervised method, statistical methods, adaptive threshold, 
statistical moments etc. Unsupervised methods do long iteration. 
Statistical methods main disadvantage is that require parameters 
for appropriate threshold value and statistical modelling method 
main problem is modelling the network traffic [6]. Modelling and 
estimating accurate threshold parameter for network traffic is a 
difficult problem. Security expert or forensic investigator analyses 
the network traffic using the empirical knowledge. Fuzzy logic 
deals with reasoning on uncertainty assumptions rather than exact 
value. This technique can be well implemented for analysis. Fuzzy 
based analysis system perform better for low and high intensity 
attack [6] and reduce the time and cost of analysis [7]. Fuzzy 
logic deals with reasoning empirically and rules based approach 
is easily modifiable. 
This paper is organized as follows. Section II defines problem 
statement. Section III describes the fuzzy rules for network 
forensics analysis. Section IV describes the working of fuzzy 
forensic analysis system for DoS/DDoS attack in MANET. Section 
V determines the experiment and result for fuzzy forensic analysis 
system. Section VI describe conclusion. Section VII shows 
snapshots.

II. Problem Statement
Flooding RREQ message cause DoS/DDoS attack. Denial of 
service attack is caused by an attacker that targets attack on a node 
or an attacker targets group of nodes in the network. Distributed 
denial of service attack is caused by group of attackers that 
target attack on a node or group of nodes in the network. In the 
elaborated work, we considered DoS and DDoS targeted on group 
of nodes. In MANET when attack is launched at routing (DSR 
routing), a massive bogus ROUTE REQUEST (RREQ) packet 
is broadcasted. MANET is mobile wireless network, requires 
ad-hoc settings having dynamic nature, so routing is needed to 
find the path between source and destination whenever the mobile 
node moves. In Dynamic source routing (DSR) [13], a node need 
to discover a route, it broadcast a route request (RREQ) with a 
unique identification and the destination address as parameters. 
Any node that receives a route request, either if the node has 
already received the request it drops the request packet, or if 
the node recognizes its own address as destination the request 
reached target, otherwise the node appends its own address to 
the list of traversed hops in the packet and broadcasts this update 
route request. Attackers initiate massive bogus RREQ packets that 
will be re-broadcast by every other neighbor nodes in the network 
causing DoS/DDoS due to flooding. This is easy to launch because 
no special capabilities are required and for a duration of time can 
prohibit the normal working of network by inundate the legitimate 
user by redundant RREQ packet or unnecessary traffic. In attack 
scenario broadcast mechanism rule is violated that is more than 
one RREQ message in per unit time is sent. RREQ message can 
be sent with either address spoofed way or non address spoofed 
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way . In, the work non address spoofed way is considered because 
we are considering attacking scenario which is easy from the view 
point of attacker. 
After attacks that had compromised the security of the entire 
network for duration of time, investigation of attack is needed to 
be done, in order to provide proof. Forensic investigation uncovers 
the various facts related to attack by forensically analyzing the 
attack pattern on network evidence like logs. In the elaborated 
work this forensic analysis is done using fuzzy logic. Motivation of 
using fuzzy logic is that, through fuzzy logic empirically uncertain 
attacking scenario can be detected. 
In attack scenario; No limit is on rate of RREQ is considered 
by attackers for continuous flow. Hop count is expanding ring 
of searches. Acknowledgements are unattended repeatedly by 
attacker. Continuous flow is from an attacker with high rates or 
continuous flow is from group attackers with low manipulated 
rates of attack is forwarded. These are the prominent parameters 
in attacking situation which can be empirically analyzed through 
fuzzy logic.

III. Fuzzy Rules for Analysis 
Fuzzy forensic analysis system uses fuzzy IF-THEN rules. A fuzzy 
IF-THEN rule is of the form IF X1 = A1 and X2 = A2 and Xn= An. 
THEN Y = Z, where Xi and Y are linguistic variables and A, and 
Z are linguistic terms. The ‘IF’ part is the antecedent or premise, 
while the ‘THEN’ part is the consequence or conclusion.

Table 1:  Linguistic Variables and Description
Variables Description 

X1  The total number of RREQ continuous flow  
from a node in a second.

X2  For continuous flow  the RREQ message length 
(Expanding ring searches on hop count).

X3 Time duration count of RREQ  a node is targeted.

X4
Count of acknowledgement forwarded to initiator 
node of continuous flow which is unattended 
(Route reply). 

X5 The total number of RREQ continuous flow  
from group nodes in a second.

X6 Count of Initiator nodes of continuous flow .

Table 2: Input linguistic Terms and Descriptions

Name Description 
A1 greater than 1 second.

A2 greater than 50 hops. (since we experimented with 
simulation of 50 nodes)

A3 Difference in time stamp of continuous flow is 
greater than 1.

A4 greater than 0.
A5 greater than 1 second.
A6 greater than 1.

Table 3: Output Linguistic Terms and Descriptions
Name Description 
Z1 Flooding RREQ attack by a node.
Z2 Flooding RREQ attack by group of nodes.

Table 4:  Rules Representation

Rule Name Rule Representation 

R1=DoS Attack If(X1=A1,X2=A2,X3=A3,X4=A4) then 
Z1

R2=DDoS 
Attack 

If(X2=A2,X3=A3,X4=A4,X5=A5,X6=A
6) then Z2

Motivation of using fuzzy logic is that, through fuzzy logic more 
appropriate attack pattern analysis rules can be implemented 
[8].

IV. Working of Fuzzy Forensic Analysis System
Fuzzy forensic analysis system first generates the case and provides 
the hash value to the particular case. SHA 512 hashing algorithm 
is used to generate hash value. Hash value is given to the case, 
because in case any modification is done in particular case the 
hash value gets modified. So, to maintain integrity hashing is 
done in the system.
After case is generated log as evidence of attack (attack is simulated 
within a network of 50 nodes and its trace files is considered as 
log) is inputted in the fuzzy forensic analysis system tool. 
Then Fuzzy forensic analysis system applies the fuzzy rules to 
collect the empirical knowledge of the attacking scenario.
Based on the analysis the report as proof is generated, which 
determines whether the flooding attack is of type DoS or DDoS. 
How many attackers with identity were involved in the attack? 
Time duration for which the attack last. Rate with which attack 
was done.

 Generating hash values for cases. 

Reading log files and analysing using 
Fuzzy logic. 

Visualizing and presenting the result as a 
forensic report. 

Fig. 1: Flow of Working of Fuzzy Forensic  Analysis System 
[10]

V. Experiment and Results
In the experiment, for evaluation we implemented the various 
attack scenario for this we simulated the various attacks using 
‘.Net’ technology on 50 nodes network. In this the nodes as well 
as the attackers are randomly selected and after simulating attack 
the trace files are generated. These trace files, as an evidence log is 
inputted to the fuzzy forensic analysis system. The time required 
to read logs are different since the simulation time is kept different 
for each attack scenario simulated. Then fuzzy rules are applied on 
log evidence for analysis to generate the forensic digital proof for 
each attack case having a unique hash value. The results are:
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Table 5: Hash Values of Various Cases Generated by Fuzzy 
Forensic System
Various 
cases Hash value generated using SHA512

Case 1

Case 2

Case 3

Table 6: Result of Attack Analysed by Fuzzy Forensic System

Random 
attacker 
scenario

Time duration of 
simulation / time to read 
log in micro second for 
various attack scenario

Random
Attacker

Detected 
Correctly

1 5.03/153 39 y
2 3.74/94 12,48,26 y
3 4.45/120 31,16 y
4 4.69/142 42 y
5 3.61/85 23,27,39,8 n

Fuzzy forensic analysis system is capable to find four attack 
scenarios out of five attacks. The low rate attack for smaller time 
duration of simulation is not detected by the system.

VI. Conclusion
In this paper, DoS/DDoS attack caused by flooding RREQ packet 
at discovery phase of DSR in MANET is considered since from 
the view point attacker it is easy to launch and can cause damage 
by disturbing the working of network for duration of time. After 
attack is successful and is not recognized there is needed to get 
proof against attacker. To get the digital evidence, forensic analysis 
is done.
Fuzzy forensic analysis system analyses attack using fuzzy rule 
to determine uncertain scenario of attack and present the proof 
report detailing identity and other details of unknown attacker/
attackers.
The system gives correct detection for four cases out five cases 
attacking scenario. The low rate attack for smaller time duration 
of simulation is not detected by the system.

VII. Snapshots

A. Attack Simulation

Fig. 2:

B. Case and Hash Value Generation

Fig. 3:

C. Log Reading

Fig. 4:

D. Report

Fig. 5:

Fig. 6:
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