
IJCST Vol. 4, ISSue 2, AprIl - June 2013

w w w . i j c s t . c o m InternatIonal Journal of Computer SCIenCe and teChnology  627

 ISSN : 0976-8491 (Online)  |  ISSN : 2229-4333 (Print)

A Survey on Unauthorized AP Detection in WLAN 
by Measuring DNS RTT

1M.K.Nivangune, 2Sandeep Vanjale, 3Mousami Vanjale
1Computer Student Bharati Vidyapeeth University, College of Engg., Pune, India

2,3Bharati Vidyapeeth University, College of Engg., Pune, India

Abstract
The most serious network security problem for network 
administrators is the presence of unauthorized access point, in 
another word Rogue access points, if it remains undetected, then 
it is the best way for an attacker to break into the system through 
wireless Local Area Network [WLAN]. so many intruders have 
taken advantage of illegal access points in enterprises to not only 
get free Internet access, but also to view confidential information. 
Upto now so many current solutions are their to detect unauthorized 
access points but these approaches are rudimentary and are easily 
evaded by intruders. In this paper we propose solution to detect 
unauthorized access points measuring DNS RTT.
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I. Introduction
The use of IEEE 802.11 networks (WLAN) in public areas like 
government office, coffee shops  airports  has increased so it is 
necessary to have security  and privacy when using such networks. 
A concept called unauthorized (rogue) access points, is one of 
the biggest threat emerged in WLANs. A unauthorized AP can 
be defined as an access point that has either been installed on a 
secure company network without explicit authorization from a 
local network management or has been created to allow a cracker to 
conduct a man-in-the-middle attack.[7] it can pose a security threat 
to large organizations with many employees, because anyone with 
access to the premises can ignorantly or maliciously install an 
inexpensive wireless router that can potentially allow unauthorized 
parties to access a secured network. not only in corporate sectors 
but also in university, the people who manages the university 
network are facing difficulties to detect and eliminate such 
unauthorized access points.  As per 802.11 standard, when more 
than one APs exist, WLAN client will always select  the Access 
Point  with the strongest signal to link. So the unauthorized access 
points needs to set close to the clients so that its signal strength 
will be more. The rogue AP can then passively wait for users to 
connect to it, In this paper we concentrate on type of rogue APs 
which are installed on a portable laptop with two wireless cards, 
one connected to a real AP and the other configured as an AP to 
provide Internet access to WLAN stations. 

II. Background

A. Wireless Local Area Network
A Wireless Local Area Network (WLAN) used to connect two or 
more devices using some wireless distribution method (typically 
spread-spectrum or OFDM radio), and usually providing a 
connection through an access point to the wider Internet. This 
gives users the mobility to move around within a local coverage 
area and still be connected to the network. Most modern WLANs 
are based on IEEE 802.11 standards, marketed under the Wi-Fi 
brand name. WLANs were once called LAWNs (for local area 
wireless network) by the Department of Defense. 

B. Unauthorized Access Point Attack in Wireless 
Networks 
The growing use of wireless network creates so many threats 
that access data from wireless networks which can be harmful 
for a particular organization network. The Unauthorized access 
point is one of the threats that can be installed on WLAN to 
access sensitive information of organization. also it can be set 
on any companies secure network without legal permissions of 
local system administrator or set to allow a intruder to execute  
man-in-the-middle attack.
Unauthorized access point in wireless networks is clean to copy 
the authorized access point used in public Wi-Fi area, these area 
could be coffee shops, airports, private organizations...etc. They 
can set up unauthorized access point near to the victims, the 
unauthorized access point then can attack the victim’s wireless 
connection by using different methods to force victim to change 
the connection. Generally unauthorized AP uses stronger wireless 
signal then the authorized AP within the range. So user’s laptop 
or other device automatically connects to the AP with highest 
RSSI. Once user is connected to the unauthorized AP, by capturing 
network packets between unauthorized AP and the authorize AP 
the attacker can provide internet access and can steal sensitive 
information like passwords, ATM pin..etc. In this way it works 
as an “Unauthorized” AP between victim and the authorize AP. 
the attacker can introduce more serious attacks like phishing. In 
short, unauthorized AP attack is a serious threat to the WLAN 
Security
In this paper we used A client-centric approach that employs 
the round trip time between the user and the DNS server to 
independently determine whether an AP is a unauthorized AP 
without assistance from the WLAN operator. Detection technique 
is based on commercially available wireless cards to evaluate their 
performance. Assume that the unauthorized AP will be launched 
using a mobile device with two wireless interfaces. The first 
interface connects the unauthorized AP to the legitimate AP. The 
second interface pretends to be a legitimate AP to induce users to 
connect to it. When a user associates to the unauthorized AP, the 
unauthorized AP will forward packets from the second interface 
to the first interface, and then towards the legitimate AP. This way, 
the user will still be able to access the Internet as if connected 
to a real AP. 

III. Related Work
There are some methods in the market which can be used to detect 
and eliminate the unauthorized access point in WLAN.
Taebeom Kim and his colleagues measures correlated RSS 
sequences from nearer APs in order to determine whether the 
sequences are legitimate or fake using received signal strength 
and this technique works in three phases. In first phase they are 
collecting RSS from near AP, In Second Phase they are doing 
normalization of collected RSSs, it estimates some missed RSSs, 
caused by some external factors and normalizes the estimated 
RSSs for generalization of a variety of wireless environments. In 
third phase they are determining which RSSs are highly correlated 
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to others based on some empirical threshold value. They define 
that highly correlated RSS sequences as fake signals from a single 
device [3].
Gayathri Shivaraj, Min Song, Sachin Shetty [4] proposed a solution 
to detect unauthorized access point by using A statistical based 
approach using a Hidden Markov Model applied to passively 
measure packet-header data collected at a gateway router. 
Our approach utilizes variations in packet inter-arrival time to 
differentiate between authorized access points and rouge access 
points. It is designed and developed our Hidden Markov Model by 
analyzing Denial of Service attacks and the traffic characteristics 
of 802.11 based Wireless Local Area Networks.
Gaogang XIE, Tingting HE, Guangxing ZHANG [2] proposed a 
solution to detect unauthorized access point detection Based on 
analytic model of STJ (Segmental TCP Jitter) has been deduced 
from the mechanism of 802.11MAC DCF (distributed coordinated 
function) markov chain model
Kuo-Fong Kao, I-En Liao, Yueh-Chia Li [8] presented a method to 
detect unauthorized access point  which uses  client-side connection 
device bandwidth in a wired connection may be 100 Mbps or 1Gbps. 
In contrast, the device bandwidth in wireless connections may be 
11, 54, 108 or 125 Mbps. The device bandwidth distinguishes 
whether the packet is from a wired or wireless connection, if it 
is known. However, the device bandwidth is difficult to measure 
using packet analysis. Another attribute similar to the client-side 
connection device bandwidth is the bottleneck bandwidth of the 
path from the client to the core switch, which is known as the 
client-side bottleneck bandwidth. Bottleneck bandwidth is first 
formally defined as follow:
assume that a network path p transferring packets from the sender 
to the receiver is fixed during the measurements. The path p is 
composed of a sequence of links (hops), and each link i transmits 
data at a constant rate of Ci bits per second. Ci is the link capacity, 
bandwidth or transmission rate of link i. The bottleneck bandwidth 
of the path p is the minimum transmission rate among all links in p. 
The client-side bottleneck bandwidth is the bottleneck bandwidth 
whose path is from the client side to the core switch.  
Qu and Nefey [5] designed new indirect unauthorized access point 
detection system [12].
They have done analysis of Local Round Trip Time (LRTT) data 
and designed a method with several algorithms for discovering 
wireless hosts effectively. Their work starts from passively 
scanning or monitoring network traffic to host discovery and 
detecting Client-side solution for unauthorized access point.
Chao Yang [6] and his colleagues have used Statistical technique 
based on TCP packets to compute their IAT to detect unauthorized 
AP [8]. if client is connected to remote server through unauthorized 
AP and a normal AP that is two hop wireless channel, so this gives 
the idea to detect unauthorized attacks by separating one-hop and 
two-hop wireless channels from the user to the remote server. In 
this they have used two algorithms, first is Trained Mean Matching, 
in this they are using training technique to detect Evil Twin attack. 
The second algorithm is Hop Differentiating Technique; it is a 
non-training-based detection algorithm in which they are using 
particular theoretical value for the threshold to detect Evil Twin 
attack. They have tested this method under different RSSI levels 
for the accuracy of the detection of unauthorized AP.

IV. Our Protocol
Our protocol makes use of timing based information to detect 
unauthorized AP in wireless network. Based on the Round Trip 
Time (RTT). The idea is to wait for user to connect to server in 

the local network and then measure the RTT from the response. 
The user repeats this process for a number of times and records 
all the RTTs. If the mean value of RTTs is statistically
larger than a  threshold, then we can say that the associated AP 
is unauthorized AP, We begin with examining the issues and 
challenges of our approach, 

V. Issues and Challenges
We have designed situation where a wireless station tries to connect 
a WLAN to access the Internet. After scanning the channels, the 
station could able to find more than one APs  within the range. 
Whatever APs discovered out of which few APs are legitimate 
and few might be unauthorized APs. 
Our aim is to design an algorithm that with the help of the station 
used to detect the unauthorized AP. The algorithm that is designed 
must work for all IEEE 802.11 based wireless networks without 
any additional modifications from the network administrator. Our 
proposed solution uses a client-based approach, where a user can 
avoid connecting to a unauthorized AP. This can be combined 
with administrator-based approaches where the network manager  
actively finds and destroy unauthorized APs. We are designing a 
solution in such way that uses two types of interfaces. The first one 
used to connect unauthorized AP to a genuine AP. And the another 
interface for masquerading, i.e which behave like a genuine one. 
So that the users will connect to it. As soon as user connects with 
unauthorized AP,  it will send data from the second interface to 
the first interface, and then   towards the genuine one. 
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