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Abstract
Implementation of computer forensics and tool selection in an 
organization can be a complex process. Workforce computer 
misuse may lead to the rise of setting up computer forensics at 
the workplace which further leads to the tool selection process. A 
range of factors need to be considered during the setup and tool 
selection process within an organization(e.g. Privacy, Open source 
versus commercial tools, data protection Act, ethical, policies and 
legal issues.) We will identify the factors that need to be considered 
in setting up computer forensics at the workplace. We have used 
the grid analysis as a decision making tool to aid us in the tool 
selection process. We managed to note how vital it was to use the 
grid analysis in an unbiased environment and how it can also be 
manipulated to attain desired results. 
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I. Introduction
Computers have been a vital pillar in organizations that perform 
multi functions ranging from data capture, processing, storage and 
data transfer. Some of these services have now been misused as per 
company policies. As workforces become more computer literate, 
these breaches may be very difficult to identify and this has given 
rise to computer forensics. Computer forensics is defined as the 
discipline that combines elements of law and computer science 
to collect and analyze data from computer systems, networks, 
wireless communications, and storage devices in a way that is 
admissible as evidence in a court of law [1].
Computer forensics was at first mainly used by government 
and law agencies especially for criminal purposes but recently 
its need has arisen in organizations as they try to implement 
company policies, analyze employee computer usage and carrying 
out investigations. A variety of computer misuses range from 
intellectual property theft, child pornography, sending abusive 
messages, racism practices, impersonating and evading of privacy. 
As a rising discipline they are no standards and consistencies 
for organizations to follow when adopting this discipline thus 
leading to law infringements or breaches to employee rights. This 
has lead to companies being dragged to court. This paper will 
try to identify areas that organizations need to look at before 
implementing computer forensics in their workplace. 
A lot of computer forensics tools have been developed over the 
years and a major problem for organizations is the selection of 
the best tool to use. There is no universal forensic tool but each 
is designed for a particular purpose. Scalpel is a forensic tool 
that is used to carve files while win32dd is designed to acquire 
physical memory. Where there is a great alternative of tools that 
perform a similar function, it becomes hard to identify the best tool, 
unless after considering different factors including weaknesses 
and strengths.
When a selection is to be made, this leads to the concept of 
decision making. They are a variety of decision making tools 
and techniques that can be adopted in different scenarios. We are 

going to demonstrate how to implement the grid analysis technique 
in the selection of a forensics tool.
This paper identifies factors to consider in implementing computer 
forensics in an organization and also demonstrate how to use the 
grid analysis technique for forensic tool selection. It is not limited 
to any boundaries and can be applied in any environment in relation 
to the laws of that country and set company policies.
The paper is organized in the following manner; the next section 
discusses the general area of computer forensics and identifies the 
factors considered in applying computer forensics in organizations. 
In section III, we layout the methodology for the selection of a 
forensic tool. Section 4 presents an experiment of selecting a 
computer forensics tool to demonstrate the applicability of the 
suggested approach. In section 5, we analyze the use of such an 
approach and also identify the advantages and disadvantages that 
accrue from adopting the approach. In section 6, we present our 
conclusions. 

II. Background
In an organization framework, daily conduct and use of resources 
can be guided by the use of set policies that need to be clearly 
written and well structured. Every employee must be aware of these 
policies and consent in the form of a signature may be applied. 
Such a policy is required for computer use within an organization. 
In the construction of such a policy, factors like the privacy act 
and other national laws regarding the use of such resources must 
be put into consideration. As a rising field, computer forensics has 
no specific laws governing its operations.  Previous laws like the 
privacy, data protection, and human rights act seek recognition 
when practicing computer forensics. New court cases and results 
are a vital source of information on how forensics can be carried 
out. Breaching of any such laws may attract a heavy fine on the 
company. It is highly encouraged to consult a legal counsel if 
doubt arises in the implications of computer forensics actions on 
behalf of the organization [1]. 
Computer forensics can be viewed in two perspectives i.e. were 
evidence is gathered for the courts and were evidence is for the 
organization. Computer forensics investigations in organizations 
often arise from the breaching of company policies while criminal 
investigations are a result of criminal activities that breach the 
law and the perpetrator is subject to the courts. For criminal 
investigations, a perpetrator may be found guilty or not guilty were 
as in organizational investigations a certain level of punishment 
may be reached after some negotiations. The gathering of data 
in these two scenarios may slightly differ, for the organization 
the data may be altered and data to the courts must not be altered 
since evidence is not to be tempered with. It is also easier to 
gather data in an organization as some of the information like 
passwords are readily available which might be a great milestone 
in a criminal setup. 
When carrying out computer forensics, it is worth noting that 
personal information may be retrieved or drawn from the 
information acquired e.g. personal lifestyle and preferences, 
raising some privacy infringements. Data protection act states 
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that, “workers do not leave their right to privacy at the door of their 
workplace every morning”[2]. This highlights the importance of 
how the employers gather and use employee data. There is a high 
risk of evidence inadmissibility in courts if acquired in disregard 
to privacy and data protection laws. Employers may only process 
data relating to their employees if they comply with the Data 
protection principles. Some principles include that data must be 
obtained and processed fairly. Logging in and out of computers 
can be assessed suggesting the amount of time a user utilizes the 
resource. Such analysis is bound by the Data Protection Act that 
a decision concerning an employee must not be concluded solely 
on the basis of automated analysis [2]. The analysis can be made 
possible if an employee has agreed and this can be achieved from 
a well set computer/security policy.
Ethical issues are a broad area in relation to computers. Some 
computer activities that may affect ethics and morality include 
pornography, gambling and chat rooms. Such concerns have lead 
to computer ethics [2]. Computers can be shaped and modeled to 
do different aspects as defined by given inputs. With this flexibility 
it becomes hard to have a policy that embraces all the capabilities 
of computers. Awareness has to be noted on policies used as policy 
vacuums often arise from advancement of computer technologies. 
This implies that when policies are created they must not be 
shelved but revisited and updated to suit the new environmental 
changes. The role of computer ethics is to identify such areas thus 
creating some policies that guide our actions. The Association for 
Computing Machinery has resulted in making the ACM Code 
of Ethics [3] that its members are entitled to commit to. Issues 
including avoiding harm to others, honoring property rights and 
respecting the privacy of others are covered. Such codes can be 
adopted and used by other organizations. 
They are two types of data that can be obtained from computer 
forensics i.e. volatile and non-volatile data. Volatile data is data 
that resides in memory for as long as the machine is running 
while non-volatile data is persistent and not lost if the machine is 
powered off. This implies that investigators must be familiar with 
their techniques when it comes to acquiring volatile data since it 
can be easily blown away.  
With the knowledge of analyzing a computer, user activities can 
be explored in great detail. When a new file is created, accessed or 
modified, information is recorded in the file system. A duplication 
of images downloaded and stored on the computer is created 
called thumbs.db. Thumbs.db will contain the images even when 
the original images are deleted. Most of computer activities like 
machine login, internet access and network connections are written 
into the registry. Internet browsing can be noted from cookies 
and cache files. Cookies and cache files can be easily used to 
reconstruct a previously visited website. Memory forensics[4] 
can be carried out and this result in finding information about 
what the user was doing before the machine was seized. Gathered 
information leads to the creation of a timeline that is useful in 
figuring out the steps taken by suspect. There are a variety of 
forensic tools that perform different functions and there is need 
to select the best tool. Investigators need to be familiar with these 
tools and use them efficiently as electronic evidence is fragile 
i.e. easily destroyed through inexperienced acquiring, analysis, 
presenting findings and data archiving.
Forensic Tools fall into two main categories i.e. open source 
software and commercial software. Open source software is free 
of charge, the source code is available and an individual can make 
changes to enhance the product. The question of who owns the 
software and how shall it be used is erased thus there are no fears 

of breaching policies concerning the software. The problem that 
arises then is what value is ascertained to a free commodity. This 
gives questions in trusting the software, its validation, association 
of an organization with free software and also that to identify 
such software is hard since there is no much advertising of a 
free commodity. Commercial software is that paid for a fee. It 
is usually done under closed doors and the source code is not 
provided to users. Such software is usually accompanied with 
some rights which a user has to adhere to. Proprietary software 
gives a competitive edge and it also feels good to use software 
that has a market value. Paying a fee to programmers give them 
a drive to provide better services and enhance their productivity. 
Choice of the type of software to use rests in the organization and 
some factors like cost, recognition and acceptability in courts of 
software have to be considered.

III. Methodology
Amongst the several decision making tools, we are going to use 
the grid analysis which is more suited to the type of research 
carried out.
The grid analysis is based on the idea that each alternative for a 
decision has a variety of factors that need to be considered before 
the selection of a particular option and thus suited were there are 
a number of alternatives and a variety of factors to consider [5].  
They are a lot of forensic tools that perform similar functions 
and the only way to select from such tools is to consider several 
factors and some of these factors have been discussed above. For 
example tools like xxd and hexviewer can be used to analyze the 
filesystem and the only way to value and separate the two is to 
consider factors like cost, efficiency, the effort applied and the 
output they produce. To carry out a grid analysis, some steps have 
to be followed.

A.  List alternatives 
Alternative software tools are listed as row labels in a table. Factors 
to be considered are listed as column headings. This results in a 
grid.

B. Weight Factors
Factors may be of different importance to the overall decision. The 
cost of software might not be an area of concern to a very large 
firm as compared to the acceptability of the software. This results 
in the ranking of factors from a score of maybe 0 to 5 depending 
on overall importance of the factor on the overall decision were 
0 is unimportant and 5 is very important.

C. Score Alternatives
The grid can now be filled by scoring each alternative on each of 
the factors in the decision. This can be implemented in several 
ways. Binary marking can be used by marking a 1 if a factor exists 
or marking a 0 if the factor does not exist on an option. Although 
the binary marking is much simpler, this approach is too fixed. In 
some cases a factor might exist on an option but not in full scale. 
The scoring method would then be appropriate as it gives more 
detail about the impact of a factor on an option. The impact of a 
factor on an alternative is weighted on a scale ranging from say 0 
to 5 were 0 resembles the least weight and 5 the most weight. 

D. Multiply Scores With Factor Weights
Scores from step C are multiplied by the values of importance 
calculated in step B. This results in the weighted score for each 
option and factor combination.
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E. Calculate Total Score
The weighted scores for each alternative are added up together 
and the option with the highest scores is chosen as the best. If 
the result is not satisfactory to the decision maker, there might 
have been an underestimation or overestimation on some of the 
factors. The process can be repeated until satisfactory levels are 
attained. 

IV. Experiment
Computer forensics tools are designed for specific purposes, some 
are used to capture the random access memory (RAM) and some 
are used to analyze the registry. For this research we considered 
tools that are used to capture the RAM. Capturing this data is 
important to a forensic examiner since the data is volatile i.e. 
data is lost when computer is switched off. A captured image 
can be analyzed over and over again as opposed to performing 
live response [7]. 
They are a lot of tools that are used to capture RAM and some 
include mdd, winen.exe, win32dd and memoryze. For this 
experiment we have chosen these four alternatives, the aim is to 
demonstrate using the Grid Analysis tool how to select the best 
forensics tool that can be used for capturing the contents of the 
physical memory.

A.  List alternative
mdd.exe• 
winen.exe• 
win32dd• 
memorize• 

B. Weight Factors
Here we identify and scale factors in relation to their impact on 
the overall decision. The first factor identified was the cost of 
obtaining the software tools. The organization is deemed big and 
thus the expense of the tool is not a great factor to be considered 
in the overall decision to be made. At the same time, there is great 
reputation that arises from the use of expensive competitive tools 
as opposed to the use of open source software although they may 
accomplish equally the same task. To balance these considerations, 
cost was weighted a 2 on a scale of 0 to 5. 
The second factor recognized was footprint. During the collection 
of RAM, the tool is loaded and executed in memory. This implies 
that some of the RAM contents are destroyed thus the deletion of 
vital evidence much needed for an investigation. The defense may 
argue that some of their important evidence was distorted during 
the extraction of the physical memory image. There is need of 
a tool that minimizes its footprint in RAM. This is a very vital 
factor and was awarded a score of 5 due to its overall importance 
in the final decision on which tool to use.
Third factor identified was the compatibility of the software. 
Compatibility in this context relates to the ability of the image 
extracted by the tool to be analyzed by different memory analysis 
tools and its applicability on various platforms. Some memory 
extracting tools produce images that can only be analyzed by a 
particular tool. This gives a limitation to the organization on how 
to use and analyze an image produced. This may also not be much 
of a problem if the organization is satisfied with the analysis tool 
to be used as long as it was tested and approved.  It would be 
more appropriate to analyze an image with different tools as this 
provides validation of results. Tools that work on one operating 
system restrict organizations to use the same product and this may 
be very dangerous when it comes to computer security e.g. when a 

hacker finds a vulnerability on a windows 2000 operating system, 
all machines with the same operating system will be attacked 
using the same vulnerability. Due to the considerations made 
above, the importance of compatibility was set to 3 as it seemed 
intermediate.
The final factor recognized was the speed of extracting the RAM. 
Speed is applying to the whole process i.e. from the setup up 
to the time extraction is finished.  There is the need of using 
tools that are as fast as possible to collect the RAM. We need to 
bear in mind that we are at a scene of incident and everything is 
unpredictable e.g. while waiting for the tool to finish running, a 
power outage might occur and the entire RAM is blown away. 
This is a critical factor because without the full collection of the 
RAM then information to use for investigation is lost. At the same 
time these may be deemed rare incidents thus a score of 4 was 
awarded for this factor.
Now that we have the factors to consider in the decision making 
process, we now move to the next step were we scale each tool 
to a given factor. 

C. Score alternatives
At this stage we can now fill the grid, scoring each alternative 
for each of the factors in the decision. The scoring method was 
appropriate as it gives more detail about the impact of an alternative 
on a factor. We put alternatives on a scale ranging from say 0 to 
5 depending on their level of significance to the factor being 
considered were 0 resembles the least important and 5 the most 
important unless stated otherwise. Our approach is to look at one 
factor and consider all the alternatives under that factor. We are 
going to start with the factor of cost. Mdd.exe[8] is free open source 
software that can be available freely by simply downloading it 
from sourceforge.net. It is also included in some free forensics 
CDs which have a collection of other forensics tools for example 
Helix 2008R1(2.0). This shows that mdd.exe is totally free and is 
easily available thus can be awarded a maximum score of 5.
The other alternative is winen.exe. Winen can be deemed as a 
free software tool though it is embedded in an expensive Encase 
forensic CD. By buying encase 6.1 and higher versions, there is 
a standalone winen file that can be saved on a thumbdrive and 
used independently of the Encase CD. Winen is also included in 
a free Helix 2.0 forensic CD and unfortunately Helix has now 
made the software proprietary. Overally we can say that winen.
exe is available at a cost. The good thing is that the image output 
by this executable can be analyzed using some tools in the disk it 
comes with thus the cost is spread over. After such considerations 
it was viable to score the software at a scale of 3.
Win32dd is a completely free open source software tool. It was 
developed by Matthieu Suiche and is available free for download 
on his blog[9]. Source code is also available as for all open source 
products in case there is need to enhance the product. Due to the 
free cost it convincingly scored a 5.
The final alternative to be considered is memoryze. This is a free 
software forensic tool developed by MANDIANT for the imaging 
and analysis of physical memory. By downloading Memoryze 
from Mandiant website [10], you would also have acquired a 
tool that performs a lot of functions including identifying all 
drivers loaded in memory and those hidden by rootkits. From 
all the functions performed by Memoryze, it can be summed 
up that it is a multipurpose tool. For our research we are only 
going to limit ourselves to the image acquisition function but 
also acknowledging the fact that it also performs analysis on the 
acquired image. Since the cost of memoryze is absolutely free, 
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it was ranked a 5. 
The second factor to look at is the footprint. These are the 
distortions and changes caused by the tool when it is acquiring 
the physical image. It comes from the fact that we cannot interact 
with a live system and not leave any footprints since the tool is 
loaded in RAM before execution and also while execution is 
taking place, changes are taking effect on the system. It is also 
viable to note that some important pages may be swapped out of 
RAM to create room for a new process and this also leads to loss 
of vital information.  For our research we decided to put all our 
alternatives on   thumbdrives so that we test them under the same 
conditions and also that not much is loaded in RAM when using 
a thumbrive. The use of the USB device will create a footprint 
in the registry under USBstor. This was not to be considered in 
ranking a tool since it occurred on all alternatives. All the tools 
are run from the command line thus initiating the cmd.exe process 
which utilizes about 1,2MB of the RAM. When running winen.
exe, some additional information is supplied on the console. This 
information includes evidence path, case number, examiner and 
evidence number etc. It is encouraged to note that the longer 
the information supplied, the greater the distortion on the RAM. 
After running winen, it used about 3MB of RAM. This is almost 
equivalent to 100 conference papers, which is a huge amount of 
information lost. Defence can actually hold a case that some of 
the evidence was destroyed during the memory acquisition. When 
winen runs, it creates the following registry keys
HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001 \Enum\
Root\ LEGACY_WINEN_ 
HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001 \Services\ 
winen_ . This implies that there is need for administrator privileges 
on the target machine in order to use the tool. The key shows 
that a service has been created and changes have occurred in the 
registry. It is worth pointing out that password and encryption 
keys are stored in the registry and may be swapped out during 
this process.
Winen.exe also creates a driver file named winen_.sys which is 
saved in the directory where the program is run from. Looking 
at all the changes we note that they are not very significant when 
imaging a 1GB RAM. We then concluded that such a footprint 
was not very significant and a score of 3 was awarded.  
Another alternative to consider under the footprint factor is mdd. 
Mdd.exe was loaded on a thumbdrive and executed on the target 
machine.  When mdd.exe is run, it utilizes 1,9MB of RAM. The 
research reviewed that mdd neither created nor altered any registry 
keys.  From the results observed, mdd.exe gathered a score of 
4.
Win32dd.exe had the best results after using only 1.1MBof the 
RAM. This was the least in comparison with other alternatives. 
Although it does not use much of the RAM, it also makes some 
changes to the RAM by creating some new registry keys. A 
service called win32dd is created and the following key is created; 
HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001 \Enum\
Root\ LEGACY_WIN32DD\0000. This showed that win32dd 
was a good tool as it minimized RAM usage thus a score of 5 
was awarded.
Before using memoryze it has to be first installed on the target 
computer and all this affects the contents of the physical memory. 
When installing memoryze on a target machine msiexec.exe uses 
around 10MB of memory. To reduce this memory usage it is 
advisable to use memoryze installed on a thumbdrive and this 
is the course we took. When executed a service folder called 
Mandiant_Tools is created with a registry key; HKEY_LOCAL_

MACHINE\SYSTEM\ControlSet001\Services_\Enum\Root\
LEGACY_MANDIANT_TOOLS\0000. During the execution 
process memoryze.exe uses close to 8MB of physical memory 
which is too much in the perspective of an investigator. Due to 
compression, analysis, and filtering capabilities, Memoryze’s 
footprint is larger than other acquisition tools[10] .  From the above 
facts, we awarded memoryze a score of 2 due to its footprints.
When selecting a forensic tool there is also an issue with 
compatibility. They are tools that are applicable in some 
environments and not in others e.g. a tool can be used on Windows 
XP and fail to work on Vista. Such cases may result in high 
expenses and also failure to diversify i.e. if a tool operates only 
on windows 2000 then there is need to use the same operating 
system on all computers. It is also vital for the image extracted to 
be examined by different tools and not be restricted to one analysis 
tool. This gives validation of evidence found when different tools 
consent to the same results.
Winen.exe extracts RAM on all variations of Windows operating 
systems i.e. Windows 2000, XP, 2003 and Vista[11]. When RAM 
is extracted, it is produced in embedded e01 format which restrict 
it to be used by Encase. Fortunately the e01 format can be stripped 
off the image file by using additional tools like FTK Imager [12]. 
This results in more additional work and thus may not be deemed 
very compatible. Winen is not restricted to only 32 bit machines as 
it has both versions for a 32-bit and 64-bit machine. From the above 
considerations, it was concluded to give winen a score of 3. 
A vital characteristic of ManTech’s Memory DD is that it is 
capable of acquiring RAM images from all Windows platforms 
from Windows 2000 to Windows Server 2008 [13]. Mdd produces 
a binary file that can be analyzed by various memory analysis 
tools e.g. Volatility[14]. This gives flexibility in how to use the 
tool and also validations on the findings can be established. The 
tool can extract up to 4GB of RAM.  The downfall of the tool 
is the memory imaging limitation and this is the main reason it 
scored a 4.
The main goal of Matthieu’s win32dd is to provide a small useful 
swissknife for windows memory analysis[15]. This is the reason 
why it provides multiple formats and technical options. The access 
to physical memory can be achieved in two ways by using the 
-t argument. Level of mapping can be attained by using the -l 
option were l0 is the default and opens \\Device\\PhysicalMemory 
device while l1 uses Kernel API MmMapioSpace(). Matthieu’s 
win32dd has an option to dump memory by creating a raw memory 
dump(dd-style format) using -r argument and this is the default or 
by using the -d argument which  creates a Microsoft full memory 
dump file which is Windows debugger compliant. This enables 
different tools to analyze the RAM produced due to the different 
formats it outputs.  Win32dd is only limited to 32 bit version as 
the name implies thus not suitable for extracting RAM from 64-bit 
machines.  The working environment for win32dd ranges from 
Windows version 2000 to Windows 7[15]. The main advantage of 
this tool can be noted as its ability to produce a handful snapshot 
like Microsoft crash dump file. Due to this ability it was considered 
to rank the tool on a maximum score of 5.
As highlighted earlier that memoryze is also an analysis tool, here 
we will be limited to its acquisition capabilities. The tool is flexible 
in that it does not only image the entire physical memory. Memoryze 
can image a specified driver or all drivers loaded in memory. This 
enables investigators to concentrate on the specified driver and also 
enables the use of various tools in the analysis process. Memoryze 
will also image a process entire address space to the disk. This 
includes a process’ loaded DLLS,EXEs, heaps and stacks. Analysis 
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of these results may reveal important information e.g. injected 
code. Memoryze was developed aiming certain operating systems 
though it may work on higher versions[16] e.g. it was developed 
for Windows XP Service Pack 2 and Service  Pack 3 (32-bit) thus it 
does not work for the Service Pack 1. This means an organization 
that wishes to use memoryze as their main tool are restricted to 
certain operating systems. Although memoryze is not compatible 
to all windows platforms, it is important to note that it works with 
major platforms that are mainly used in organizations. The tool is 
also compatible on 32-bit machines which is a limitation to the 
use of 64-bit machines.  Memoryze   takes in XML documents 
as arguments that define what to do and these documents can be 
edited to perform desired operations. Some default documents 
include AcquireDriver.Batch.xml and AcquireMemory.Batch.
xml. The image acquired by memoryze can be analyzed by itself 
or be passed into other image analysis tools like volatility without 
any extra workload. From the following facts it is justifiable to 
award a score of 4 to this tool.
The final factor to consider was the speed of these tools in the 
extracting process. We noted that the speed was essential in the 
tool selection process as the incident scene is unpredictable. All 
the alternatives were tested on this factor and results ranked. 
Tools were run to acquire a 1gigabyte of RAM. Each tool was 
tested on 5 consecutive days and the resulting average execution 
time was recorded. Repetitive testing on different days was to 
enable execution after a day boot-up so that they might not be a 
speeding in the process due to files already loaded in the physical 
memory.
When testing mdd, the execution time was in the range of 19 – 25 
seconds and this resulted in an average of 22 seconds. Time in 
seconds can be considered to be very small and because of this 
mdd managed to score a total of 5. Win32dd took a considerable 
amount of time to run which resulted in an average runtime of 
110 seconds.  When this was run repeatedly one test after the 
other, there was a large continuous decrease in the elapsed time 
clarifying that some of its files would already be in memory. 
Although win32dd takes a minute and some seconds this is not 
very significant leading to a score of 4.
When executing winen.exe, it requires some commandline 
input. Input is requested for evidence path, name, CaseNumber, 
examiner, evidenceNumber and compression. The information is 
then embedded in the extracted image. Supplying this information 
increases the execution time and fortunately winen has a -h option 
to specify a text configuration file with the required inputs. Using 
the configuration file would on average take 22 seconds and when 
supplying the inputs from command would take a minute on 
average. This is subject to typing speed and one’s responsiveness. 
We would also like to highlight that when a forensic examiner is 
heading for an investigation all the required material is already 
prepared and so we assume a configuration file is already available. 
Due to these facts winen managed to acquire the whole score of 
5.
It took 80 seconds on average for memoryze to capture a 1 gigabyte 
of physical memory. This is not a lot of time and so the tool was 
awarded a score of 4. Generally it can be noted that all the tools 
are pretty fast in the capturing of the physical memory.
Now that alternatives have been ranked, we can now represent 
the information on a grid.

Table 1: Partial grid
Factors Cost Footprint Compatibility Speed
Weights 2 5 3 4
mdd       5 4 4 5
winen 3 3 3 5
win32dd 5 5 5 4
memoryze 5 2 4 4

D. Multiply Scores With Factor Weights
Scores from step C were multiplied by the values of importance 
calculated in step B. This resulted in the weighted score for each 
option and factor combination.

E. Calculate Total Score
The weighted scores for each alternative were added up together 
and the option with the highest scores was chosen as the best. If 
the result is not satisfactory to the decision maker, there might 
have been an underestimation or overestimation of some of the 
factors. The process can be repeated until satisfactory levels are 
attained. When all the grid analysis steps were carried out, table 
2 was drawn

Table 2: Final Grid
Factors Cost Footprint Compatibilty Speed Total
Weights 2 5 3 4
mdd       10 20 12 20 62
winen 6 15 9 20 52
win32dd 10 25 15 16 66
memoryze 10 10 12 16 48

V. Analysis
The analysis results show that win32dd is the best tool after 
attaining a total score of 66. It is closely followed by mdd which 
has a score of 62 thus giving a minor difference of 4 points. This 
is not a big difference to separate two alternatives and might 
have arisen from poor scaling e.g. if we assign the same score 
on the footprint factor, mdd will attain the highest score of 67. 
This may suggest that when choosing the best tool, it is advisable 
to revisit at the competing tools and check if scoring was done 
satisfactorily. 
When the grid results in closely competing tools like win32dd and 
mdd, it might be useful to look at other factors which will result in 
clearly separating the tools e.g. hashing algorithm. When physical 
memory is being collected some acquiring tools produce a hash 
value that will help to check if the image has not been tampered 
with. Win32dd produces a hash value using SHA1 algorithm while 
mdd uses MD5. It will now be the decision maker’s choice as to 
which algorithm he prefers most.
It is important to note that the grid analysis considers the impact 
of a factor on the final decision. The cost factor was deemed 
not very influencing in the final decision and was weighted at 
2. This resulted on tools attaining a maximum score of 10. The 
highest contributing factor to the decision making process was the 
footprint and this resulted in tools gaining a highest score of 25. 
The impact can be clearly shown with a difference of 15 points 
between the two factors which relates to its impact in choosing 
a tool.
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The process can be subject to bias in two forms i.e. in weighting 
factors and when scoring tools. If the decision maker is biased 
towards the use of Mantech’s mdd, he/she might weight speed with 
5 thus enabling mdd to score 25 points thereby topping the charts 
with an overall score of 67. Mdd can also top the grid by simply 
awarding it a score of 5 on the footprint factor. This downfall can 
be prevented by seeking justification as to how a certain score 
was awarded i.e. the data gathered in the scoring process must 
justify the scores awarded. The process may also be carried out 
by different individuals and then comparing the results to reach 
an agreed conclusion. This may help to reduce bias though teams 
can collaborate to achieve desired goals.
It is highly recommended to gather as much data as possible when 
scoring alternatives. These give justification as to how a certain 
score was awarded to the given tool e.g. when looking at the 
footprint factor we had to go in-depth looking at every footprint 
left by the tool when running on the system. This also makes it 
easier to score alternatives since their differences can be clearly 
noted on a given factor.
The grid can also be used in conjunction with other decision 
making tools. If there is a big list of alternatives, we can use the 
grid analysis to reduce the size of the list and then implement any 
other suitable decision making tools to choose the best tool i.e. 
from our experiment we can apply other decision making criteria 
on win32dd and mdd.
The results of the grid are clearly tabulated and it is very easy to 
understand how the decision was derived. This makes it a very 
easy tool to use.

VI. Conclusion
In this paper we have highlighted the groundwork that has to be 
carried out before setting up a forensics sector in an organization. 
We have noted how important it was to understand some national 
laws and regulations as it is very easy to brush with during forensic 
operations. We have gone further to demonstrate how forensic tool 
selection can be carried out using the grid analysis. The advantages 
and the limitations of using the grid analysis have also been 
discussed in-depth including how the grid can be manipulated to 
gain desired results. We recommend the use of the grid analysis 
technique in an unbiased environment and where there is sufficient 
and reasonable data to score the different alternatives. The tool 
selection process will be further refined by using the Principle 
Component Analysis(PCA) in weighting of factor’s importance 
in the overall decision. Further refinement will also arise from 
implementing the method described in this paper in an actual 
industrial practice so as to get feedback from the user.
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