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Abstract
Mobile adhoc networking has become an exciting and important 
technology in recent year because of the rapid proliferation of 
wireless devices. But , It is highly vulnerable to attacks due 
to the open medium, dynamically changing network topology, 
cooperative algorithms, and lack of centralized monitoring and 
management point. The security of data becomes more important 
with the increased use of commercial application over wireless 
network environments. There were several problems of security 
in wireless networks due to different types of attack and intruders.  
There are many security attacks in MANET and DDoS (Distributed 
denial of service) is one of them.  Our main aim is seeing the effect 
of DDoS in routing load, packet drop rate, end to end delay, i.e. 
maximizing due to attack on network. In this paper, we focus on 
mobile ad hoc network’s routing vulnerability and analyzes the 
network performance against the attacks. The resistive schemes 
against attacks were proposed for Ad hoc on demand Distance 
Vector (AODV) routing protocol and the effectiveness of the 
schemes is validated. In proposed system, while implementing 
we are going to use md5 algorithm for providing security against 
attacks and for detecting the intruders. 
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I. Introduction
A Mobile Ad Hoc Network (MANET) [1] is a self-configuring 
network that is formed automatically by a collection of mobile 
nodes without the help of a fixed infrastructure or centralized 
management. Each node is equipped with a wireless transmitter 
and receiver, which allow it to communicate with other nodes in 
its radio communication range. In order for a node to forward a 
packet to a node that is out of its radio range, the cooperation of 
other nodes in the network is needed, this is known as multi-hop 
communication. Therefore, each node must act as both a host 
and a router at the same time. The network topology frequently 
changes due to the mobility of mobile nodes as they move within, 
move into, or move out of the network.
Unlike in fixed networks the mobile Ad-Hoc networks needs more 
security mechanisms. Attackers may intrude into the network 
through the subverted nodes. The network topology is highly 
dynamic as nodes frequently join or leave the network, and roam 
in the network. In spite of its dynamic nature, mobile users request 
security services as they move from one place to another. Hence, 
a powerful security solution is required to achieve protection and 
high network performance. 
The security solution should protect each node in the network and 
the security of the entire networks relies on the collective protection 
of all the nodes. The security solution should protect the network 
from both the inside and outside intruders into the system. The 
security scheme adopted by each device has to work within its own 
resource limitations in terms of energy supply, communication 
capacity, and memory and computation capability. 
In this paper, we focus on mobile ad hoc network’s routing 
vulnerability and analyze the network performance against the 
attacks. The resistive schemes against attacks were proposed for 

Ad hoc on demand Distance Vector (AODV) routing protocol 
and the effectiveness of the schemes is validated. In proposed 
system, while implementing we are going to use md5 algorithm for 
providing security against attacks and for detecting the intruders. 
Messages generated by nodes are given as input to MD5 algorithm. 
For Secure transmission, here the network layer is using rsa 
algorithm for each data packet transmission in the network. In 
proposed system, by comparing all the messages of each node, we 
can identify repeated ip in the manet. If both compared messages 
are equal we can identify the received node as attacker.

II. Realted Work
Yian Huang [2] developed intrusion detection capabilities for 
MANET. He investigated how to improve the anomaly detection 
approach to provide more details on attack types and sources. He 
addressed the run time resource constraint problem using a cluster 
base detection scheme where periodically a node is elected as the 
ID agent for a cluster. This experiment conducted using the ns-2 
and Mob Emu environments.
Zhang and Lee[3] described a distributed and cooperative 
intrusion detection model. In this model, an IDS agent runs at 
each mobile node and performs local data collection and local 
detection, whereas cooperative detection and global intrusion 
response can be triggered when a node reports an anomaly. The 
main contribution of the article is that it presents a distributed and 
cooperative intrusion detection architecture based on statistical 
anomaly detection techniques. However, the design of actual 
detection techniques, their performance as well as verification 
were not addressed in the article.
Oleg Kachirski and Ratan Guha[4] proposed a distributed intrusion 
detection system based on mobile agent technology. In contrast 
to the above architecture, the agents do not run on every node 
and they can be dynamically increased and decreased according 
to the resource of networks. Its architecture is aimed to minimize 
costs of network monitoring and maintaining a monolithic IDS 
system.
R. S. Puttini et al [5] proposed a distributed and modular architecture 
for IDS, and a signatures-based approach is proposed to detect 
two types of intrusion. The architecture may not detect unknown 
attack.
Chinyang Henry Tseng[6] proposed a specification-based 
intrusion-detection model for ad hoc routing protocols in which 
network nodes are monitored for operations that violate their 
intended behaviour.
Subhadrabandhu D. [7] presented a framework for misuse detection, 
which includes two approximation algorithms that approximate 
the optimal solution within a constant factor, and proved that they 
attain the best possible approximation ratios.
P. Albers et al [8] presented a general intrusion detection 
architecture using agent. In the architecture, the agents choose to 
use Simple Network Management Protocol (SNMP) data located 
in Management Information Bases (MIB) as the audit source.
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III. Background

A. AODV Protocol
The AODV[9] routing protocol is a reactive routing protocol; 
therefore, routes are determined only when needed. Figure 1 shows 
the message exchanges of the AODV protocol. Hello messages 
may be used to detect and monitor links to neighbors.

Fig. 1: AODV Protocol

If Hello messages are used, each active node periodically broadcasts 
a Hello message that all its neighbors receive. Because nodes 
periodically send Hello messages, if a node fails to receive several 
Hello messages from a neighbor, a link break is detected. 
When a source has data to transmit to an unknown destination, 
it broadcasts a Route Request (RREQ) for that destination. At 
each intermediate node, when a RREQ is received a route to the 
source is created. If the receiving node has not received this RREQ 
before, is not the destination and does not have a current route to 
the destination, it rebroadcasts the RREQ. If the receiving node is 
the destination or has a current route to the destination, it generates 
a Route Reply (RREP). The RREP is unicast in a hop-by- hop 
fashion to the source. As the RREP propagates, each intermediate 
node creates a route to the destination. When the source receives 
the RREP, it records the route to the destination and can begin 
sending data. If multiple RREPs are received by the source, the 
route with the shortest hop count is chosen. 
As data flows from the source to the destination, each node along 
the route updates  the timers associated with the routes to the source 
and destination, maintaining the routes in the routing table. If a 
route is not used for some period of time, a node cannot be sure 
whether the route is still valid; consequently, the node removes 
the route from its routing table. 
If data is flowing and a link break is detected, a Route Error 
(RERR) is sent to the source of the data in a hop-by- hop fashion. 
As the RERR propagates towards the source, each intermediate 
node in validates routes to any unreachable destinations. When 
the source of the data receives the RERR, it in validates the route 
and reinitiates route discovery if necessary.

B. Message-Digest 5 Algorithm
Message-Digest (Fingerprint) algorithms are special functions 
which transform input of (usually) arbitrary length into output 
(so-called “fingerprint” or “message digest”) of constant length. 
These transformation functions must fulfil these requirements: 

no one should be able to produce two different inputs for • 
which the transformation function returns the same output 
no one should be able to produce input for given prespecified • 
output

Message-Digest algorithms serve in digital signature applications 

for guaranteeing consistency (integrity) of data. Commonly 
used model is as follows (message-digest in cooperation with 
asymmetric cryptography): 

Sender creates input message (M) and computes its message • 
digest (sMD). Then he uses his private key and encrypts 
message digest (esMD). 
Encrypted message digest (esMD) is attached to the input • 
message (M) and the whole message (M-esMD) is sent to 
receiver. 
Receiver gets the message (M-esMD) and extracts the • 
encrypted message digest (esMD). Then he computes his 
own message digest (rMD) of the received message (M). He 
also decodes received message digest (esMD) with sender’s 
public key and gets decoded message digest (desMD). Then 
he compares both message digests (rMD ?= desMD). When 
both message digests are equal, the message was not modified 
during the data transmission.

MD5 is a widely used cryptographic function with a 128- bit 
hash value. MD5 has been employed in a wide variety of security 
applications, and is also commonly used to check the integrity of 
files. An MD5 hash is typically expressed as a 32-digit hexadecimal 
number. MD5 processes a variable-length message into a fixed-
length output of 128 bits. Basic Steps for implementing MD5 
algorithm are: 

The input message is broken up into chunks of 512-bit blocks 1. 
(sixteen 32-bit little endian integers),the message is padded 
so that its length is divisible by 512.
The padding works as follows: first a single bit, 1, is appended 2. 
to the end of the message.
This is followed by as many zeros as are required to bring 3. 
the length of the message up to 64 bits fewer than a multiple 
of 512.
The remaining bits are filled up with a 64-bit integer 4. 
representing the length of the original message, in bits.
The MD5 algorithm uses 4 state variables, each of which is 5. 
a 32 bit integer (an unsigned long on most systems). These 
variables are sliced and diced and are (eventually) the message 
digest.
The main part of the algorithm uses four functions. These 6. 
functions, using the state variables and the message as input, 
are used to transform the state variables from their initial state 
into what will become the message digest. For each 512 bits 
of the message, the rounds performed.

After this step, the message digest is stored in the state variables. 
To get it into the hexadecimal form you are used to seeing, output 
the hex values of each the state variables, least significant byte 
first.

IV. Existing System
Existing system use AODV routing protocol in all normal module 
attack module and IDS (intrusion detection system) for prevention 
through attack. Existing system simulate the three different 
condition results normal time, Attack time and IDS module time 
through NS-2 simulator [10].
In Normal Case, authors of [10]  set number of sender and receiver 
nodes and transport layer mechanism as TCP and UDP with 
routing protocol as AODV (ad-hoc on demand distance vector) 
routing. After setting all parameter simulate the result through 
their simulator.
In Attack Case, they create one node as attacker node whose set 
the some parameter like scan port , scan time , infection rate , 
and infection parameter , attacker node send probing packet to all 
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other neighbour node whose belongs to in radio range, if any node 
as week node with nearby or in the radio range on attacker node 
agree with communication through attacker node, so that probing 
packet receive by the attack node and infect through infection, 
after infection this infected node launch the DDOS (distributed 
denial of service) attack and infect to next other node that case 
our overall network has been infected. 
In IDS Case , they set one node as IDS node, that node watch the 
all radio range mobile nodes if any abnormal behaviour comes 
to their network, first check the symptoms of the attack and find 
out the attacker node , after finding attacker node, IDS block the 
attacker node and remove from the DDOS attack.
Our main aim is seeing the effect of DDoS in routing load, packet 
drop rate, end to end delay, i.e. maximizing due to attack on 
network. In this paper, we focus on mobile ad hoc network’s 
routing vulnerability and analyzes the network performance 
against the attacks which is mentioned in below section.

V. Proposed System
In proposed system, Ad hoc on demand Distance Vector (AODV) 
routing protocol is used and the main concept is providing security 
against DDoS attack. so we are going to use md5 algorithm. In 
proposed system, we are assigning sequenced ip address to nodes 
(systems in ns2) and each node must contain ip address, Mac 
address, Mac message. 

1. Implementation
For implementing the proposed system, we follow sequence of 
steps as mentioned below:
Step-1:
Initially, assign sequenced ip address to nodes. Each node contains 
ip like 
set ip_node 192.26.2.0, 
set ip_node1 192.26.2.1, 
set ip_node2 192.26.2.2, 
set ip_node3 192.26.2.3, 
set ip_node4 192.26.2.4, 
set ip_node5 192.26.2.5 and soon.
 Here, sometimes nodes will repeat like the existing 
nodes property (ip address), they are going to hack all the packets 
travel.
Step-2: Now, we are setting mac address to all nodes as 
follows:
set mac(0) 00:11:11:19:B1:EA
set mac(1) 00:11:11:20:A1:EA
Step-3: Now ipnode is the representation of ip of that particular 
node, again it is represented by a message  as follows:
set message “$ip_node”
set message1 “$ip_node1”
set message2 “$ip_node2”
Here, Address is represented with the message.
Step-4: Now, The above message is given as an input to md5 
algorithm which was mentioned in above section. Each and every 
message is represented in the form of md5 (message digest) as 
follows:
set msg(0) [md5pure::md5 $message]
set msg(1) [md5pure::md5 $message1]
set msg(2) [md5pure::md5 $message2]
Step-5: Now, we are assigning the digested messages as messages, 
what we created in the above step. So, every message is contained 
digested message (msg) by comparing all the msg(ip address) 
of each node in the manet, in this all nodes are comparing the 

others msg.
Step-6: we have assumed all the nodes are true initially , and 
having the condition if transmitting  and receiving node are true 
then packet transmission will take place , if it is false then the 
receiving node is attacker. 
set flag(0) true
set flag(1) true
set flag(2) true
set flag(3) true
set flag(4) true
Each message of ip address of i, j are comparing. Here i, j are 
current node and neighbor ip address. If both msg are equal, we 
can identify the received node as attacker and assign its flag as 
false. So that like we can identify repeated ip in the manet.
for {set i 0} {$i < 50 } {incr i} {
for {set j 0} {$j < 50 } {incr j} {
if {$i != $j} {
if { $msg($i)==$msg($j) } 
{
set flag($j) false
puts “Flag for node($i)--------> $flag($i)” 
}
i - node (at that moment )
j - neighbor (at that moment ) 
Step-7: Now, we are tracing the values of the nodes in the network 
as follows:
$ns_ at 1.9 “$ns_ trace-annotate \”Attacker Node      : Node 1 , 
Node 2 \””
$ns_ at 2.1 “$ns_ trace-annotate \”N1  $msg(1) - Replicated as 
N1 \””
$ns_ at 2.3 “$ns_ trace-annotate \”N2 $msg(2)- Replicated as 
N2 \””
Step-8: For Secure transmission, here the network layer is using 
rsa algorithm for each data packet transmission in the network 
(every data packet is encrypted and decrypted using rsa). RSA is 
most popular algorithm for security.

VI. Simulation Environment
In this chapter, we are showing the simulation parameters that we 
have used in the project.

Table 1: Simulation Parameters
Parameter Value
Simulator Ns2 - 2.34
Number of nodes 50
Simulation Time 15 min
Packet Interval 0.01 sec
Simulation Landscape 1000 x 1000 
Background Data Traffic CBR
Packet Size 1000 bytes
Queue Length 50
Initial Energy 10 Joules 
Transmission Range 100 Kbytes
Node Transmission range 250 m 
Antenna Type Omni directional
Mobility Models Random-waypoint (0-30 m/s)
Attack Type DDOS 
Routing Protocol AODV
MAC Protocol IEEE 802.11
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VII. Performnace
For evaluating the performance, we use several performance 
metrics to compare the proposed AODV protocol with the 
existing one [1]. The following metrics were considered for the 
comparisons were:

A. Throughput
Number of packets sends in per unit of time. The throughput is 
usually measured in bits per second (bit/s or bps), and sometimes 
in data packets per second or data packets per time slot. The system 
throughput or aggregate throughput is the sum of the data rates 
that are delivered to all terminals in a network.

Fig. 2: Overall Throughput in Network

B. Packet Delivery Fraction (PDF)
The ratio between the numbers of packets sends by source nodes 
to the number of packets correctly received by the corresponding 
destination nodes. 

Fig. 3: Packet Delivery Ratio

C. End to End Delay
Measure as the average end to end latency of data packets. End-
to-end delay refers to the time taken for a packet to be transmitted 
across a network from source to destination.
dend-end = N[dtrans+dprop+dproc]
where,
dend-end= end-to-end delay
dtrans= transmission delay
dprop= propagation delay
dproc= processing delay
N= number of links (Number of routers + 1)

Fig. 4: End-to-End Delay

VIII. Conclusion
Mobile Ad-Hoc networking has become an exciting and important 
technology in recent year because of the rapid proliferation of 
wireless devices. But, it is highly vulnerable to attacks due to 
the open medium, dynamically changing network topology, 
cooperative algorithms, and lack of centralized monitoring 
and management point. In this paper, we focus on mobile ad 
hoc network’s routing vulnerability and analyze the network 
performance against the attacks. The resistive schemes against 
attacks were proposed for Ad hoc on demand Distance Vector 
(AODV) routing protocol and the effectiveness of the schemes is 
validated. In proposed system, while implementing we are going 
to use md5 algorithm for providing security against attacks and for 
detecting the intruders. Messages generated by nodes are given as 
input to MD5 algorithm. For Secure transmission, here the network 
layer is using rsa algorithm for each data packet transmission in 
the network. In proposed system, by comparing all the messages 
of each node, we can identify repeated ip in the Manet. If both 
compared messages are equal we can identify the received node as 
attacker. There is a chance for future enhancement in the concept of 
providing security to MANETS by using “Digital Signature”.
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