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Abstract
Most large-scale sensor networks are expected to follow a two-
tier architecture with resource-poor sensor nodes at the lower tier 
and resource-rich master nodes at the upper tier. Master nodes 
collect data from sensor nodes and then answer the queries from 
the network owner on their behalf. In hostile environments, master 
nodes may be compromised by the adversary and then instructed 
to return fake and/or incomplete data in response to data queries. 
Such application-level attacks are more harmful and difficult 
to detect than blind DoS attacks on network communications, 
especially when the query results are the basis for making critical 
decisions such as military actions. In this paper, we propose SafeQ 
(Secured and Efficient Query Processing), a protocol that prevents 
attackers from gaining information from both sensor collected 
data and sink issued queries. SafeQ also allows a sink to detect 
compromised storage nodes when they misbehave. To preserve 
privacy, SafeQ uses a novel technique to encode both data and 
queries such that a storage node can correctly process encoded 
queries over encoded data without knowing their values. To preserve 
integrity, we propose two schemes—one using Merkle hash trees 
and another using a new data structure called neighborhood 
chains—to generate integrity verification information so that a 
sink can use this information to verify whether the result of a query 
contains exactly the data items that satisfy the query. To improve 
performance and Security, we propose a Cramer–Shoup technique 
in the communication between sensors and storage nodes.
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I. Introduction
A Wireless Sensor Network (WSN) is consisted of spatially 
distributed sensor nodes which cooperatively achieves one or 
several global functionalities. An important functionality of 
sensor networks is to answer queries about the data acquired by 
the sensors. Large sensor networks usually generate substantial 
amounts of data, but the sensor nodes are often resources-limited 
or energy-constrained. Hence it is important to design and develop 
efficient data processing techniques to make effective use of 
the data. Data aggregation is an efficient mechanism in query 
processing in which data are processed and aggregated within 
the network. Only processed and aggregated data is returned to 
the base station. In such a setting, those nodes in the network that 
help aggregating information requested by the query are called 
aggregators. They collect the raw information from the sensors, 
process it locally, and reply to the aggregate queries of a remote 
user. Compared to the centralized approach where all raw data 
are returned, data aggregation can achieve significant reduction 
in communications and hence save resource consumptions and 
increase the lives time of WSNs.

Fig. 1: A Remote Two-Tier Sensor Network

We consider a two-tier sensor network as shown in fig. 1, which 
consists of plenty of resource-poor sensor nodes at the lower 
tier and relatively fewer resource-rich master nodes at the upper 
tier. Sensor nodes perform sensing task and periodically submit 
sensed data to nearby master nodes for storage, while master 
nodes answer ad-hoc data queries from the network owner which 
are issued via an on-demand wireless link to some master nodes. 
Such in-network data storage and query processing is a must 
in remote and extreme environments, where it is prohibitive or 
infeasible to maintain a high-speed always-on connection bridging 
the sensor network to the external network owner. This two-tier 
architecture is also known to be indispensable for increasing 
network capacity and scalability, reducing system complexity, 
and prolonging network lifetime.
Nowadays, WSNs are involved in more and more civilian 
applications, where the privacy and integrity of data are important 
concerns. However, it is very challenging to address privacy 
preserving and integrity protection at the same time, since usually 
privacy-preserving schemes need to paralyze traffic monitoring 
mechanisms, and thus barricade the integrity protection. Therefore, 
a good data aggregation scheme need to be carefully designed for 
those applications requiring both privacy preservation and integrity 
protection. As an example, the advanced metering systems for 
data collection and control on electronic power grid demonstrate 
such demand. An “advanced mete” is an electronic meter (i.e. a 
sensor) that can be read remotely. Advanced metering system is a 
key component in simplifying the management complexities and 
reducing the running costs of future generation electronic power 
grids. Advanced metering systems could be used for purposes 
beyond simple metering, for example, they are important for 
accurate resource planning and inventory control. However, both 
data privacy and data integrity issues are of paramount concerns 
for these systems:

A. Privacy
Advanced meters can be used to determine not only whether 
a metered premise is occupied, but also how the occupants of 
the premise are currently behaving. This information could be 
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correlated with location information to develop detailed profiles 
of those individuals, unless we control the dissemination of such 
information.

B. Integrity
Electronic power grids can be attacked by internal or external 
attackers. These attackers can insert, delete, or alter sensor 
readings or intermediate aggregation results for various purposes. 
For example, a dishonest organization may either reduce the total 
usage reported or shift usage data from higher-priced time intervals 
to lower-priced intervals in order to reduce their bills. As a result, 
the integrity of collected data are comprised.
Most large-scale sensor networks are expected to follow a two-
tier architecture with resource-poor sensor nodes at the lower tier 
and resource-rich master nodes at the upper tier. Master nodes 
collect data from sensor nodes and then answer the queries from 
the network owner on their behalf. In hostile environments, master 
nodes may be compromised by the adversary and then instructed 
to return fake and/or incomplete data in response to data queries. 
Such application-level attacks are more harmful and difficult 
to detect than blind DoS attacks on network communications, 
especially when the query results are the basis for making critical 
decisions such as military actions.

II. Models and Problem Statement

A. System Model 
We consider two-tired sensor networks as illustrated in Figure 1. A 
two-tired sensor network consists of three types of nodes: sensors, 
storage nodes, and a sink. Sensors are inexpensive sensing devices 
with limited storage and computing power. They are often massively 
distributed in a field for collecting physical or environmental data 
(such as temperature). Storage nodes are powerful mobile devices 
that are equipped with much more storage capacity and computing 
power than sensors. Each sensor periodically sends its collected 
data to a storage node that is closest to it. The sink is the point 
of contact for users of the sensor network. Each time the sink 
receives a question from a user, it first translates the question 
into multiple queries and then disseminates the queries to the 
corresponding storage nodes, which process the queries based on 
their data and return the query results to the sink. The sink unifies 
the query results from multiple storage nodes into the final answer 
and sends it back to the user.

Fig. 2: Architecture of Two-Tired Sensor Networks

Table 1: Summary of Notation

III. Privacy for 1-Dimensional Data
To preserve privacy, it seems natural to have sensors encrypt data 
and the sink encrypt queries; however, the key challenge is how 
a storage node processes encrypted queries over encrypted data 
without knowing their actual values.
The basic idea of our solution for preserving privacy is as follows. 
We assume that each sensor si in a network shares a secret key 
ki with the sink. For the n data items d1, · · · , dn that a sensor si 
collects in time slot t, si first encrypts the data items using key ki, 
the results of which are represented as (d1)ki , · · · , (dn)ki . Then, 
si applies a “magic” function H to the n data items and obtains 
H(d1, · · · , dn). The message that the sensor sends to its closest 
storage node includes both the encrypted data and the associative 
information H(d1, · · · , dn). When the sink wants to perform query 
{t, [a, b]} on a storage node, the sink applies another “magic” 
function G on the range [a, b] and sends {t, G([a, b])} to the storage 
node. The storage node processes the query {t, G([a, b])} over 
encrypted data (d1)ki , · · · , (dn)ki collected at time slot t using 
another “magic” function F. The three “magic” functions H, G, and 
F satisfy the following three conditions: (1) A data item dj (1 ≤ j 
≤ n) is in range [a, b] if and only if F(j,H(d1, · · · , dn), G([a, b])) 
is true. This condition allows the storage node to decide whether 
(dj)ki should be included in the query result. (2) Given H(d1, · · 
· , dn) and (dj)ki , it is computationally infeasible for the storage 
node to compute dj. This condition guarantees data privacy. (3) 
Given G([a, b]), it is computationally infeasible for the storage 
node to compute [a, b]. This condition guarantees query privacy. 
Fig. 2, illustrates the above basic idea.

Fig. 2. Basic idea of SafeQ for preserving privacy

D. Prefix Membership Verification
The basic building block of our privacy preserving scheme is the 
prefix membership verification scheme first introduced in and later 
formalized. The key idea of the prefix membership verification 
scheme is to convert the verification of whether a number is in a 
range to several verifications of whether two numbers are equal. 
A prefix {0, 1}k{∗}w−k with k leading 0s and 1s followed by 
w − k ∗s is called a k−prefix. For example, 1*** is a 1-prefix and 
it denotes the range [1000, 1111]. If a value x matches a k−prefix 
(i.e., x is in the range denoted by the prefix), the first k bits of x 
and the k−prefix are the same. For example, if x ∈ 1*** (i.e., x 
∈ [1000, 1111]), then the first bit of x must be
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1. Given a binary number b1b2 · · · bw of w bits, the prefix family 
of this number is defined as the set of w + 1 prefixes {b1b2 · · · bw, 
b1b2 · · · bw−1∗, · · ·, b1 ∗ · · · ∗,∗ ∗ ...∗}, where the i-th prefix 
is b1b2 · · · bw−i+1 ∗ · · · ∗. The prefix family of x is denoted 
as F(x). For example, the prefix family of number 12 is F(12) = 
F(1100) ={1100, 110*, 11**, 1***, ****}.
Prefix membership verification is based on the fact that for any 
number x and prefix P, x ∈ P if and only if P ∈ F(x). To verify 
whether a number a is in a range [d1, d2], we first convert the range 
[d1, d2] to a minimum set of prefixes, denoted S([d1, d2]), such 
that the union of the prefixes is equal to [d1, d2]. For example, 
S([11, 15]) ={1011,11**}. Given a range [d1, d2], where d1 and 
d2 are two numbers of w bits, the number of prefixes in S([d1, 
d2]) is at most 2w − 2. Second, we compute the prefix family 
F(a) for number a. Thus, a ∈ [d1, d2] if and only if F(a) ∩ S([d1, 
d2]) _= ∅.
To verify whether F(a) ∩ S([d1, d2]) _= ∅ using only the operations 
of verifying whether two numbers are equal, we convert each prefix 
to a corresponding unique number using a prefix numericalization 
function. A prefix numericalization function N needs to satisfy 
the following two properties: (1) for any prefix P, N(P) is a binary 
string; (2) for any two prefixes P1 and P2, P1 = P2 if and only if 
N(P1) = N(P2). There are many ways to do prefix numericalization. 
We use the prefix numericalization scheme. Given a prefix b1b2 · · 
· bk ∗ · · · ∗ of w bits, we first insert 1 after bk. The bit 1 represents 
a separator between b1b2 · · · bk and ∗ · · · ∗. Second, we replace 
every * by 0. Note that if there is no * in a prefix, we add 1 at 
the end of this prefix. For example, 11∗∗ is converted to 11100. 
Given a set of prefixes S, we use N(S) to denote the resulting set 
of numericalized prefixes. Therefore, a ∈ [d1, d2] if and only if 
N(F(a)) ∩ N(S([d1, d2])) _= ∅. Figure 3 illustrates the process 
of verifying 12 ∈ [11, 15].

E. The Submission Protocol
The submission protocol concerns how a sensor sends its data to 
a storage node. Let d1, · · · , dn, where each item is in the range 
(d0, dn+1), be the data items that sensor si collects at a time slot. 
Here d0 and dn+1 denote the lower bound and the upper bound, 
respectively, for all possible data items that a sensor may collect. 
The values of d0 and dn+1 are known to both sensors and the 
sink. After collecting the n data items, si performs the following 
six steps:
Sort the n data items in an ascending order. For simplicity, we 
assume d0 < d1 < d2 < · · · < dn < dn+1. If some data items have 
the same value, we can simply represent them as one data item 
annotated with the number of items that share this value.
Convert the n + 1 ranges [d0, d1], [d1, d2], · · ·, [dn, dn+1] to 
their corresponding prefix representation, i.e., compute S([d0, 
d1]), S([d1, d2]), · · ·, S([dn, dn+1]).
Numericalize all prefixes. That is, compute N(S([d0, d1])), · · ·, 
N(S([dn, dn+1])).

Fig. 3: Prefix Membership Verification

Sort the n data items in an ascending order. For simplicity, 1. 
we assume d0 < d1 < d2 < · · · < dn < dn+1. If some data 
items have the same value, we can simply represent them as 
one data item annotated with the number of items that share 
this value.
Convert the n + 1 ranges [d0, d1], [d1, d2], · · ·, [dn, dn+1] 2. 
to their corresponding prefix representation, i.e., compute 
S([d0, d1]), S([d1, d2]), · · ·, S([dn, dn+1]).
Numericalize all prefixes. That is, compute N(S([d0, d1])), 3. 
· · ·, N(S([dn, dn+1])).
Compute the keyed-Hash Message Authentication Code 4. 
(HMAC) of each numericalized prefix using key g, which 
is known to all sensors and the sink. Examples of HMAC 
implementations include HMAC-MD5 and HMAC-SHA1. 
An HMAC function using key g, denoted HMACg, satisfies 
the one-wayness property (i.e., given HMACg(x), it is 
computationally infeasible to compute x and g) and the 
collision resistance property (i.e., it is computationally 
infeasible to find two distinct numbers x and y such that 
HMACg(x) = HMACg(y)). Given a set of numbers S, we 
use HMACg(S) to denote the resulting set of numbers 
after applying function HMACg to every number in S. In 
summary, this step computes HMACg(N(S([d0, d1]))), · · 
·,HMACg(N(S([dn, dn+1]))).
Encrypt every data item using key ki, i.e., compute (d1)ki , 5. 
· · ·,(dn)ki .
Sensor si sends the encrypted data along with HMACg(N(S([d0, 6. 
d1]))), · · ·, HMACg(N(S([dn, dn+1]))) to its closest storage 
node.

The above steps show that the aforementioned “magic” function 
H  is defined as follows:
H(d1, · · · , dn) = 
    (HMACg(N(S([d0, d1]))), · · · ,HMACg(N(S([dn, dn+1])))).

F. The Query Protocol
The query protocol concerns how the sink sends a range query to 
a storage node. When the sink wants to perform query {t, [a, b]} 
on a storage node, it performs the following four steps. Note that 
any range query [a, b] satisfies the condition d0 < a ≤ b < dn+1, 

Compute prefix families F(a) and F(b).1. 
Numericalize all prefixes, i.e., compute N(F(a)) and 2. 
N(F(b)).
Apply HMACg to each numericalized prefix, i.e., compute 3. 
HMACg(N(F(a))) and HMACg(N(F(b))).
Send {t,HMACg(N(F(a))),HMACg(N(F(b)))} as a query to 4. 
the storage node.

The above steps show that the aforementioned “magic” function 
G is defined as follows:
G([a, b]) = (HMACg(N(F(a))),HMACg(N(F(b)))).
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Because of the one-wayness and collision resistance properties 
of the HMAC function, the storage node cannot compute a and b 
from the query that it receives.

G. Query Processing
Upon receiving query {t, HMACg(N(F(a))), HMACg(N(F(b)))}, 
the storage node processes this query on the n data items (d1)ki , · 
· ·, (dn)ki received from each nearby sensor si at time slot t based 
on the following theorem, proof of which is in.
Theorem 4.1: Given n numbers sorted in the ascending order d1 
< · · · < dn, where dj =  (d0, dn+1) (1 ≤ j ≤ n), and a range [a, b] 
(d0 < a ≤ b < dn+1), dj Є [a, b] if and only if there exist 1 ≤ n1 ≤ 
j < n2 ≤ n + 1 such that  the following two conditions hold:
(1) HMACg(N(F(a)))∩HMACg(N(S([dn1−1, dn1 ]))) ≠ θ.
(2) HMACg(N(F(b)))∩HMACg(N(S([dn2−1, dn2 ]))) ≠ θ.
Based on Theorem 4.1, the storage node searches for the smallest 
n1 and the largest n2 (1 ≤ n1, n2 ≤ n+1) such that a ∈ [dn1−1, 
dn1 ] and b  [dn2−1, dn2 ]. If n1 < n2, the data items dn1, dn1+1, 
· · · , dn2−1 are in the range [a, b]; if n1 = n2, no data item is in 
the range [a, b].
Integrity For 1-Dimensional Data
The meaning of data integrity is two-fold in this context. In the 
result that a storage node sends to the sink in responding to a query, 
first, the storage node cannot include any data item that does not 
satisfy the query; second, the storage node cannot exclude any 
data item that satisfies the query. To allow the sink to verify the 
integrity of a query result, the query response from a storage node 
to the sink consists of two parts: (1) the query result QR, which 
includes all the encrypted data items that satisfy the query; (2) the 
verification object VO, which includes information for the sink 
to verify the integrity of QR.
We first present a new data structure called neighborhood chains 
and then discuss its use in integrity verification. Given n data 
items d1, · · · , dn, where d0 < d1 < · · · < dn < dn+1, we call the 
list of n items encrypted using key ki, (d0|d1)ki , (d1|d2)ki , · · · , 
(dn−1|dn)ki , (dn|dn+1)ki, the neighborhood chain for the n data 
items. Here “|” denotes concatenation.
For any item (dj−1|dj)ki in the chain, we call dj the value of the 
item and (dj |dj+1)ki the right neighbor of the item. Figure 4 shows 
the neighborhood chain for the 5 data items 1, 3, 5, 7 and 9.

Fig. 4: An Example Neighborhood Chain

A. Integrity for Multi-Dimensional Data
To preserve the integrity of multi-dimensional data, we build a 
multi-dimensional neighborhood chain. The basic idea is for each 
of the z values in a data item, we find its nearest left neighbor along 
each dimension and embed this information when we encrypt 
the item. Such neighborhood information is used by the sink for 
integrity verification.
We first present multi-dimensional neighborhood chains and then 
discuss its use in integrity verification. Let D1, · · ·,Dn, where 
Dj = (d1j , · · · , dzj ) for each 1 ≤ j ≤ n, denote n z-dimensional 
data items. We use dl 0 and dl n+1 to denote the lower bound and 
the upper bound of any data item along dimension l. We call D0 
= (d10, · · · , dz0) and Dn+1 = (d1 n+1, · · · , dz n+1) the lower 
bound and upper bound of the data items. For each dimension 

1 ≤ l ≤ z, we can sort the values of n data items along the l-th 
dimension together with dl 0 and dl n+1 in an ascending order. 
For ease of presentation, we assume dl 0 < dl 1 < · · · < dl n+1 
for every dimension 1 ≤ l ≤ z. In this sorted list, we call dl j−1 
(1 ≤ j ≤ n + 1) the left neighboring value of dl j. We use Ll(dl 
j) to denote the left neighboring value of dl j along dimension 
l. A multi-dimensional neighborhood chain for D1, · · ·,Dn is 
constructed by encrypting every item Dj as (L1(d1j )|d1j , · · · 
,Lz(dzj)|dzj )ki , which is denoted as MNC(Dj). We call Dj the 
value of MNC(Dj). Note that when multiple data items have the 
same value along the lth dimension, we annotate Ll(dl j) with 
the number of such items in MNC(Dj). The list of n + 1 items 
encrypted with key ki, MNC(D1), · · ·, MNC(Dn), MNC(Dn+1), 
forms a multi-dimensional neighborhood chain.
The nice property of a multi-dimensional neighborhood chain 
is that all data items form a neighborhood chain along every 
dimension. This property allows the sink to verify the integrity 
of query results. Considering 5 example 2-dimensional data 
items (1,11), (3,5), (6,8), (7,1), (9,4) with lower bound (0, 0) 
and upper bound (15, 15), the corresponding multi-dimensional 
neighborhood chain encrypted with key ki is (0|1, 9|11)ki , (1|3, 
4|5)ki , (3|6, 5|8)ki , (6|7, 0|1)ki , (7|9, 1|4)ki and (9|15, 11|15)ki. 
Fig. 5, illustrates this chain, where each black point denotes an 
item, the two grey points denote the lower and upper bounds, the 
solid arrows illustrate the chain along the X dimension, and the 
dashed arrows illustrate the chain along the Y dimension.

Fig. 5: A 2-Dimensional Neighborhood Chain

Next, we discuss the operations carried on sensors, storage nodes, 
and the sink using multidimensional chaining.

V. Cramer–Shoup Cryptosystem
The Cramer–Shoup system is an asymmetric key encryption 
algorithm, and was the first efficient scheme proven to be 
secure against adaptive chosen cipher text attack using 
standard cryptographic assumptions. Its security is based on the 
computational intractability (widely assumed, but not proved) 
of the decisional Diffie–Hellman assumption. Developed by 
Ronald Cramer and Victor Shoup in 1998, it is an extension of the 



IJCST Vol. 4, ISSue 2, AprIl - June 2013  ISSN : 0976-8491 (Online)  |  ISSN : 2229-4333 (Print)

w w w . i j c s t . c o m 712   InternatIonal Journal of Computer SCIenCe and teChnology

Elgamal cryptosystem. In contrast to Elgamal, which is extremely 
malleable, Cramer–Shoup adds other elements to ensure non-
malleability even against a resourceful attacker. When using this 
system in between the sensors and storage nodes will give Security 
in data transmission and processing.

A. The Cryptosystem
Cramer–Shoup consists of three algorithms: the key generator, 
the encryption algorithm, and the decryption algorithm.

1. Key Generation
Alic• e generates an efficient description of a cyclic group  of 
order  with two distinct, random generators .
Alice chooses five random values • from 

.
Alice computes • .
Alice publishes • , along with the description of 

, as her public key. Alice retains 
as her secret key. The group can be shared between users 
of the system.

2. Encryption
(i). To encrypt a message to Alice under her public key 

,
(ii). Bob converts into an element of  .
(iii). Bob chooses a random from , then 
calculates: 

, where H() is a universal one-way hash function 
(or a collision resistant cryptographic hash function, which is a 
stronger requirement).

Bob sends the cipher text to Alice.

3. Decryption
To decrypt a cipher text • with Alice’s secret key 

,
Alice computes • and verifies that 

. If this test fails, further decryption 
is aborted and the output is rejected.
Otherwise, Alice computes the plaintext as • .
The decryption stage correctly decrypts any properly-formed • 
ciphertext, since , and 

If the space of possible messages is larger than the size of , 
then Cramer–Shoup may be used in a hybrid cryptosystem to 
improve efficiency on long messages. Note that it is not possible 
to split the message into several pieces and encrypt each piece 
independently, because the chosen-ciphertext security property 
is not preserved in this way.

VI. Conclusion
We make two key contributions in this paper. First, we propose 
SafeQ, a novel and efficient protocol for handling range queries in 
two-tiered sensor networks in a privacy and integrity preserving 
fashion. SafeQ uses the techniques of prefix membership 
verification and neighborhood chaining. In terms of security, 
SafeQ significantly strengthens the security of two-tiered sensor 
networks. Unlike prior art, SafeQ prevents a compromised storage 
node from obtaining a reasonable estimation on the actual values 
of sensor collected data items and sink issued queries. In terms of 
efficiency, our results show that SafeQ significantly outperforms 

prior art for multidimensional data in terms of both power 
consumption and storage space. Second, we propose a solution 
to adapt SafeQ for event-driven sensor networks.
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