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Abstract
In Mobile Ad-Hoc Networks (MANETs), most of current 
research works in key management can efficiently handle only 
limited number of nodes. When the number of nodes is gradually 
increasing, they will become either more inefficient or more 
insecure. Therefore, how to develop key management schemes 
for efficiently and securely satisfying the dynamic property of 
MANETs is a crucial issue. In this paper, we propose a Simple 
and Efficient Group Key (SEGK) management scheme for 
MANETs. Group members compute the group key in a distributed 
manner.
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I. Introduction
Mobile ad hoc networks are special type of wireless networks 
in which a collection of mobile hosts with wireless network 
interfaces may form a temporary network, without the aid of 
any fixed infrastructure or centralized administration. In mobile 
ad hoc networks, nodes within their wireless transmitter ranges 
can communicate with each other directly (assume that all 
nodes have the same transmission range), while nodes outside 
the range have to rely on some other nodes to relay messages. 
Thus a multi-hop scenario occurs, where the packets sent by 
the source host are relayed by several intermediate hosts before 
reaching the destination host. Every node functions as a router. 
The success of communication highly depends on the other nodes’ 
cooperation.
While mobile ad hoc networks can be quickly and inexpensively 
setup as needed, security is a critical issue compared to wired or 
other wireless counterparts. Many passive and active security 
attacks could be launched from the outside by malicious hosts or 
from the inside by compromised hosts
Cryptography is an important and powerful tool for security 
services, namely authentication, confidentiality, integrity, and non-
repudiation. It converts readable data (plaintext) into meaningless 
data (ciphertext). Cryptography has two dominant flavors, namely 
symmetric-key (secret-key) and asymmetrickey
(public-key) approach. In symmetric-key cryptography, the same 
key is used to encrypt and decrypt the information, while in the 
asymmetric-key approach, different keys are used to convert and 
recover the information. Although the asymmetric cryptography 
approach possesses versatileness (authentication, integrity, and 
confidentiality) and simplicity for key distribution, symmetric-
key algorithms are generally more computation-efficient than 
the public-key approach. There is a variety of symmetric or 
asymmetric algorithms available, such as DES, AES, IDEA, RSA, 
and EIGamal [1-2]. Threshold cryptography [3] is a scheme quite 
different from the above two approaches.
Key management is a basic part of any secure communication. 
Most cryptosystems rely on some underlying secure, robust, and 
efficient key management system. Key management deals with 
key generation, storage, distribution, updating, revocation, and 

certificate service, in accordance with security policies.
The outline of key management is described below. 

Secrecy of key itself must be assured in the local host 1. 
system.
Secure network communications involve key distribution 2. 
procedure between communication parties, in which the 
key may be transmitted through insecure channels. Key 
confidentiality, integrity, and ownership must be enforced 
in the whole procedure. 
A framework of trust relationships needs to be built for 3. 
authentication of key ownership. While some frameworks 
are based on a centralized Trusted Third Party (TTP), others 
could be fully distributed. 
The key could be expired or have been revoked within its 4. 
valid period.

In this paper, we propose a simple and efficient group key 
management scheme, simply called SEGK, for MANETs. The 
basic idea of SEGK is that a physical multicast tree is formed in 
MANETs for efficiency. Group members take turns acting as group 
coordinator to compute and distribute intermediate key materials 
to group members. The keying materials are delivered through 
the tree links. The coordinator is also responsible for maintaining 
the connection of the multicast group.
All group members can compute the group key locally in a 
distributed manner.

II. Related Work
Recently, security has become a hot research topic in mobile ad hoc 
networks. Several secure routing protocols have being proposed in 
the literature. For example, SRP [2], SEAD[10], and SAODV [9] 
address security attacks in routing protocols and propose different 
means to counter particular threats. However, almost all of them 
rely on the existence of a public key management system.
Zhou and Hass [7] propose a secure key management scheme by 
employing (t; n) threshold cryptography. The system can tolerate 
t¡1 compromised servers. However, this scheme doesn’t describe 
how a node can contact t servers securely and efficiently in case the 
servers are scattered in the whole area. A share refreshing scheme 
is proposed to counter mobile adversaries. However, efficient and 
secure distributions of secret shares are not addressed.
In a traditional centralized model, there is a single entity called 
a Trusted Third Party (TTP), such as a Key Distribution Center 
(KDC), which distributes a secret key to group members(Wu et 
al., 2005). Normally, TTP shares a secret key with each group 
member. The KDC generates a group key, encrypts it with the 
pairwise key, and then distributes it to the corresponding group 
member. This scheme is easy to implement and is storage efficient 
for every group member. However, it is not efficient for the KDC 
to handle changes of group membership.
Steiner et al. (2000) presented a suite of group key agreement 
protocols. GDH.1 and GDH.2 protocols need a total of O(n2) 
exponentiations. GDH.3 needs O(n) exponentiations. In GDH.3, 
member contributions are accumulated at upflow direction and 
broadcasted at downflow direction, followed by the factoring out 
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of a corresponding exponent. One user collects all inputs from 
the previous stages, raises the power and broadcasts the resulting 
values to the rest of the group. At the end, every group member 
can compute the group key.

III. Proposed System
In this paper, we introduce a simple group key management 
scheme. Our objective is to adapt the traditional scheme to the 
MANETs settings. The basic idea of our scheme is that a multicast 
tree is formed in MANETs for efficiency.
Two multicast trees are constructed and maintained in parallel 
to achieve fault tolerance. When a link of one tree is broken, 
it is substituted by the other tree. We call one tree a blue tree, 
the other one a red tree. Group members take turns to act as 
a group coordinator to compute and distribute the intermediate 
keying materials to all members through the active tree links. 
The operation can be made in rounds and the coordinator is 
selected in a distributed way as described in Wu et al. (2005). The 
coordinator is also responsible for maintaining the connection of 
the multicast group. A group coordinator computes and distributes 
the intermediate keying materials to all members through the 
underlying tree links.
The group key management scheme-SEGK
In SEGK, to form a common group key, every group member 
contributes a share of the final common group key. The group 
key can be refreshed periodically or only be updated in response 
to changes of group membership.
The updating of the group key helps to enforce backward and 
forward secrecy of group communications. Obviously, efficiently 
exchanging keying materials is critical in MANETs. In SEGK, all 
keying materials are disseminated through the underlying multicast 
tree links. A native broadcast through flooding is obviously not 
appropriate because of large redundancy which may result in 
network traffic congestion.
We present a reliable double multicast tree formation and 
maintenance protocol. Our idea is similar to Wei and Zakhor 
(2004), however, our double tree scheme guarantees that two trees 
cover all group members. Logically, the two trees are identical 
from a group member’s point of view. In Wei and Zakhor (2004), 
some group members included in one tree might not be included 
in the other tree, which is obviously not desirable for group key 
management.

Table 1: Notations used in SEGK Scheme

A group initiator (also called group coordinator) starts the group 
initialization process by broadcasting a join advertise message 
across the entire network. A sequence number is used to avoid 
loops. A node is associated with three colors, namely blue, red, 
and grey. A node will choose grey as it’s color if its total number 

of neighbors is less than a predefined threshold value (for instance, 
half of average node degree). All member nodes are grey. Other 
network nodes randomly choose blue or red as their color with 
probability equal to 0.5. For the first received message, a grey 
node stores the upstream node
ID and rebroadcasts the message. For a non-grey node, it stores 
the upstream node ID and rebroadcasts the message only if the 
upstream node is the same color, a sender, or a grey node. Based on 
the join response back from group member to the group initiator, 
two double multicast trees are formed in parallel. Both trees 
consist of group members and intermediate non-member nodes. 
A node could send out join requests to a group. Any existing group 
member can send replies back. The procedure of handling join 
requests is similar to the above group advertisement t0 ensure 
the consistency of double multicast tree structures. The resultant 
two trees could be disjoint or may share a common node. Thus, 
a dynamic double multicast tree structure is constructed. Fig. 1, 
illustrates the construction of a double multicast tree.

Fig. 2: Double Multicast Tree

The problem with the above approach is that the two multicast 
trees may not be identical, which means some group members may 
be covered by the blue tree, but are not included in the red tree. 
This scenario can happen when a group member is surrounded 
by nodes with only one color, either red or blue. A group member 
can detect this scenario if it has received messages from only one 
color (either blue or red) of nodes. Then, this member node can 
request one of its upstream node to change its color to grey.
Initially the group initiator is responsible for sending out member 
refresh messages periodically to maintain the connection of the 
double multicast tree structure.
After a predefined amount of time of operation, a group member 
could decide to act as a group coordinator and notify the group 
that it is on duty to maintain the group. All members need to take 
turns acting as group coordinator. The double multicast trees can 
be used by enabling one tree in an active state and the other one 
in an inactive state as a backup. After a predetermined period of 
time for the group initialization phase, the multicast trees have 
been formed and the group coordinator can invoke the group key 
establishment procedure.
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A. Detection of Leaving Members
The processing of handling members who leave is more 
complicated than handling the joining of new members. To join 
the group, a new user needs to broadcast a request. The new user 
becomes a legitimate group member once its request is approved 
by any existing group member or by the current group coordinator. 
However, for the scenario of leaving members, we cannot assume 
that a leaving member will send out a leaving notice. A member 
could leave the group silently. Even if it could send out a message 
and notify its leaving, this notice could get lost in a dynamic 
environment. We could define a physical leaving and a logical 
leaving. For the physical leaving, a node moves out the range of 
the network or it switches its transmitter off. For a logical leaving, 
a node still stays inside the network, but it does not participate 
in the group activity. We present one methods to address these 
problems.
One strategy is that current group coordinator sends out member 
refresh messages periodically through both tree links. All group 
members should send an ack message back to indicate its affiliation 
interests (status). The group coordinator will determine whether a 
member remains attached or has left based on its response within 
a certain amount of time. It is the member’s responsibility to 
broadcast a message in a controlled flooding scheme to reconnect 
to the group if it has not heard the periodic member refresh 
message. If a member does not want to be part of the group it could 
keep silent without sending the ack message. The tree structure 
is updated based on the control messages. Some links could be 
pruned and new links could be added since a member could 
move to a new location. The current group coordinator notifies 
the member change event to all members through the updated tree 
structure. This strategy is very efficient and is appropriate for a 
relatively static network environment.

B. Group Key Establishment Protocol
The basic idea of a group key agreement protocol is that all group 
members maintain a logic key tree in local storage space. The 
key tree is used to deduce the final common group secret. Most 
contributory group key approaches maintain a certain type of key 
repository. They differ in the way they accumulate and distribute 
intermediate keys. Some are based on the key ring, others may 
be based on key tree, etc. 
The key treestructure in SEGK is shown in fig. 2.

To distribute the workload of keying service, we introduced • 
the concept of coordinator. The coordinator is responsible 
for computing and distributing intermediate keys to all group 
members. It also needs to handle member join and leave. The 
role of coordinator is rotated among all members.
For efficient switching of the role of coordinator, we introduce • 
two dummy nodes at two ends of the key tree for efficient group 
key refreshing and the group coordinator role switching.
A new group member can be easily absorbed into the group • 
by adding new members into the current rightmost position 
and moving itself to the right.
When a member leave is detected, the coordinator generates • 
a new random key r and multicast the blinded value br as well 
as other intermediate blinded keys.

Fig. 2: Key Structure 

C. Group Key Initialization
At the initialization phase, the coordinator announces its role and 
broadcasts two random keys r and ro. normally the group initiator 
acts as group coordinator at the beginning. The order of members 
on the key tree is sorted by their ID at the initialization phase. 
However, at subsequent member add events, a new member is 
always added at the rightmost position of the key tree. This rule 
should be followed by all members to ensure that key trees in all 
members’ local memory are consistent. One solution is that the 
group coordinator explicitly indicates the structure of the key tree. 
This can also be done implicitly by the coordinator since it needs 
to multicast blinded intermediate keying materials to all group 
members. All keying materials are put in one package and the 
order of blinded intermediate key materials shows the structure 
of the key tree

D. Member Addition
A new group member can be easily added into the group by 
inserting it into the current rightmost position and moving the 
dummy coordinator to the right. The major advantage of our 
approach is that the coordinator does not need to generate a new 
random key but still provides key independence. This means 
that knowing the previous group key cannot help to deduce the 
new group key. Given two blinded keys, the new member can 
deduce the new group key, however, it cannot deduce the former 
group key. This ensures backward secrecy. Figure 3 illustrates the 
operation of joining a new member. The algorithm of member 
addition is shown below.

Fig. 2: Member Addition Algorithm

E. Member Leave
The leaving group member event can be detected either by explicit 
notification from the leaving node. The coordinator notifies all 
group members of the member leaving event and multicasts a 
new blinded random key to all members. All group members can 
compute the new group key. The algorithm is shown below. Figure 
3 illustrates the operation of a leaving member.
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Fig. 3: Member Leave Algorithm

F. Group Key Refresh
The group key may need to change periodically, and may not 
be related to any change of group membership. The purpose of 
refreshing the group key periodically is to prevent the long time 
use of group keys which could be compromised. This process can 
be implicitly done during the switch of coordinator, or explicitly 
performed by the coordinator which generates a new random key 
r’’ and multicasts the blinded value br’’. We show the group key 
refresh/reinforce algorithm below.

Fig. 4: Member Refresh Algorithm

Fig. 5: Key Updating for Leaving Member

IV. Conclusion
In this paper, we introduce a simple group key management 
scheme. Our objective is to adapt the traditional scheme to 
the MANETs settings. The basic idea of our scheme is that a 
multicast tree is formed in MANETs for efficiency. Two multicast 

trees are constructed and maintained in parallel to achieve fault 
tolerance. When a link of one tree is broken, it is substituted by 
the other tree. We call one tree a blue tree, the other one a red 
tree. Group members take turns to act as a group coordinator to 
compute and distribute the intermediate keying materials to all 
members through the active tree links. The operation can be made 
in rounds and the coordinator is selected in a distributed way. In 
SEGK, there is one group member that acts as a group coordinator 
which computes and distributes the blinded intermediate keying 
information the group. Every member computes the group key in 
a distributed manner. To distribute the workload of group rekeying 
and maintenance, the role of group coordinator is rotated among 
all members. A new key tree structure is introduced in order to 
switch the group control role efficiently.

References
[1] Bae, S., Lee, S., Su, W., Gerla, M.,"Thedesign, implementation, 

and performance evaluation of the on-demand multicast 
routing protocol in multihop wirelessnetworks", IEEE 
Network, Vol. 14, pp.70–77, 2000.

[2] Burmester, M., Desmedt, Y.,"A secure and efficient 
conference key distribution system", Advances in Cryptology 
– EUROCRYPT ’94, No. 950, 1994.

[3] Chiang, C., Gerla, M., Zhang, L.,"Forwarding Group 
Multicast Protocol (FGMP) for multihop mobile wireless 
networks", Cluster Computing, pp. 187–196, 1998.

[4] Deering, S.E., Cheriton, D.R.,"Multicast routing in datagram 
internetworks and extended LANs", ACM Transactions on 
Computer Systems, Vol. 8, No. 2, pp. 85–110, 1990.

[5] Jaikaeo, C., Shen, C.,"Adaptive backbone-based multicast 
for ad hoc networks", Proc. IEEE International Conference 
on Communications (ICC 2002), Vol. 5, pp. 3149–3155, 
2002.

[6] Ji, L., Corson, M.,"Differential destination multicast: A 
MANET multicast routing protocol for small groups", Proc. 
INFOCOM 2001, pp. 1192–1202, 2001.

[7] Kim, Y., Perrig, A., Tsudik, G.,"Simple and fault-tolerant key 
agreement for dynamic collaborative groups", Proc. 7th ACM 
Conference on Computer and Communications Security, 
ACM Press, pp. 235–244, 2000.

[8] Lee, S., Su, W., Gerla, M.,"On-demand multicast routing 
protocol (ODMRP) for ad hoc networks", InternetDraft, 
draft-ietf-manet-odmrp-02.txt., 2000

[9] Sherman, A.T., McGrew, D.A.,"Key establishment in large 
dynamic groups using one-way function trees", IEEE 
Transactions on Software Engineering, Vol. 29, No. 5, pp. 
444–458, 2003.

[10] Wallner, D.M., Harder, E.J., Agee, R.C.,"Key management 
for multicast: issues and architectures", Internet Draft, draft-
wallner-key-arch-01.txt, 1998.



IJCST Vol. 4, ISSue 2, AprIl - June 2013

w w w . i j c s t . c o m InternatIonal Journal of Computer SCIenCe and teChnology  707

 ISSN : 0976-8491 (Online)  |  ISSN : 2229-4333 (Print)

Mohammed Gulzar C. received his B.E 
degree in CSE  from VTU,Belgaum in 
2004, the M.TECH. degree in CSE from 
VTU, Belgaum, in 2008.  Currently he 
is working as an Associate Professor 
in Dr. K.V Subbareddy institute of 
Technology, Kurnool, Andhra Pradesh, 
India. He has nine years of experience 
in teaching.

S. JAYAKANTH  received the M Tech 
degree from SSS, Jawarharlal Nehru 
Technological University, Anantapur 
in 2009. Currently he is working as 
Associate Professor in STANLEY 
STEPHEN college of engg. & 
Technology, Kurnool, Andhra Pradesh, 
India. He has eight years of experience 
in teaching.


