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Abstract
Cloud computing is the newest term for the ong- dreamed vision of 
computing as a utility. The cloud provides convenient, on-demand 
network access to a centralized pool of configurable computing 
resources that can be rapidly deployed with great efficiency 
and minimal management overhead. The industry leaders and 
customers have wide-ranging expectations for cloud computing 
in which   security concerns remain a major aspect. Actually  the 
application software and databases to the centralized large data 
centers in a cloud .The management of the data and services may 
not be fully trustworthy. This unique paradigm brings about many 
new security challenges, which have not been well understood. 
This work studies the problem of ensuring the integrity of data 
storage in Cloud Computing. In particular, we consider the task 
of allowing a third party auditor (TPA), on behalf of the cloud 
client, to verify the integrity of the dynamic data stored in the 
cloud. The introduction of TPA eliminates the involvement of the 
client through the auditing of whether his data stored in the cloud 
is indeed intact, which can be important in achieving economies of 
scale for Cloud Computing. The support for data dynamics via the 
most general forms of data operation, such as block modification, 
insertion and deletion, is also a significant step toward practicality, 
since services in Cloud Computing are not limited to archive or 
backup data only. While prior works on ensuring remote data 
integrity often lacks the support of either public auditability or 
dynamic data operations, this paper achieves both. We first identify 
the difficulties and potential security problems of direct extensions 
with fully dynamic data updates from prior works and then show 
how to construct an elegant verification scheme for the seamless 
integration of these two salient features in our protocol design. 
In particular, to achieve efficient data dynamics, we improve 
the existing proof of storage models by manipulating the classic 
Merkle Hash Tree construction for block tag authentication. To 
support efficient handling of multiple auditing tasks, we further 
explore the technique of bilinear aggregate signature to extend 
our main result into a multi-user setting, where TPA can perform 
multiple auditing tasks simultaneously.
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I. Introduction
Cloud computing offers dynamically scalable and virtualized 
resources as services over the Internet. Numerous conceptualizations 
of cloud computing alternatively emphasize utility computing, 
services oriented computing, or on-demand computing. Some 
of the benefits are scalability, simplicity of implementation, 
and lower capital expenditure. Although industry leaders and 
customers have wide-ranging expectations for cloud computing, 
privacy and security concerns remain a major impediment to 
widespread adoption.

A. Infrastructure-as-a-Service
When a vendor rents out infrastructure components on demand—
such as servers, storage components, file systems, virtualization 

technologies, and network hardware—the vendor is delivering an 
IaaS service. The rented computational resources are usually the 
core components of an enterprise client’s IT services infrastructure. 
Advances in virtualization technologies have facilitated this type 
of service, which an enterprise can use as a platform for building 
applications or to enable entire applications.

B. Platform-as-a-Service
PaaS delivers a computing platform and solution stack as a service. 
It facilitates the deployment of customer-created applications to 
the cloud using provider-supported frameworks. Although the 
consumers don’t control the underlying cloud infrastructure, 
they have control over the deployed applications and hosting 
environment configurations. Google App Engine is the best 
example of a PaaS, where both individual users and enterprise 
clients can build software applications using different Google 
APIs, deploy them on Google’s servers, and manage them through 
a dashboard. 

C. Software-as-a-Service
In this type of a cloud computing solution, a provider’s specialized 
software runs on a hardware cloud infrastructure and is accessible 
to the customer through a thin client interface such as a Web 
browser. Customers can configure application settings according 
to their specific needs. Some examples of online applications that 
SaaS providers employ are the Clarizen project management tool, 
Customer Relationship Management (CRM) software, Salesforce.
com’s human-resource applications, and Absolute Performance’s 
project lifecycle management service. 

Fig. 1: Cloud Computing Services

II. Existing System
Ateniese et al. [2] are the first to consider public auditability in 
their defined “provable data possession” (PDP) model for ensuring 
possession of files on untrusted storages. In their scheme, they 
utilize RSAbased homomorphic tags for auditing outsourced data, 
thus public auditability is achieved. However, Ateniese et al. do 
not consider the case of dynamic data storage, and the direct 
extension of their scheme from static data storage to dynamic 
case may suffer design and security problems. In their subsequent 
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work [12], Ateniese et al. propose a dynamic version of the prior 
PDP scheme. However, the system imposes a priori bound on 
the number of queries and does not support fully dynamic data 
operations, i.e., it only allows very basic block operations with 
limited functionality, and block insertions cannot be supported.In 
[13], Wang et al. consider dynamic data storage in a distributed 
scenario, and the proposed challenge-response protocol can both 
determine the data correctness and locate possible errors.
Although the existing schemes aim at providing integrity 
verification for different data storage systems, the problem of 
supporting both public auditability and data dynamics has not 
been fully addressed. How to achieve a secure and efficient 
design to seamlessly integrate these two important components 
for data storage service remains an open challenging task in Cloud 
Computing.

III. Cloud Data Storage Architecture

Fig. 2: Cloud Data Storage Architecture

Representative network architecture for cloud data storage 
is illustrated in fig. 2. Three different network entities can be 
identified as follows:

Client: an entity, which has large data files to be stored • 
in the cloud and relies on the cloud for data maintenance 
and computation, can be either individual consumers or 
organizations.
Cloud Storage Server (CSS): an entity, which is managed by • 
Cloud Service Provider (CSP), has significant storage space 
and computation resource to maintain the clients’ data.
Third Party Auditor (TPA): an entity, which has expertise • 
and capabilities that clients do not have, is trusted to assess 
and expose risk of cloud storage services on behalf of the 
clients upon request.

In the cloud paradigm, by putting the large data files on the remote 
servers, the clients can be relieved of the burden of storage and 
computation. As clients no longer possess their data locally, it is of 
critical importance for the clients to ensure that their data are being 
correctly stored and maintained. That is, clients should be equipped 
with certain security means so that they can periodically verify 
the correctness of the remote data even without the existence of 
local copies. In case those clients do not necessarily have the time, 
feasibility or resources to monitor their data, they can delegate 
the monitoring task to a trusted TPA.
In this paper, we only consider verification schemes with public 
audit ability: any TPA in possession of the public key can act as 
a verifier. We assume that TPA is unbiased while the server is un 
-trusted. For application purposes, the clients may interact with 
the cloud servers via CSP to access or retrieve their pre-stored 
data. More importantly, in practical scenarios, the client may 
frequently perform block-level operations on the data files. The 
most general forms of these operations we consider in this paper 
are modification, insertion, and deletion.

IV. Design Goals
Our design goals can be summarized as the following:

Public audit ability for storage correctness assurance: to allow • 
anyone, not just the clients who originally stored the file on 
cloud servers, to have the capability to verify the correctness 
of the stored data on demand.
Dynamic data operation support: to allow the clients to perform • 
block-level operations on the data files while maintaining the 
same level of data correctness assurance. The design should be 
as efficient as possible so as to ensure the seamless integration 
of public auditability and dynamic data operation support.
Blockless verification: no challenged file blocks should be • 
retrieved by the verifier (e.g., TPA) during verification process 
for efficiency concern.

V. The Proposed Scheme
We present our protocol which supports public auditability and data 
dynamics. We also show how to extent our main scheme to support 
batch auditing for TPA upon delegations from multiuser.
Merkle Hash Tree. A Merkle Hash Tree (MHT) is a well studied 
authentication structure [17], which is intended to efficiently and 
securely prove that a set of elements are undamaged and unaltered. 
It is constructed as a binary tree where the leaves in the MHT are 
the hashes of authentic data values. Fig. 3 depicts an example of 
authentication. The verifier with the authentic hr requests for {x2, 
x7} and requires the authentication of the received blocks.

Fig. 3: Merkle Hash Tree Authentication of Data Elements. 
We Treat the Leaf Nodes h(x1), . . . ,h(xn) as the Left-to-Right 
Sequence

The prover provides the verifier with the auxiliary authentication 
information (AAI) Ω2 =< h(x1), hd > and Ω7 =< h(x8), he >. The 
verifier can then verify x2 and x7 by first computing h(x2), h(x7), 
hc = h(h(x1)||h(x2))), hf = h(h(x7)||h(x8))), ha = h(hc||hd), hb = 
h(he||hf ) and hr = h(ha||hb), and then checking if the calculated 
hr is the same as the authentic one. MHT is commonly used to 
authenticate the values of data blocks. However, in this paper 
we further employ MHT to authenticate both the values and the 
positions of data blocks. We treat the leaf nodes as the left-to-
right sequence, so any leaf node can be uniquely determined by 
following this sequence and the way of computing the root in 
MHT.

Basic Solution
(pk,sk) ←  KeyGen(1k). This probabilistic algorithm is run • 
by the client. It takes as input security parameter 1k, and 
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returns public key   pk and private key sk.
( (H(R))) ←SigGen(sk,F). This algorithm is run by the client. • 
It takes as input private key sk and a file F which  is an ordered 
collection of blocks {mi}, and outputs the signature set σ, 
which is an ordered collection of signatures {σi} on {mi}. It 
also outputs metadata-the signature sigsk(H(R)) of the root 
R of a Merkle hash tree. In our construction, the leaf nodes 
of the Merkle hash tree are hashes of H(mi).
GenProof - This algorithm is run by the server. It takes as input • 
a file F, its signatures {σi} , and a challenge chal. It outputs a 
data integrity proof P for the blocks specified by chal.
{TRUE, FALSE} ← VerifyProof(pk, chal, P). This algorithm • 
can be run by either the client or the third party auditor upon 
receipt of the proof P. It takes as input the public key pk, the 
challenge chal, and the proof P returned from the server, and 
outputs TRUE if the integrity of the file is verified as correct, 
or FALSE otherwise.
(F′, Pupdate) ← ExecUpdate(F, update). This algorithm is • 
run by the server. It takes as input a file F, its signatures , 
and a data operation request “update” from client. It outputs 
an updated file F′, updated signatures σ′ and a proof Pupdate 
for the operation.
{(TRUE, FALSE, sigsk(H(R′)))} ← VerifyUpdate(pk, update, • 
Pupdate). This algorithm is run by the client. It takes as input 
public key pk, the signature sigsk(H(R)), an operation request 
“update”, and the proof Pupdate from server. If the verification 
successes, it outputs a signature sigsk(H(R′)) for the new root 
R′, or FALSE otherwise.

Assume the outsourced data file F consists of a finite ordered set 
of blocks m1,m2, . . . ,mn. One straightforward way to ensure 
the data integrity is to pre-compute MACs for the entire data file. 
Specifically, before data outsourcing, the data owner pre-computes 
MACs of F with a set of secret keys and stores them locally. During 
the auditing process, the data owner each time reveals a secret key 
to the cloud server and asks for a fresh keyed MAC for verification. 
This approach provides deterministic data integrity assurance 
straightforwardly as the verification covers all the data blocks. 
However, the number of verifications allowed to be performed 
in this solution is limited by the number of secret keys. Once the 
keys are exhausted, the data owner has to retrieve the entire file 
of F from the server in order to compute new MACs, which is 
usually impractical due to the huge communication overhead. 
Moreover, public auditability is not supported as the private keys 
are required for verification.
Another basic solution is to use signatures instead of MACs 
to obtain public auditability. The data owner precomputes the 
signature of each block mi (i ∈ [1, n]) and sends both F and the 
signatures to the cloud server for storage. To verify the correctness 
of F, the data owner can adopt a spot-checking approach, i.e., 
requesting a number of randomly selected blocks and their 
corresponding signatures to be returned. This basic solution can 
provide probabilistic assurance of the data correctness and support 
public auditability. However, it also severely suffers from the 
fact that a considerable number of original data blocks should 
be retrieved to ensure a reasonable detection probability, which 
again could result in a large communication overhead and greatly 
affects system efficiency.

Our Construction
In our design, we propose to use PKC based homomorphic 
authenticator (e.g., BLS signature [4] or RSA signature based 
authenticator [2]) to equip the verification protocol with public 

auditability. In the following description, we present the BLS-
based scheme to illustrate our design with data dynamics support. 
As will be shown, the schemes designed under BLS construction 
can also be implemented in RSA construction.
Now we start to present the main idea behind our scheme. We 
assume that file F (potentially encoded using Reed-Solomon codes 
[18]) is divided into n blocks m1,m2, . . . ,mn, where mi ∈ Zp and 
p is a large prime. Let e : G×G → GT be a bilinear map, with a 
hash function H : {0, 1}* → G, viewed as a random oracle .Let 
g be the generator of G. h is a cryptographic hash function. The 
procedure of our protocol execution is as follows:
Setup: The client’s public key and private key are generated by 
invoking KeyGen(·). By running SigGen(·), the data file F is 
pre-processed, and the homomorphic authenticators together with 
metadata are produced.
KeyGen(1k). The client generates a random signing key pair (spk, 
ssk). Choose a random α ← Zp and compute v ← gα. The secret 
key is sk = (α, ssk) and the public key is pk = (v, spk).
SigGen(sk, F). Given F = (m1,m2 . . . ,mn), the client chooses a 
random element u ← G. Let t =name||n||u||SSigssk(name||n||u) be 
the file tag for F.Then the client computes signature σi for each 
block mi (i = 1, 2, . . . , n) as σi ← (H(mi) · umi)α. Denote the 
set of signatures by s = {σi}, 1 ≤ i ≤ n. The client then generates 
a root R based on the construction of Merkle Hash Tree (MHT), 
where the leave nodes of the tree are an ordered set of hashes of 
“file tags” H(mi) (i = 1, 2, . . . , n). Next, the client signs the root 
R under the private key α: sigsk(H(R)) ← (H(R))α. The client 
sends {F,  sigsk(H(R))} to the server and deletes {F, sigsk(H(R))} 
from its local storage.

Batch Auditing for Multi-client Data
As cloud servers may concurrently handle multiple verification 
sessions from different clients, given K signatures on K distinct 
data files from K clients, it is more advantageous to aggregate all 
these signatures into a single short one and verify it at one time. 
To achieve this goal, we extend our scheme to allow for provable 
data updates and verification in a multi-client system.

Table 1: Protocols for Default Integrity Verification

The BLS based construction; the aggregate signature scheme 
allows the creation of signatures on arbitrary distinct messages. 
Moreover, it supports the aggregation of multiple signatures by 
distinct signers on distinct messages into a single short signature, 
and thus greatly reduces the communication cost while providing 
efficient verification for the authenticity of all messages.

VI. Conclusion
To make sure cloud data storage security, it is critical to enable 
a Third Party Auditor (TPA) to evaluate the service quality from 
an objective and independent perspective. Public auditability 
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also allows clients to delegate the integrity verification tasks to 
TPA while they themselves can be unreliable or not be able to 
commit necessary computation resources performing continuous 
verifications. Another major concern is how to construct verification 
protocols that can accommodate dynamic data files. In this paper, 
we explored the problem of providing simultaneous public 
auditability and data dynamics for remote data integrity check 
in Cloud Computing. Our construction is deliberately designed 
to meet these two important goals while efficiency being kept 
closely in mind. To achieve efficient data dynamics, we improve 
the existing proof of storage models by manipulating the classic 
Merkle Hash Tree (MHT) construction for block tag authentication. 
To support efficient handling of multiple auditing tasks.
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