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Abstract
A single intrusive attack instance  might often spread over many 
network connections or log file entries and may create thousands of 
alarms for same single attack instance . At present, most Intrusion 
Detection Systems are quite reliable in detecting suspicious actions 
by evaluating TCP/IP connections or log file. Once an Intrusion 
Detection System finds a suspicious event, it immediately generates 
an alarm which contains information about the source, target, and 
the type of the attack(SQL injection or buffer overflow) . IDS 
usually focus on detecting attack types, but not on differentiating 
attack instances.  Even low rates of false alerts could easily result 
in a high total number of false alerts . Here alert aggregation can 
be the main subtask of intrusion detection system and the main 
goal is to identify and cluster different alerts originate from low-
level IDS such as  from firewalls (FW), etc. Alarms that belong 
to one attack instance must be clustered together and meta-alerts 
must be generated for these clusters. Here , we suggest  a unique 
technique for  alert accumulation and aggregation on network 
which is based on a dynamic as well as probabilistic model of 
the current attack situation. 
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I. Introduction
INTRUSION Detection Systems (IDS) besides other protective 
measures such as authentication mechanisms , virtual private 
networks or encryption techniques are very important  to guarantee 
information security . They help in protecting against the various 
threats generated to which networks and hosts are exposed to by 
detecting the actions of attackers or attack tools in a network or 
host-based manner with misuse or anomaly detection techniques. 
At present, most Intrusion Detection System are quite reliable in 
detecting suspicious actions by considering TCP/IP connections 
or log files, for instances. Once an Intrusion Detection System 
finds a suspicious action , it immediately generates an alarm which 
contains information about the source, target, and estimated as 
well as particular type of the attack (e.g., SQL injection, buffer 
overflow etc.). As the intrusive actions caused by a single attack 
instance— which is the occurrence of an attack of a particular type 
that has been launched by a specific attacker at a certain point in 
time—are often spread over many network connections. A single 
attack instance may results in hundreds or  thousands of alerts. 
Intrusion Detection System usually focus on detecting attack types, 
but not on differentiating between different intrusion instances. 
In addition, even low rates of false alerts could easily result in a 
high total number of false alerts if thousands of network packets 
file entries are inspected. As a result, the Intrusion Detection 
System creates many alerts at a low level of abstraction. It is 
quite impossible for a human security expert to inspect this large 
number of alerts, and decisions that follow from single alerts 
might be wrong with a relatively high probability.
In our opinion, a “perfect” Intrusion Detection System should 
be such  that at any point in time it should “know” what is going 
on in its environment regarding intrusion  instances of various 

types and attackers. In this paper, we suggest an important step to 
achieve this goal by introducing and evaluating a new technique 
for alert aggregation and accumulation. Alerts may originate from 
low-level Intrusion Detection System such as those mentioned 
above, from firewalls (FW), etc.. Alerts that belong to one attack 
instance must be taken or clustered  together and meta-alerts must 
be generated for these clusters. The main idea is to reduce the 
amount of alarms without losing any important information which 
is necessary to identify ongoing intrusion instances. We do not 
want to have any missing meta alerts, but in turn we accept false 
or redundant meta-alerts to a certain limit. 
The problem mentioned above is not new, but current solutions 
are typically based on a quite simple sorting of alarms , e.g., 
according to their intrusion type, source point and destination 
point. Under real conditions such as the presence of classification 
errors of the low-level Intrusion Detection System e.g false alerts, 
uncertainty with respect to the source of the attack due to spoofed 
IP addresses, or wrongly adjusted time windows, for instance, 
such an approach could not work.

II. Existing System
At present, most IDS are quite reliable in detecting suspicious 
actions by evaluating TCP/IP connections or log files, for instance. 
Once an Intrusion Detection System finds a suspicious action, it 
immediately creates an alarm which contains information about 
the source point, target point, and estimated type of the attack 
(e.g., SQL injection, buffer overflow etc.). As the intrusive actions 
caused by a single attack instance— which is the occurrence of 
an attack of a particular type that has been launched by a specific 
attacker at a certain point in time—are often spread over many 
network connections. A single attack instance may results in 
hundreds or  thousands of alarms. Intrusion Detection System 
usually focus on detecting attack types, but not on differentiating 
between different intrusion instances. In addition, even low rates 
of false alerts could easily result in a high total number of false 
alerts if thousands of network packets file entries are inspected. 
As a result, the Intrusion Detection System creates many alerts 
at a low level of abstraction. It is quite impossible for a human 
security expert to inspect this large number of alerts, and decisions 
that follow from single alerts might be wrong with a relatively 
high probability.

A. Weakness of Existing System
Most existing IDS are optimized to detect attacks with high 1. 
accuracy. However, they still show various disadvantages 
that have been discussed in a number of publications and 
research papers.
Generation of large amount of alarm is one of the major 2. 
drawbacks.
Alarms are given to system logs only.3. 
Existing Intrusion Detection Systems do not have general 4. 
framework which could not  be customized by adding domain 
specific knowledge as per the specific requirements of the 
users or network administrators. 



IJCST Vol. 4, ISSue 2, AprIl - June 2013  ISSN : 0976-8491 (Online)  |  ISSN : 2229-4333 (Print)

w w w . i j c s t . c o m 622   InternatIonal Journal of Computer SCIenCe and teChnology

III. Proposed System
In our opinion, a “perfect” Intrusion Detection System should 
be such  that at any point in time it should “know” what is going 
on in its environment regarding intrusion  instances of various 
types and attackers. In this paper, we suggest an important step to 
achieve this goal by introducing and evaluating a new technique 
for alert aggregation and accumulation. Alerts may originate from 
low-level Intrusion Detection System such as those mentioned 
above, from firewalls (FW), etc.. Alerts that belong to one attack 
instance must be taken or clustered  together and meta-alerts must 
be generated for these clusters. The main idea is to reduce the 
amount of alarms without losing any important information which 
is necessary to identify ongoing intrusion instances. We do not 
want to have any missing meta alerts, but  we accept  redundant 
meta-alerts to a acceptable  limit. The problem mentioned above 
is not new, but current solutions are typically based on a quite 
simple sorting of alarms , e.g., according to their intrusion type, 
source point and destination point. Under real conditions such 
as the presence of classification errors of the low-level Intrusion 
Detection System e.g false alerts, uncertainty with respect to the 
source point of the intrusion due to spoofed IP(Internet Protocol  
addresses, or wrongly adjusted time windows, for instance, such 
an approach could not work.

Intrusion Alert Aggregation with Generative Data Stream • 
Modeling is a generative modeling approach using 
probabilistic methods. Assuming that intrusion instances 
can be regarded as random processes “producing” alarms, 
we aim at modeling these processes using approximative 
maximum likelihood parameter estimation techniques. Thus, 
the source as well as the destination of intrusion instances 
can be detected.
The approach is a data stream approach, i.e., each observed • 
alarm is processed only a few times. Thus, it can be applied 
on networks in real time and under tight timing constraints.
In the proposed scheme of  Intrusion Alert Aggregation with • 
Generative Data Stream Modeling, we present our idea of 
sending Intrusion alarms to the mobile , email or email alerts 
on mobile. This makes the process easier and comfortable.
All individual layers are independent and are trained with only • 
a small number of features, resulting it as an efficient and 
effective system system. Hence, Intrusion Alert Aggregation 
with Generative Data Stream Modeling does not degrade 
system performance
 Intrusion Alert Aggregation with Generative Data Stream • 
Modeling is  customizable easily and depending upon the 
network type we can adjust the number of layers. Our system 
is not restrictive in using a single method to detect intrusion. 
Different methods can be integrated in our system to build 
effective intrusion detectors.
Our system is having the advantage that the type of intrusion • 
can be inferred directly from the layer at which it is found. 
Due to this, specific intrusion response mechanisms can be 
activated for different intrusion. 

Fig. 1: Architecture of an Intrusion Detection Agent

IV. Modules
Server• 
Client• 
DARPA DataSet• 
Mobile• 
Attack Simulation• 

A. Server
Server module is the main module for this proposed system. This 
module works as the Intrusion Detection System. This module 
is having  four layers viz. 1)Sensor layer2) Detection layer 3) 
Alert processing layer and 4) Reaction layer. Apart from above 
four layers there is also Message Log, where all the alarms and 
messages are stored for the references.

B. Client
Testing the Intrusion Detection System is done through this client 
module. A valid User Id and password is required to enter in 
this module. If an intruder tries to enter with any wrong Id or 
passwords then the alert is given to the Server and the intruder 
is also restricted. Even if a valid user logs with correct user Id 
and password, the user can use only for a fixed number of times. 
For example even  the valid user makes the login for more than 
fixed number of times, the client will be restricted and the alarm 
is sent to the admin. In the case of process level intrusion, each 
client will be given a specific process only. For example, a client 
have the  permission  for P1 process only. If the client tries access 
other then  process P1 the client will be blocked and the alarm is 
given by the Intrusion Detection System. In this client module the 
client will be able to send data. Here, when ever data is sent by 
the client Intrusion Detection System checks for the file. Sending 
of data will depend upon the size of the file.

C. DARPA Dataset
This module is integrated along with the Server module. We 
can describe it as  an offline type of testing the attacks. In this 
module, the DARPA Data Set is used to check the technique 
of the Online Intrusion Alert Aggregation with Generative Data 
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Stream Modeling.  According to each layer the DARPA dataset 
is downloaded and separated. We test the instance of DARPA 
Dataset using the open file dialog box. For the working of Intrusion 
Detection system the dataset is chosen based on the conditions 
specified.

D. Mobile
The mobile module is developed using J2ME framework. Message 
log was used for storing alarms in traditional systems In our 
system, the system administrator or user can get the alerts in 
their mobile or through email. Whenever alarm message received 
in the message log of the server, the mobile or email too receives 
the alert message.

E. Attack Simulation
To test the system we make and use this attack simulation 
module. Classification of attack is done  and made to simulate 
here. Whenever an intrusion  is done our IDS must be capable of 
detecting it. So our system should be capable of detecting such 
attacks. For example if an IP trace intrusion is launched, the IDS 
system must detect it and  kill or block the process.

V. Conclusion
A “perfect” Intrusion Detection System should be such  that at 
any point in time it should “know” what is going on regarding 
intrusion  instances of various types and attackers. Here ,in this 
paper, we make an important step toward achieving this goal by 
introducing and evaluating a new technique for alert aggregation. 
Alerts that belong to one attack instance must be taken together 
and meta-alerts must be generated for these groups. The main 
idea is to reduce the amount of alerts substantially without losing 
any important information which is necessary to identify ongoing 
intrusion instances.

References
[1] Probabilistic Agent Based Intrusion Detection, [Online] 

Available: http://www.cse.sc. edu/research/ isl/agentIDS.
shtml, 2010.

[2] Autonomous Agents for Intrusion Detection, [Online] 
Available: http://www.cerias. purdue.edu/research/aafid/, 
2010.

[3] Kapil Kumar Gupta, Baikunth Nath, Ramamohanarao 
Kotagiri, “Layered Approach using Conditional Random 
Fields for Intrusion Detection”, IEEE Transactions on 
Dependable and Secure Computing, Vol.7, No.1, January-
March 2010. 

[4] T. Abraham,"IDDM: Intrusion Detection Using Data Mining 
Techniques", [Online] Available: http://www.dsto.defence./
gov.au/publications/ 2345/DSTO-GD-0286.pdf, 2008.

[5] D. Boughaci, H. Drias, A. Bendib, Y. Bouznit, B. 
Benhamou,“Distributed Intrusion Detection Framework 
Based on Mobile Agents”, Proc. Int’l Conf. Dependability 
of Computer Systems (DepCoS-RELCOMEX ’06), pp. 248-
255, 2006.

[6] [Online] Available: http://www.sourcefordgde.com
[7] [Online] Available: http://www.networkcomputing.com/

Anoop Shankar, M.Tech. (Information 
Technology) Bharati Vidyapeeth Deemed 
University, College of Engineering, 
Pune, India

       
S.S.Jadhav, Assistant Professor, 
(Department of Information Technology), 
Bharati Vidyapeeth Deemed University, 
College of Engineering, Pune, India
        


