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Abstract
In the recent years spam became as a big problem of Internet and 
electronic communication. Spam is the use of electronic messaging 
systems (including most broadcast media, digital delivery 
systems) to send unsolicited bulk messages indiscriminately 
Taxonomists, social scientists, psychologists, biologists, 
statisticians, mathematicians, engineers, computer scientists, 
medical researchers, and others who collect and process real 
data have all contributed to clustering methodology. With the 
increasing popularity of a E-mail users, E-mail spam problem 
growing proportionally. Traditional anti spamming methods filter 
spam emails and prevent them from entering the inbox but take 
no measure to trace spammers.
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I. Introduction
Electronic mail is nowadays one of the most important Internet 
networking services. However, there are still many challenges 
that should be faced in order to provide a better e-mail service 
quality, such as the growing dissemination of unsolicited e-mail 
(spam) over the Internet. Electronic mail (e-mail) is a commonly 
used service for user communications in the Internet. With the 
advent and the growing popularity of e-mail, unsolicited e-mail 
(spam) also emerged very quickly and currently accounts for 
approximately 90% of all e-mail messages, i.e., over 120 billion 
of these messages are sent each day. The development of Internet 
has generated many problems the one of which is spam. Spam 
is undesirable message appearing in e-mail, search engines, 
chats, forums, IM (instant messaging). The most known and 
bothered kind of spam is email spam, as e-mail an effective, fast 
and cheap kind of communication. Almost each computer user 
has e-mail, and faces spam problem. For 2010 year Symantec 
reports that the total amount of spam in mail traffic was 89.1%, 
and according to Kaspersky Lab annual report the total amount 
of spam in mail traffic was 90.8.Such a quantity for spam does 
electronic communication useless, and sometimes not secured. As 
spam grows very fast, spammers begin to send harmful software, 
Trojans, malicious content within it.

II. Privacy Issues
One of the difficulties of working with email is that email 
information generally contains a lot of sensitive information, such 
as the content or the subject lines. A system administrator looking 
at this sensitive data would violate the privacy of email, which is 
often granted in the terms of use of the email system. Thus, most 
logs and email records are unavailable for analysis due to the need 
to keep that sensitive information private. To work around this, 
one must take special care to clean out the parts of the data that 
are sensitive. In some cases even the senders’ and recipients’ email 
addresses can be considered sensitive, so they must be abstracted 
or just scrubbed out of the data. While some of this potentially 
sensitive data can be useful in statistical filtering (such as Bayesian 
filters), it is not necessarily a distinguishing feature of spam. Spam 
is simply defined as unsolicited bulk email, regardless of content, 

so it should be possible to identify spam even without the content to 
work with. Thus, it should be sufficient to visualize email patterns 
with the sensitive content removed and still effectively identify 
spam, which is the goal of the visualizations.

III. Email Backscatter
Email backscatter occurs when spammers forge the sender address 
in their massive spam runs, resulting in “bounce” messages and 
other automatic replies arriving in the in-box of the user whose 
email address was forged as the sender of the spam. A backscatter 
message is always a message caused by an automated email 
response and can have several forms.

Delivery Status Notification (DSN) also known as Non • 
Delivery Report (NDR), indicating the message couldn’t be 
delivered because of a problem, e.g., the destination address 
was not valid, the user’s mailbox was full, etc.
Out-of-the-office message, indicating the user at the • 
destination address is not present during a certain time.
Verification challenge messages, requesting that the sending • 
user verify himself, as part of a challenge/response anti-spam 
system.
Anti-virus indication, indicating the message was detected • 
as containing a virus and was blocked.

IV. Related work
Cortez et al. (2010) presented to foster new research efforts giving 
ground to the development of novel collaborative approaches to 
deal with spam . Using the proposed system, which was able to 
complement other anti-spam solutions, end-users are allowed 
to share and combine spam filters in a flexible way, increasing 
the accuracy and resilience levels of anti-spam techniques. The 
experiment results obtained when considering five users of the 
Enron collection. The results of the two collaborative methods 
(available in the prototype) are compared with the default behavior 
of the classifier using a single local filter.
Masaru Takesue (2010) has said that accurate spam filters, such 
as the Bayesian filter, need a large cost for off-line training (or 
learning) based on the analysis of a large corpus of email. This 
paper presents cascaded simple, i.e., rule-based, filters for accurate 
and lightweight detection of email spam. We cascade three filters 
that classify email based on respectively the fingerprints of 
message bodies, the white and black lists of email addresses in 
the From header, and the words specific to spam and legitimate 
email in the Subject header. Our filters need no training, but collect 
by themselves the information above when they are working, 
and especially when the user notifies them of their false negative 
decision (classifying spam as legitimate).We show by experiment 
with about 20,000 real world emails that the cascaded simple 
filters achieve the false negative rate of about 0.025 with no false 
positive (deciding legal email as spam) and the high performance 
of about 90 emails per second. In this cascaded three filters were 
used that respectively use finger prints of email messages, white 
and black list of email address in the form header.
Soma Halder (2011) has said that Traditional anti spamming 
methods filter spam emails and prevent them from entering the 
inbox but take no measure to trace spammers and penalize them. 
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We use natural language processing techniques to cluster spam 
emails from the same spammer based on the content and the style 
of the email. Spam emails from different sources are studied with 
features like stylistic, semantic and combination of both. Three sets 
of clustering are performed: clustering based on stylistic feature, 
clustering based on semantic feature and clustering based on 
combined feature. These clusters are then compared and evaluated. 
We notice that spam emails from the same sources have similarities 
and cluster together. These emails have URLs of the Web Pages 
that the spammer is trying to promote. Clusters are mapped to the 
internet protocol (IP) of these URLs and the whois information 
of the IP addresses’ help to get information about the source of 
spam. In this K-mean algorithm and Expectation Maximization 
algorithm were used and concluded that with the combination of 
Semantic cluster and Stylistic cluster will provide better result as 
compared by individually work.
Kai-Shin Lu et.al (2011) has presented a work aimed to In recent 
years, many researches were focusing on developing effective 
spam email filters because spam emails became serious problems. 
Among all existing solutions, studies showed that the Naïve 
Bayesian spam email filter was the best one because it could 
achieve the highest accuracy in filtering out English spam emails. 
However, how to filter out Chinese spam emails is still an open 
problem since it is difficult to correctly segment Chinese sentences. 
To overcome the problem recognizes different phrases it uses the 
web- search result based on genetic algorithm. With this long 
sentences are handled based on their phrases.
Vu Duc Lung et.al (2012) presented that there are some techniques 
and email filtering systems are implemented for spam filtering. 
But these techniques are not effective fir Vietnamese language. 
A Vietnamese single word always includes one sound while an 
English single word can contain several syllables. The process 
consists of three major stages: The first stage is used for pre-
processing and analyzing the received Vietnamese email into the 
single words and the compound words. The second stage applies 
the NaIve Bayesian algorithm basing on the analyzed tokens to 

calculate the probability of spam or ham email. The last stage is 
the token self-learning process after the kinds of email such as 
spam, or ham are identified. This paper proposed a method for 
extracting the Vietnamese words including single and compound 
word based on training email set. Future scope of this is to propose 
an effective method for spam filtering with English, Vietnamese 
but also with mixture of these languages.
Anil K. Jain (2012) has mentioned the difficulty in designing a 
general purpose clustering algorithm and the ill-posed problem 
of clustering The aim of clustering is to find structure in data 
and is therefore exploratory in nature. One of the most popular 
and simple clustering algorithms, K-means, was first published 
in 1955. In spite of the fact that K-means was proposed over 
50 years ago and thousands of clustering algorithms have been 
published since then, K-means is still widely used. Anil K. Jain  
provided  a brief overview of clustering, summarized a well known 
clustering methods and  discussed the major challenges and key 
issues in designing clustering algorithms, and point out some 
of the emerging and useful research directions, including semi-
supervised clustering, ensemble clustering, simultaneous feature 
selection during data clustering, and large scale data clustering
M. Narasimha Murty et al. (2012) has  proposed a novel hybrid 
genetic algorithm(GA) that finds a globally optimal partition of 
a given data into a specified number of clusters. To circumvent 
these expensive operations, hybridize GA with a classical gradient 
descent algorithm used in clustering viz., K-means algorithm. 
Hence, the name genetic K-means algorithm (GKA).  defined 
K-means operator, one-step of K-means algorithm, and used it in 
GKA as a search operator instead of crossover. Using finite Markov 
chain theory, it was proved that the GKA converges to the global 
optimum. It was observed in the simulations that GKA converges 
to the best known optimum corresponding to the given data in 
concurrence with the convergence result. It was also observed 
that GKA searches faster than some of the other evolutionary 
algorithms used for clustering

Table 1: Table of Comparison
Title Year Author Tool used Conclusion Advantage Disadvantage

Cascaded Simple 
Filters for Accurate and 
Lightweight Email-
Spam Detection

2010 Masaru Takesue Cascaded 
simple filters

Achieve the false negative 
rate of about 0.025 with 
no false positive and the 
high performance of about 
90 emails per second.

Need no off-line
Training

Large size of RiskyD 
required and Long 
period for email 
analysis

Information Extraction 
from Spam Emails 
using Stylistic and 
Semantic Features
to Identify Spammers

2011
Soma Halder, 
Richa Tiwari, 
Alan Sprague

natural language 
processing 
techniques,
k mean 
algorithm, EM 
algorithm

Combination of Semantic 
clusters and Stylistic 
Cluster give good results 
as compared to individual 
analysis

It can be used 
to identify IP 
address of 
spammer 

The amount of data 
or emails is vast and 
the feature extraction 
and clustering can 
take a long time.

Using Web Search 
Results and Genetic 
Algorithm to Improve 
the Accuracy of
Chinese Spam Email 
Filters

2011 Kai-Shin Lu, 
Carl K. Chang

Web Search 
Results and 
Genetic 
Algorithm

Naive Bayesian classifier 
has low accuracy and web 
search results were used to 
identify phrases

Long sentences 
are handled, 
identification the 
latest phrases 
with no charge.

It is difficult to 
identify phrases and 
also there are many 
segmentation for 
single sentence.

Bayesian Spam 
Filtering for Vietnamese 
Emails

2012
Vu Duc Lung 
,Truong Nguyen 
Vu

Naive
Bayesian 
algorithms

It clears that higher 
accuracy is achieved when 
a classifying spam in 
Vietnamese language than 
classic bayesian algorithm 
method for single word. 

High accuracy is 
achieved.

Difficult  to collect 
training set of 
Vietnamese spam and 
ham email. email in 
mixture of languages 
is yet to propose
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V. Conclusion
In this survey it shows that Email has seen explosive growth of 
usage in the last twenty-five years. As such, there are issues and 
problems facing a system that has not kept abreast of technological 
development Information overloading, Message handling, 
Messages analysis and Protection are the major issues of spam.
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