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Abstract
With the rapidly increasing complexity of computer systems 
and various media devices and the insufficient attack analysis 
techniques there is need of improvement of computer forensics 
analysis techniques. Although many of forensics tools and 
techniques help in analysis process till forensics analysis process 
become difficult problem. Here we present an anomalous behavior 
detection system using self organizing map. Using that system we 
handle the large volume of data efficiently. Self organizing map 
has high potential to map high dimensional data also it preserves 
the topology of data. This technique involves assigning particular 
values to same data and analyzed visualized pattern with the help 
of self organizing map. We present result based on implemented 
system which help to improve investigation.   
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I. Introduction
Digital forensics is the use of the scientific method to identify, 
extract and preserve digital evidence that can be used in criminal 
defense or prosecutions. Further it is divided in computer forensics 
and network forensics. Computer forensics is the process that 
applies computer science and technology to collect and analyze 
evidence which is crucial and admissible to criminal investigations 
[1]. With the rapidly increasing complexity and interconnectedness 
of emerging information systems, the number of cyber crimes is 
increasing day by day. Therefore, the protection of systems as 
well as the establishment of evidence-based accountability for 
malicious actions poses significant challenges. Currently there 
are number of difference types of devices listed available which 
is capable of providing digital evidence for law enforcement and 
intelligence purposes [2]. In computer forensics process, a large 
number of suspect data will be gathered, the amount of these 
suspicious data is very large, and acquisition process of the useful 
evidence in forensics is inefficient. 
In general, logs and metadata are precisely used by forensic 
investigators for prediction of crimes [3], also signature-based 
technique only able to detect the use of well-known malicious 
hacking tools. These techniques allow us to check whether normal 
system programs have been modified or not [3].
Data mining is a very appropriate tool for forensics investigation; 
there are many data mining methods in the computer forensics 
along with its unsupervised learning. Unsupervised learning 
allow sets of information to be extracted and grouped together, 
potentially from disparate sources, without the need to identify 
the key characteristics of the different groups beforehand. This is 
performed by representing the data as characteristics in a lower 
dimensional representation space. The groups are identified 
according to a similarity measure and are clustered accordingly. 
Appropriate data mining techniques include support vector 

machine learning algorithm, behavior based anomaly detection, 
and heuristic-based anomaly detection [4]. One method of creating 
these clusters is by using self organizing maps (SOM). SOMs have 
been used by many researchers in the field of forensics before. 
It has been identified as a potential tool for use by computer 
forensic investigators as well as being used to detect unusual 
behavior of systems or networks [5]. The main challenges faced by 
computer investigator are an accurate and efficient representation 
of knowledge for investigation [1]. Daily use of large media 
devices generates large volume data. Visualization is useful tool 
for investigation which represents a powerful link between the 
most dominant information-processing systems, the human brain 
and the modern computer (ex. SOM able to visualize large volume 
of data).
The detection of unusual behavior patterns is an important problem 
in computer security as most security breaches exhibit anomalous 
system behavior. Anomaly detection refers to the problem of 
finding patterns in data that do not conform to expected behavior 
[3]. Anomaly detection techniques are applied in a variety of 
domains, including credit card fraud prevention, financial 
turbulence detection, virus or system intrusion discovery, and 
network monitoring, to name a few. By observing various data 
sets and activities, the anomaly detection systems can classify the 
behavior and determine if it is either normal or anomalous [3]. 
This paper presents a technique which compromised systems by 
analyzing the hard drives of computer system. This technique 
extract all content from hard drive, after cleaning useful content 
we are able to detect anomalous system information. 

II. Related Works
Now a day, numbers of researchers had addressed to the security 
issues of the computer forensics and network forensics, and 
developed various technologies for the investigative features. In 
this section, we have analyzed the definitions of digital evidence, 
computer forensics and anomaly detection and also introduced 
some studies that had down in visualization.

A. Digital Evidence 
In general digital evidence is a series of binary digit numbers 
which are on transmission [9], or stored information files on the 
electronic device. These digital evidence file formats includes 
audio, video, images, and digital, etc.  There are some features 
to look for, the digital evidence can be can be modified easily, 
can be copied with unlimited differences, hard to be identified the 
original resource, can be integrated data verification, and cannot 
be understood directly without technical process.

B. Computer Forensics
Computer forensics is the process that applies computer science 
and technology to collect and analyze evidence which is crucial 
and admissible to criminal investigations [1]. It is the practice 
of lawfully establishing evidence and facts. With Increased 
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emphasis on social security issue, crime issue is considerable 
when it comes to the utilization of various media devices and 
computer system. Digital forensics provides the technical skills 
to collect evidences for the court to review cases. Due to the 
tremendous use of computers, Internet, mobile phones, digital 
cameras, hardware, storage devices etc, digital equipment has 
changed daily. Network forensics, mobile forensics, computer 
forensics, and memory forensics, etc. are the widely used areas 
for digital forensics
In computer forensics number of forensics tool widely used to 
help the investigation. Hardware tools as well as software tool 
which acquire data from disk, various storage devices such as 
CD-ROM,DVD, Compact Flash, Micro Drives, Smart Media, 
Memory Stick, Memory Stick Pro, xD Cards, Secure Digital 
Media and Multimedia Cards [8] . EnCase Forensic, Forensic 
ToolKit, SafeBack, Storage Media Archival Recovery Toolki, 
FRED System, NTl Secure ToolKit etc are the commonly used 
forensics tools.

C. Anomaly Detection
Anomaly detection refers to the problem of finding patterns in 
data that do not conform to expect behavior [3]. Initial research 
on anomaly based intrusion detection by Denning was based 
monitoring the system’s audit data [9], Li Yao et.al [10], to 
improve the performance of above algorithm and also developed 
fuzzy anomaly detection model for IPv6, using fuzzy detection 
anomaly algorithm. Also the system is capable of detecting most 
of IPv6 attack. Jinquan Zeng et.al [11], proposed approach which 
uses the feedback technique, which adjusts the self radius of self 
elements, the detection radius of detectors and the number of 
detectors, to adapt the varieties of self/nonself space and build the 
appropriate profile of the system based on some of self elements. 
Ning Chen et.al [12], gives an anomaly detection and analysis 
method based on correlation coefficient matrix. Further the 
system designed discovers the anomaly behaviors in the TCP 
flows and their types by the variety of correlation coefficients 
between observed packets, consequently implements network 
health checking and anomaly behavior detection and analysis. Zhe 
Yao, et.al [13] proposes a framework for anomaly detection using 
proximity graphs and the Page Rank algorithm which work on an 
unsupervised, nonparametric, density estimation-free approach. 
All this approaches now use in forensics.

D. Visualization
Visualization is the graphical presentation of information, with the 
goal of providing the viewer with a qualitative understanding of 
the information contents. Several tools have been proposed that 
are capable of providing the visualization and statistical analysis 
of logs, MieLog, NVisionIP etc. Most of the visualization was 
done in forensics which uses self organizing map. Fei in his master 
thesis data visualization in digital forensics; “Self Organizing 
Map Forensic Analysis” (SOMFA) which is unsupervised neural 
network model developed by him for visualization of computer 
anomalies [13]. Lerche et al.give the overview of visualization 
of forensic data where basic and fundamental visualization was 
explained. And how different techniques could be used in forensic 
process also discussed. Also they focus how visualization helps 
to detect anomalies and attack in network forensics [14]. Web 
history also important in digital forensics. Sarah lowman studied 
the problem of web history and make developed a tool which is 
able to visualization web history. Also he explained various tools 
related with web history visualization. Intruder also visualizes 

using graph base visualization. Static and dynamic instances are 
able to visualized using this method [15], Visualization of time 
related data able to find connections and correlations between 
different data types. For this purpose time related data visualization 
is done by Willassen. Further he discusses how to use timestamp 
and how it is improved [16], .Fanlin Meng, et al. [17] develop 
framework for email visualization. Which provide easy analysis 
of network relented data and better understandability of data. 
Visualization improve efficiency of forensics analysis

III. Self Organizing Map
The SOM is an unsupervised neural network algorithm that uses 
competitive learning used for analyzing and visualizing high 
dimensional data [6]. The Self Organizing Map is one of the 
most widely used. SOM is used to map high-dimensional data 
onto a low-dimensional space, typically two-dimensional, while 
preserving the topology of the input data i.e. place similar data 
in the input space are placed on nearby map [7].

Fig. 1: Architecture of Self Organizing Map (Kohonen)

The SOM consists of a number of neurons arranged according to 
some topological order, typically a 2D rectangular or hexagonal 
grid. Fig shows the architecture of self organizing map. Usually 
the SOM consists of a one or two-dimensional array of identical 
neurons. The input vector is broadcast in parallel to all these 
neurons. Each neuron of the map is assigned a weight vector 
wi, with these weight vectors having the same dimensionality as 
the input vectors xi. For each input vector, the most responsive 
neuron is located .The weights of this neuron and those within 
a neighborhood around it are adapted as in the winner-take-all 
network to reduce the distance between its weight vector and the 
current input vector. During the training phase, each input vector 
is provided to the SOM and each neuron determines its activation. 
Generally Euclidean distance between input vectors and weight 
vectors is used for the calculation of activation of neuron.

The SOM Learning algorithm as follows:
Assume an output array of two dimensions with k x k neurons, 
that the input samples, x, have dimensionality N, and that index 
n represents the nth presentation of an input sample.
1. Set to small random values to all weight vectors are set to small 
random values. All values must be different
2. Select a sample input vector x and locate the most responsive 
neuron call winning using some distance metric usually the 
Euclidean distance
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i.e. | x(n)-wi| is a minimum (and j=1,2,……. M, where M=K.K)
3. Adapt all weight vectors, including those of the winning 
neuron, within the current neighborhood region. Those outside 
this neighborhood are left unchanged.

 
where α(n) is the current adaptation constant.

)(nΩ  is the current neighborhood size centered on the winning 
neuron.
4. Modify, as necessary and, until no further change in the output 
feature map is observable (or some other termination condition) 
otherwise go to step two.

IV. Experimental Results
In this section, we present some experimental results based on 
the SOM for the detection of expected behavior of computer 
system. We tested this system where work is equally distributed 
in any origination. Step of anomalous system detection includes 
data collection, data cleaning, pattern discovery, and pattern 
analysis.

A. Data Collection 
Initially, we collected CPU usage, disk usage and login-time 
data using Interface, which gives logs of all activities done on 
computer. 

Fig. 2: Collection of Data

Collected data may contain several unnecessary fields. In order 
to detection of anomaly, few fields that are prominent would be 
considered. Hence, we have to preprocess the data. 

B. Data Preprocessing
Data preprocessing is the important step in data mining. This 
includes data cleaning, Data integration, Data transformation, Data 
reduction, Data discretization [18]. The work of Data cleaning is to 
“clean” the data by filling in missing values, smoothing noisy data, 
identifying or removing outliers, and resolving inconsistencies. 
To obtain the desired filed, we must clean data in order to remove 
the unwanted field from the collected logs file. Generally data 
cleaning involves several stages such as Data analysis, Definition 
of transformation workflow and mapping rules, Verification, 
Transformation, Backflow of cleaned data [19].

The data cleaning algorithm used is detailed as follow:
Field1={‘application’,’size’,’date’,’time’,
’creationdate’}
Field2= remaining fields from logs
Begin
1. Read records in logs
2. For each record in logs
3. Read fields
4. If Field1=’TRUE’
Then
5. Extract Field1 and ‘SAVE’
6. else
Remove Field2 and ‘SAVE’
7. Display Logs
8. Next record
End if 
End

After applying this algorithm the field which is size, time, and 
type of all logs are remain output is as follows

Fig. 3: Data Cleaning

Apply SOM algorithm to cleaned data of following graph is 
generated. Graph is the various component maps of cleaned fields. 
The first component map represented the file type; the second 
component map represented the time when the files were created 
or modified or changed. The third component maps represented 
the day of the week on files were created. In each graph different 
color indicates different values. In file type component map yellow, 
green red and black color indicates document, audio, videos and 
application values respectively. In time component map red, 
green, blue and yellow color indicates morning hours, midday 
hours, evening and night hours respectively. In third day of weak 
component map green for early days (Monday, Tuesday), red of 
mid days (Wednesday. Thursday)  and yellow for weekend days 
(Friday, Saturday).  
The specific signature of any computer in organization is not 
specific so to achieve the objective was to study the anomalous 
system of each computer user. For that time and days component 
map is mostly important to locate the anomalous system.
We apply this on three systems whose component graph is as 
follows.
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Fig. 4: Component Maps of user 1

Fig. 5: Component Maps of user 2

In fig. 4 user use host computer mostly for documented work with 
audio video, and application. This work is mostly on mid days 

some on weekends and few at starting days of week. User works 
in midday mostly, few work on morning, evening also view on 
component map.
In fig. 5 user use host computer mostly for documented work with 
audio, video and application. This work is mostly on mid days 
some on weekends and few at starting days of week. User works 
in midday mostly, few work on morning, evening also visualized 
in component map.
In fig. 6 user use host computer usage is for audio videos and 
application purpose. Documentation was also done by user. 
This work is mostly on starting day’s equal work on midday 
and weekend. User works in morning mostly, after that his work 
progress is less.

Fig. 6: Component Maps of user3

Analyzing this three component graph individually. All host 
computers tested who had a similar work task. So expected that 
all the system have same component map visualization. Using this 
assumption it is found that third has user is anomalous behavior. 
That host system computer system is found to be anomalous. 

V. Conclusion
We presented concept where use of self organizing map is used 
for anomaly detection with graphical visualization. The color code 
map is used for same. We are able to detect anomaly from computer 
system on massive data efficiently with visualization pattern. Here 
anomalies are considered as unscheduled behavior of computer 
system which is recognized by analyzing different pattern of logs 
of computer system. These logs files are first filtered and then 
cleaned for the attributes which helps to detect the anomaly. Using 
self organizing maps we visualize the data set for each and every 
attributes to detect anomaly.
The future work may includes use the concept described in paper 
for multimedia and streaming data. 
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