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Abstract
In Mobile Ad-Hoc Networks (MANETs), Denial of Service (DoS) 
attacks not only use the limited system resources like battery energy, 
CPU cycles or bandwidth, but also isolate genuine users from a 
network. Therefore, functionality of the Network  is effected and 
this may ultimately undermine the several networking Operations 
like control and data message delivery.  For Secure and Protected 
Communication  between mobile nodes in a hostile environment 
security is most important. Unlike the wired network, the unique 
characteristics of mobile ad hoc networks pose a number of 
nontrivial challenges to security design, such as open peer-to-
peer network architecture, shared wireless medium, stringent 
resource constraints, and highly dynamic network topology. Due 
to these challenges there is a need  to  build   multi layer security 
solutions that achieve both broad protection and desirable network 
performance.
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A. Introduction
With the evolution of mobile computing devices such as 
handheld digital devices, laptops and personal digital assistants 
a revolutionary change in the computing world has happened: 
therefore computing will not merely depend on the capability 
provided by the personal computers, and the concept of ubiquitous 
computing is emerging and becoming one of the most researched 
areas in the computer sciences [1]. Individual users, whenever and 
wherever they may be, will be able to utilize, at the same time, 
several electronic platforms to access all the required information 
[2]. Practically  it is not possible for computing devices to get 
wired network link whenever and wherever they need to connect 
with other devices, So wireless network is the the only option 
available. 
Mobile Ad-Hoc Network (MANET) is  one of the wireless 
networks that have attracted concentrations from many researchers. 
MANET is having a system of wireless mobile nodes that 
dynamically self-organize in arbitrary and temporary network 
topologies. These nodes can communicate directly with all the 
other nodes within their radio range, while nodes that are not in 
the communication range of each other use intermediate node(s) 
to communicate. Either way, all the nodes that have participated 
in the communication automatically form a wireless network, this 
kind of wireless network can be viewed as mobile ad hoc network. 
The typical features of mobile ad hoc network include [3]: 

Mobility of the nodes and limited energy supply for these •	
nodes makes the wireless links between mobile nodes in the 
ad hoc network non consistent for the participants in the 
communication process. 
Continuous motion of nodes brings about frequent changes •	
in the topology of the mobile ad hoc network, the nodes 
continuously move into and out of the radio range of the other 
nodes the routing information therefore keeps on changing 
all the time because of this movement of the nodes. 

The mobile ad hoc networks are more prone to suffer from the 
malicious behaviors than the traditional wired networks. Therefore, 
there is a great need to pay more attention to the security issues 

in the mobile ad hoc networks.

B. Attack Types in Mobile Ad-Hoc Networks 
Broadly	attacks	on	mobile	ad	hoc	networks	can	be	classified	as	
the following two types [4]: 

External attacks, wherein the attacker intends to cause •	
congestion, propagate fake routing information or disturb 
nodes from providing services. 
Internal attacks, wherein the attacker intends to gain the normal •	
access to the network and participate in the network activities, 
either through malicious impersonation to gain access to 
the network as a new node, or by directly compromising a 
current node and using it as a basis to conduct its malicious 
behaviors. 

External attacks can be prevented and detected by the security 
methods	such	as	membership	authentication	or	firewall	since	
the adversary is in the proximity but not a trusted node in the 
network. Internal attacks however, are far more dangerous as 
the compromised nodes are originally the benign users of the ad 
hoc network and these nodes can easily pass the authentication 
and get protection from the security mechanisms of the network. 
As a result, the attacker can make use of them to gain normal 
access to the services that should otherwise be only available 
to the authorized users in the network, further they can use the 
legal identity provided by the compromised nodes to conceal their 
malicious behaviors. 
The main attack types that emerge in the mobile ad hoc networks 
include: 

1. Impersonation
Impersonation means capturing of some nodes in the network and 
making them look like benign nodes. The compromised nodes can 
then join the network as the normal nodes and launch malicious 
behaviors such as propagate fake routing information and gain 
inappropriate	priority	to	access	some	confidential	information.	

2. Eavesdropping
Eavesdropping	refers	an	attempt	to	access	unauthorized	confidential	
information that may include the public key, private key, location 
or even passwords of the nodes. 

3. Denial of Service Attacks
Denial of Service Attack is an attempt to make a machine or 
network resource unavailable to its intended users. According to 
the layered network reference model, MANETs are prone to the 
DoS attacks on the network layer and the link layer. A DoS attack 
is said to be on the link layer when it can be launched by exploiting 
any vulnerabilities of data link layer protocols. Correspondingly, 
DoS attacks on the network layer take the advantage of the 
vulnerabilities of the network layer protocol, which can be further 
classified	into	three	types,	 i.e.,	 routing	disruption,	forwarding	
disruption, and resource consumption attacks.
In MANAT the network-layer’s most important  operations are 
data packet forwarding and ad hoc routing. These two  interact 
with each other to deliver packets from source to the destination. 
Therefore these  operations are most vulnerable to attacks - routing 
protocols and attacks on packet forwarding/delivery [4]. Ad Hoc 
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On Demand Distance Vector (AODV) [5] and Dynamic Source 
Routing (DSR) [6], and wireless medium access control (MAC) 
protocols, like 802.11 (7) are most widely used in MANETs . The 
specific	attacks	are	related	to	the	routing	protocols	being	used	by	
MANETs. For example, in the case of DSR [6], the attacker may 
change the source route listed in the RREQ or RREP packets 
by deleting a node from the list, adding a new node into the list 
or switching the order of nodes in the list [8]. When distance-
vector routing protocols such as AODV [5] are used, the attacker 
may pretend that the route that he is advertising, will be having  
smaller distance metric than its actual distance to the destination, 
or advertise routing updates with a large sequence number and 
invalidate all the routing updates from other nodes [9]. As a result 
of  attack on the routing protocols, the attackers or Hacker can 
forward	traffic	to	such	nodes	in	the	network	that	are	under	their	
own control, and cause the data packets to be send along a route 
that is not good one or even nonexistent. To introduce network 
congestion and channel contention in certain areas in the network 
the attackers can create routing loops. Multiple colluding attackers 
may	even	prevent	a	source	node	from	finding	any	route	to	the	
destination, and in worst case partition the network.
Existing node can also be attacked. The attackers may subvert them 
in the network, or modify its identity and impersonate another 
legitimate node [10]. A pair of attacker nodes may shortcut the 
normal	flows	between	each	other	and	may	create	a	wormhole	[11]	
. In case of AODV, the attackers may target the route maintenance 
process and advertise that an operational link is broken [8].
DoS attacks can also effect  802.11 protocol. The attacker may 
attack on its binary exponential backoff scheme to deny access to 
the wireless channel from its local neighbors [12, 13].
The second category of attacks against routing is attacks on packet 
forwarding / delivery, which are not easy to detect and prevent [4]. 
There	are	two	main	attack	strategies	in	this	type:	one	is	selfishness,	
in which the malicious node selectively drops route messages that 
are assumed to forward in order to save it own battery power; 
the other is denial-of-service, in which the adversary sends out 
overwhelming	network	traffic	to	the	victim	to	exhaust	its	battery	
power.

C. Detection of DOS
Denial of Service attacks can be detected through Intrusion 
Detection System (IDS). An Intrusion-Detection System (IDS) 
can	be	defined	as	the	tools,	methods,	resources	or	a	combination	
of these to help identify, assess, and report unauthorized or 
unapproved network activity. 
Zhang and Lee [14] were the pioneers in proposing IDS approach 
particularly for ad hoc networks. They proposed distributed and 
cooperative	anomaly-based	IDS,	which	provide	an	efficient	guide	
for the design of IDS in wireless ad hoc networks. They focused 
on an anomaly detection approach based on routing updates 
on the Media Access Control (MAC) layer and on the mobile 
application layer. Huang and Lee [15] extended their previous 
work by proposing a cluster-based IDS, in order to combat the 
resource constraints that MANETs face. They use a set of statistical 
features that can be derived from routing tables and they apply 
the	classification	decision	tree	induction	algorithm	C	4.5	in	order	
to detect ‘‘normal’’ versus ‘‘abnormal’’ behaviour. The proposed 
system	is	able	to	identify	the	source	of	the	attack,	if	the	identified	
attack occurs within one-hop. Deng et al. [16] proposed two 
distributed intrusion detection approaches, based on a hierarchical 
and a completely distributed architecture respectively. The intrusion 
detection approach used in both of these architectures focuses on 

the network layer and it is based on a Support Vector Machine 
(SVM)	classification	algorithm.	They	use	a	set	of	parameters	
derived from the network layer and suggest that a hierarchically 
distributed approach may be a more promising solution versus a 
completely distributed intrusion detection approach. Liu et al. [17] 
proposed a completely distributed anomaly detection approach. 
They	used	MAC	layer	data	to	profile	the	behaviour	of	mobile	nodes	
and then applied cross-feature analysis [18] on feature vectors 
constructed from the training data. Bose et al. [19] proposed a 
cooperative and distributed intrusion detection system that uses 
data from the MAC, routing and application layers, coupled with a 
Bayesian	classifier.	Cabrera	et	al.[20]	use	an	ensemble	of	classifiers	
obtained	by	training	multiple	C	4.5	classifiers	and	evaluate	them	
on a MANET network for two types of attacks. Abdel-Fattah et 
al. [21] use the Conformal Predictor k-nearest neighbor and the 
Distance based Outlier Detection (CPDOD) algorithms to perform 
intrusion detection in MANETs against three types of attacks while 
Shim et al. [22] have used a cluster analysis technique in order to 
detect Sinkhole attacks in MANETs [23].
Broadly	speaking	IDS	can	be	classified	into	three	main	categories	
[24] as follows: 

1. Signature or Misuse Based IDS
The signature-based IDS keep a record of  attacks that are already 
performed in the network and uses this pre-known attack scenarios 
(or	signatures)	and	compare	them	with	incoming	packets	traffic.	
There are several approaches in the signature detection, which 
they differ in matching algorithm and representation employed 
to detect the intrusion patterns.

2. Anomaly based IDS
Anomaly-based IDS attempts to detect activities that differ from 
the normal expected system behavior. This detection has several 
techniques, i.e.: statistics [25], neural networks [26], and other 
techniques such as immunology, data mining [27-28], and Chi-
square test utilization [29].

3. Specification based IDS
The	specification-based	IDS	monitors’	current	behavior	of	systems	
according	to	specifications	that	describe	desired	functionality	
for security-critical entities [30]. A mismatch between current 
behavior	and	the	specifications	will	be	reported	as	an	attack.

D. Conclusion
The mobile ad-hoc networks are prone to suffer from malicious 
behavior because of their inherent characteristics like mobility of 
nodes and frequent changes in topology due to movement of the 
nodes. Of particular concern is denial of service attacks making the 
service unavailable to its intended user. These DOS are related to 
the protocol being used by the MANETs. Although considerable 
effort has been made to understand, detect and prevent these 
attacks, yet because of continuous evolving nature of MANET 
we	have	to	remain	on	our	toes	and	try	to	find	out	means	and	tools	
which can eliminate this malicious threat.  
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Review Table 1: Detail of Journals From Literature

AUTHOR NAME APPROACHES USED RESULTS AND DISCUSSION

Zhang and Lee Distributed and cooperative 
anomaly-based IDS

The	researchers	in	this	paper	were	able	to	find	anomaly	
based on the MAC as well as application layer with 
detection rate close 99% and false rate around 1%

Huang and Lee Cluster-based IDS

Huang	and	Lee	‘s	finding	also	suggest	that	their	IDS	is	
highly effective and is able to even detect some times 
abnormal behavior 100% with zeros false rate  and has 
covered 3 attacks

Deng et al. Two distributed intrusion 
detection approaches

The author is using one the best machine algorithm to do 
and has high accuracy in terms of true positive (92%s)

Liu et al. Completely distributed 
anomaly detection approach

Liu et al. ‘a approach is also getting accuracy level of  
90%

Bose et al. Cooperative and distributed 
intrusion detection system

The	finding	of	this	paper	were	that	the	distributed	IDS	is	
highly effective

Cabrera et al.
Ensemble	of	classifiers	
obtained by training multiple C 
4.5	classifiers

In this research paper author claims effectiveness 
in	terms	of	classifier	accuracy	using	alpha	factor	in	
normalized form is 0.25

Abdel-Fattah et al.

Conformal Predictor k-nearest 
neighbor and the Distance 
based Outlier Detection 
(CPDOD) algorithms

Error	rate	for	these	classifiers	(svm,gmm,naïve,linear	
and	mlp)		have	found		.	It	is	clear	from	results	that	naïve	
has	highest	error	rate,	there	fore	poorest	of	all	classifiers	
used	to	find	the	cost	and	effects	of	intrustion.

Shim et al Cluster analysis technique

His	finding	have	found	that	the	clustering	analysis	is	
the most effective way to detect sink hole attack in 
manet with fair amount of accuracy as the datapoints 
information can only be learned in unsupervised form.
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