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Abstract
The security of mobile smart phones is matter of concern in the 
fast spreading world of network communications. Different threats 
to high speed phones are listed detailing the most common forms 
of attacks that exploit such common features like SMS, MMS, 
Wi-Fi and GSM networks. Attacks based on vulnerabilities in 
applications is presented taking note of flaws in web browsers, 
operating systems. Application security is detailed with various 
runtime and design time security permission assignment schemes 
under various scenarios. Smart phone application risks are 
brought to light and collaborative service model of emerging new 
applications is mentioned to say that stand alone applications may 
soon eclipse to highlight the point that security is major concern 
today in mobile industry.
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I. Introduction
In modern times smart phones are widely used as communication 
tools. It is particularly a security concern as it relates to personal 
information stored on mobile devices [1]. Within companies 
the technologies used in mobile computing bring profound 
changes in organization of information systems and hence they 
become source of risk. In fact, smart phones collect and compile 
an increasing amount of sensitive information to which access 
must be controlled to protect the privacy of the user and the 
intellectual property of the company. As processing speed of smart 
phones is gradually becoming comparable to computers, they 
are increasingly made preferred targets of attacks. These attacks 
exploit weaknesses related to smart phones that can come from 
means of communication like SMS, MMS, Wi-Fi, and GSM. The 
primary attacks exploit software vulnerabilities in both the web 
browser and operating system. Finally, it has to be noticed that 
there are different types of malicious software that rely on the weak 
knowledge of average users. Various security counter-measures 
are being developed and applied to smart phones. These cover 
security in different layers of software to the dissemination of 
information to end users. Best practices are to be observed at all 
levels, from design to use, through the development of operating 
systems, software layers, and downloadable applications.

Fig. 1: Smart- Phones Becomes End-Points of Both the internet 
and Telecom Networks

II. Mobile Security Threats [1] 
Smart phones are devices for data management, therefore they 
may contain sensitive data like credit card numbers, authentication 
information, private information, activity logs (calendar, call logs)
[1]. An user of mobile phone is exposed to various threats that can 
disrupt the operation of the high speed mobile device, and transmit 
or modify the user data. For these reasons, the applications deployed 
there must guarantee privacy and integrity of the information that 
has to be handled with security. In addition, since some apps could 
themselves be malware, their functionality and activities should 
be limited (for example, accessing location information via GPS, 
address book, transmitting data on the network, sending SMS that 
are charged, etc.).The source of attacks is the same actors found 
in the non-mobile computing space.

III. Types of Attacks
Certain flaws in the management of SMS and MMS are used by 
some attacks [1]. Some mobile phone models have problems in 
managing binary SMS messages. It is possible, by sending an 
ill-formed block, to cause the phone to restart, leading to denial 
of service attacks. If a user with a Siemens S55 received a text 
message containing a Chinese character, it would lead to a denial 
of service. In another case, while the standard requires that the 
maximum size of a Nokia Mail address is 32 characters, some 
Nokia phones did not verify this standard, so if a user enters 
an email address over 32 characters, that leads to complete 
dysfunction of the e-mail handler. The attack exploits the delays 
in the delivery of messages to overload the network.
Another potential attack could begin with a phone that sends 
an MMS to other phones, with an attachment. This attachment 
is infected with a virus. Upon receipt of the MMS, the user can 
choose to open the attachment. If it is opened, the phone is infected, 
and the virus sends an MMS with an infected attachment to all 
the contacts in the address book. There is a real world example 
of this attack: the virus Commwarrior uses the address book and 
sends MMS messages including an infected file to recipients. A 
user installs the software, as received via MMS message. Then, 
the virus began to send messages to recipients taken from the 
address book.

IV. Attacks Based on the GSM Networks [1]
The attacker may try to break the encryption of the mobile network. 
The GSM network encryption algorithms belong to the family 
of algorithms called A5 which is not openly tested due to legal 
restrictions on encryption schemes. Once the encryption algorithm 
of GSM is broken, the attacker can intercept all unencrypted 
communications made by the victim’s smartphone.
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A. Attacks Based on Wi-Fi

Fig. 2: Access Point Twins 

B. Access Point Twins  
An attacker can try to eavesdrop on Wi-Fi communications to 
derive information (e.g. username, password)[1]. This type of 
attack is not unique to smart phones, but they are very vulnerable 
to these attacks because very often the Wi-Fi is the only means 
of communication they have to access the internet. With limited 
opportunity for input user might define short encryption keys 
that can be easily broken by brute force attack. A solution to this 
is use of new protocols like 2WPA.As with GSM, if the attacker 
succeeds in breaking the identification key, it will be possible 
to attack not only the phone but also the entire network it is 
connected to. Many smartphones for wireless LANs remember 
they are already connected, and this mechanism prevents the user 
from having to re-identify with each new connection.  However, 
an attacker could create a WIFI access point twin with the same 
parameters and characteristics as the real network. Using the fact 
that some smartphones remember the networks, they could confuse 
the two networks and connect to the network of the attacker who 
can intercept data if it does not transmit its data in encrypted 
form. Lasco is a worm that initially infects a remote device using 
the SIS file format. SIS file format (Software Installation Script) 
is a script file that can be executed by the system without user 
interaction. The Smartphone thus believes the file to come from 
a trusted source and downloads it, infecting the machine. 

C. Principle of Bluetooth-Based Attacks
Security issues related to Bluetooth on mobile devices have 
been studied and have shown numerous problems on different 
phones[1]. One easy to exploit vulnerability: unregistered services 
do not require authentication, and vulnerable applications have 
a virtual serial port used to control the phone. An attacker only 
needed to connect to the port to take full control of the device. 
Another example: a phone must be within reach and Bluetooth 
in discovery mode. The attacker sends a file via Bluetooth. If the 
recipient accepts, a virus is transmitted. For example: Cabir is a 
worm that spreads via Bluetooth connection. The worm searches 
for nearby phones with Bluetooth in discoverable mode and sends 
itself to the target device. The user must accept the incoming file 
and install the program. After installing, the worm infects the 
machine.

V. Attacks Based on Vulnerabilities in Software 
Applications

A. Web Browser [1]
The mobile web browser is an emerging attack vector for mobile 
devices. Just as common Web browsers, mobile web browsers are 
extended from pure web navigation with widgets and plug-ins, or 
are completely native mobile browsers.
Jail breaking the iPhone with firmware 1.1.1 was based entirely on 
vulnerabilities on the web browser. As a result, the exploitation of 
the vulnerability described here underlines the importance of the 
Web browser as an attack vector for mobile devices. In this case, 
there was a vulnerability based on a stack-based buffer overflow 
in a library used by the web browser (Libtiff).
Vulnerability in the web browser for Android was discovered in 
October 2008. As the iPhone vulnerability above, it was due to 
an obsolete and vulnerable library. A significant difference with 
the iPhone vulnerability was Android’s sandboxing architecture 
which limited the effects of this vulnerability to the Web browser 
process.
Smartphones are also victims of classic piracy related to the 
web: phishing, malicious websites, etc. The big difference 
is that smartphones do not yet have strong antivirus software 
available.

B. Operating System [1]
Sometimes it is possible to overcome the security safeguards by 
modifying the operating system itself [1]. As real-world examples, 
this section covers the manipulation of firmware and malicious 
signature certificates. These attacks are difficult.
In 2004, vulnerabilities in virtual machines running on certain 
devices were revealed. It was possible to bypass the byte code 
verifier and methods to access the native underlying operating 
system. The results of this research were not published in detail. 
The firmware security of Nokia’s Symbian Platform Security 
Architecture (PSA) is based on a central configuration file called 
SWIPolicy. In 2008 it was possible to manipulate the Nokia 
firmware before it is installed, and in fact in some downloadable 
versions of it, this file was human readable, so it was possible to 
modify and change the image of the firmware. This vulnerability 
has been solved by an update from Nokia.
In theory smart phones have an advantage over hard drives since 
the OS files are in ROM, and cannot be changed by malware. 
However in some systems it was possible to circumvent this: in 
the Symbian OS it was possible to overwrite a file with a file of 
the same name. On the Windows OS, it was possible to change a 
pointer to a general configuration file to an editable file.
When an application is installed, the signing of this application is 
verified by a series of certificates. You can create a valid signature 
without using a valid certificate and add it to the list. In the Symbian 
OS all certificates are in  directory:c:\resource\swicertstore\dat. 
With firmware changes explained above it is very easy to insert 
a seemingly valid but malicious certificate.

VI. Application Security [2]     
Sandboxing and capabilities: smart phones in general use 1. 
sandboxes for apps and capability-based access control 
models.
Controlled software distribution: more control over app 2. 
security is achieved by testing apps submitted for security 
flaws and removing insecure apps.
Remote application removal: allows removal of malware 3. 
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from devices after installation
Backup and recovery: most smart phones ship with convenient 4. 
backup and recovery functions to address risks to data 
availability
Extra-authentication and encryption options: smart phones 5. 
can function as a smartcard reader, giving additional options 
for authentication and non-repudiation
Diversity: smart phones are diverse in terms of hardware 6. 
and software, which makes it more difficult to attack a large 
group of users with one virus.

VII. Security Recommendations to Usage Scenarios [2] 

A. Consumers 
Automatic locking: configure the Smartphone in such a way 1. 
that it locks automatically after some minutes. 
Check reputation: before installing or using new Smartphone 2. 
apps or services, check their reputation. Never install any 
software onto the device unless it is from a trusted source 
and you were expecting to receive it. 
Scrutinize permission requests: scrutinize permission requests 3. 
when using or installing Smartphone apps or services. 
Reset and wipe: before disposing of or recycling their phone, 4. 
wipe all the data and settings from the Smartphone. 

B. Employees 
Decommissioning: before being decommissioned or recycled, 1. 
apply a thorough decommissioning procedure, including 
memory wipe processes. 
App installation: if any sensitive corporate data is handled 2. 
or if the corporate network is accessible to the Smartphone 
then define and enforce an app white list. 
Confidentiality: use memory encryption for the smartphone 3. 
memory and removable media. 

C. High Officials 
No local data: do not store sensitive data locally and only 1. 
allow online access to sensitive data from a Smartphone using 
a non-caching app. 
Encryption software: for highly confidential usage, use 2. 
additional call and SMS encryption software for end-to-end 
confidentiality. 
Periodic reload: smart phones may be periodically wiped 3. 
(using secure deletion) and reloaded with a specially prepared 
and tested disk image. 

VIII. Epidemiological Models [3]
Modeling epidemic spreading in mobile environment has to take 
into account node mobility of new order. The growing popularity 
of mobile networks makes them increasingly attractive to virus 
writers, and malicious code targeting mobile devices has already 
begun to appear. Unfortunately, standard techniques for modeling 
computer virus propagation cannot be applied to mobile settings. 
These models fail and a new framework called probabilistic 
queuing is introduced which treats node mobility as a first-order 
concern. A network is modelled by multiple queues which emulate 
the skewed connectivity levels common in mobile environments. 
Each queue represents a separate epidemiological population, and 
as nodes shuttle between ques,they bring their infections with 
them. 
Traditional epidemiological models fail to capture the unique 
topological properties of mobile networks. Node mobility 

introduces non-homogenous connectivity distributions that can’t 
be represented using a simple average. Mobility also creates 
continual chum in each node’s neighbor set.It has been shown 
in a new epidemiological framework that queue abstraction can 
be used to model important phenomenon. Thereby showing that 
probabilistic queuing offers more accurate predictions than the 
standard Kephart-White model

IX. Smartphone Security [4]
Smart phones often contain valuable information such as credit 
card data, bank account numbers, passwords, contact data, and 
so on. They are often the user’s primary repository of personal 
data because they are carried around all the time and are always 
available. Users sometimes protect sensitive information by storing 
it in an obfuscated form (see example below). Business phones 
often contain corporate emails and documents and may contain 
sensitive data. In the case of scenario H the impact is very high, 
because the smart phone could contain classified information, e.g. 
classified email. most apps have privacy settings for controlling 
how and when location data is transmitted, but many users are 
unaware(or do not recall)that the data is being transmitted, let alone 
know of the existence of the privacy settings to prevent this.
Application Security models: Android vs iOS [5]

Fig. 3: Using Covert Channels to Subvert the Android Sandbox 
Permission Model

According to Nielsen, Google’s Android is the most-used mobile 
OS, followed by Apple’s iOS. The threat level varies between the 
iOS and the Android environments, due to their app-distribution 
models. Because iOS apps are distributed only through the Apple 
App Store, the Apple review process substantially reduces the 
threat of downloading a malicious app. This protection, however, 
is lost if a user “jailbreaks” the device and installs apps from an 
alternative site or obtains illegal apps from elsewhere.
The Android environment is more wide open. Android apps, 
although primarily distributed through the Google Android 
Market, are legally distributed by other means. There is no review 
or testing of apps, although apps require a digital signature by 
the developer. Android apps execute in a sandbox on the device 
and must ask the user for permission to access critical device re-
sources, such as GPS, SMS, and the phone dialer. Unfortunately, 
it is often difficult for a user to determine whether the requested 
permission is necessary for that app. Permissions are permanently 
attached to the app; once the permission is granted, the user cannot 
revoke it. On scrutiny the security models of iOS vs. Android, they 
can best be summed up as “trust us” vs. “trust them.”

A. Apple iOS
Apple’s “trust us” model controls security from malicious apps 
by providing only one outlet for app distribution and by tightly 
controlling the iOS Software Development Kit (SDK). Developers 
submitting apps for distribution must register with Apple to obtain 
certificates to build and deploy apps. All apps must be signed with 
the certificate assigned by Apple. Apps must be built using Xcode, 
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Apple’s own development tool, and apps may use only the official 
iOS SDK—no third-party software APIs. Apple’s development 
program requires a yearly fee (currently $99), which must be kept 
up-to-date. Apple reserves the right to revoke the developer’s 
certificate at any time, which will take any apps developed off the 
App Store and prevent the developer from distributing any further 
apps until restoring the certificate. All apps submitted to Apple 
for distribution are reviewed to ensure proper use of the SDK, 
adherence to the Program License Agreement, and adherence 
to a long list of app functionality, subject matter, and content 
requirements that include ensuring the app is not malware.
Security within iOS is fairly strong, straight-out-of-the-box, but 
the SDK does not provide additional support to make apps more 
secure. The device can be controlled through the setting of a 
4-digit pin or a password. While this security is not forced upon 
the user, organizations that use Mobile Device Management 
(MDM) software for their mobile-device fleet can force the use 
of pins or passwords, as well as the strength of those access codes. 
Alphanumeric passwords offer better protection than digit-only 
pins, as a Russian group showed in cracking the iOS 4-pin device 
locks. Additionally, iOS features an encryption capability for data 
stored by applications. By default, all “data at rest” stored in the 
user partition is automatically encrypted through hardware-based 
encryption. While this would appear to be sufficient protection for 
direct attacks against the disk, boot-ing the device with an alternate 
OS can provide unencrypted access to the disk. Applications with 
data files marked “protected” will be software-encrypted when 
stored on-disk. De-cryption keys are accessible only when the 
device is unlocked. The decryption keys are managed by the iOS 
Keychain, which is always encrypted and, unlike Keychain in the 
Mac OS X, is not user accessible.
An additional security measure is sandboxing applications and 
their data stores. Sandboxing provides an app with its own process 
space and prevents the app from accessing other process spaces. 
Apple sandboxing does not prevent malicious attacks against an 
app, but it does limit the damage done by the hacked app to other 
parts of the device. iOS apps are not allowed to start or execute 
other apps. Additionally, inter-process communication is allowed 
only through custom URL handlers, similar in functionality to the 
http:// and ftp:// URL schemes of Internet browsers.
It is easy to see how Apple’s iOS security can be summed up 
as “trust us,” given its complete control over app development 
for their platform, from the APIs and tools available for app 
development,  to the distribution process, to the device itself. SwRI 
researchers have found that these mechanisms can be broken and 
the app accessed, exposing all the data stored within. The iOS SDK 
does not appear to provide support for specific application-level 
authentication and authorization. Using an enterprise mobile-
device management system can force the use of the device lock 
to registered devices (such as using an alphanumeric password of 
sufficient anticracking strength), but apps cannot force the use of 
device locking as a requirement for installation and execution.

B. Google Android
Google took a different approach with the Android OS. Whereas 
Apple controls everything related to the app development and 
distribution process, Google developed Android as an open source 
model. Android developers are free to add to the API, use third-
party APIs, and distribute apps through any means they see fit. 
While all Android apps must be signed with a certificate, developers 
can create their own certificates without using a certified certificate 
authority. Android provides the capability for greater application 

security than iOS, but the security model is definitely “trust them,” 
as in, “do you trust the developer of the app is providing you a 
legitimate app that will provide its stated service in the manner 
described by the app developer and not try to steal information 
from you or try to damage your mobile device?” Still, Android 
is not without some basic security measures.
Android security is based on the Linux kernel model, which 
silos applications into process sandboxes that can reach out of 
the sandbox via user-granted permissions. All apps are assigned a 
Unique User ID (UID) when they are installed. However, un-like 
Linux, this UID is truly unique to each app rather than to each user 
on a Linux system. Any data the app stores on the device is tagged 
with this UID, and an app can access only its UID-tagged data 
unless granted extra-sandbox permissions to other data sources. 
Unlike iOS, Android applications can share resources and data 
through the declaration of permissions.
Android grants permissions to resources on a per-application 
basis during the installation of the application. The user is given 
a one-time option to install/not install the application after 
reviewing the resources requested by the application, thereby 
granting all the permissions or not installing the application at 
all. Applications requiring dangerous combinations should not 
be installed. For example, it may be legitimate for an application 
de-signed to provide current weather conditions to request access 
to GPS and networking so the user does not have to continuously 
input a location; but if the application also requests access to 
telephony (i.e., dialing phone numbers), a red flag should be raised. 
Unfortunately, the stock Android OS does not currently support 
selectively granting permissions at install time; however, third-
party add-ons have begun implementing this feature. Permissions 
cannot change once the app is installed. This does help as once 
installed, an app cannot grant itself additional permissions.
A savvy user aware of the dangerous combinations of resource 
access can significantly reduce the security threat to their mobile 
device. However, one research effort demonstrated how to 
subvert Android’s sandboxing-and-permission model through two 
colluding Trojan-packaged applications using a covert channel. 
The first application requires permission to the microphone and 
is enticing to install. The second application requires permission 
to networking, and its installation is launched by the first. Access 
to microphone and networking is a dangerous combination if 
requested by a single application. The Trojan in the first application 
pulls out sensitive data, such as credit card and PIN numbers, 
using sophisticated tone-and-speech-recognition algorithms. 
After extracting the sensitive data, the first application changes 
the vibration settings (covert channel) on the phone, which then 
triggers notifications to the colluding second application, as shown 
in fig. 1.
Accessing vibration settings does not currently require any 
permission and does not leave any traces. Through its net-working 
privileges, the second application then transmits the sensitive data 
to the interested party. This approach is attractive, because high-
value information is extracted locally on the phone, significantly 
reducing the amount of data needed to be transmitted to and 
processed by the malware master. To mediate this vulnerability, 
the authors of this research suggest Android restrict covert 
communication through event notification.Since Android is an 
open API designed to run on a wide range of hardware, whole-
device encryption is not provided by default unless it is an added 
feature of the phone maker or carrier. With Android 3.0, full-
device encryption is now available and being implemented by 
some MDM providers.
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X. Application Risks and Vulnerabilities
Users are not always aware of all the functionality of Smartphone 
apps [6]. Even if they have given explicit consent, users may be 
unaware that an app collects and publishes personal data. Location 
data, for example, is often used in social networks – in messages 
or uploaded photo metadata, in augmented reality apps, micro-
blogging posts, etc. Most apps have privacy settings for controlling 
how and when location data is transmitted, but many users are 
unaware (or do not recall) that the data is being transmitted, let 
alone know of the existence of the privacy setting to prevent this. 
Unintentional disclosure of location data may help attackers to 
track and trace users and so allow, for example, stalking, robbery or 
the hijacking of trucks containing valuable goods. A fundamental 
underlying vulnerability is the difficulty of collecting meaningful 
consent for the processing of all the personal data available on 
a Smartphone. Certain types of data collection naturally lend 
themselves to integration with user consent, without having to 
assume the persistence of a decision. For example, file upload 
involves the user in selecting the file and thus giving consent (to 
that file being uploaded) as an integral part of the process. Other 
types of data are more problematic and location data is a good 
example, as it is not feasible for the user to have to consent every 
time a new location is disclosed. Example: Location data is often 
included in image

XI.Mobile Security - Application Layer
The mobile security stack can be broken up into four distinct layers. 
The lowest layer of the stack is the infrastructure layer, followed 
upward by the hardware, operating system and application layers. 
These security stack layers each define a separate section of the 
security model of a smart phone or mobile device.

Fig. 4: Mobile Security Stack 

The application tier resides at the top of the mobile security stack and 
is the layer that the end user directly interfaces with. The application 
layer is identified by running processes that utilize application 
programming interfaces provided by the operating system layer 
as an entry point into the rest of the stack. Application layer 
security flaws generally result from coding flaws in applications 
that are either shipped with or installed onto a mobile device 
after deployment. These flaws come in classes that are similar to 
the personal computing area. Buffer overflows, insecure storage 
of sensitive data, improper cryptographic algorithms, hardcoded 

passwords, and backdoored applications are only a sample set 
of application layer flaw classes. The result of exploitation of 
application layer security flaws can range from elevated operating 
system privilege to exfiltration of sensitive data. 

XII. Extended Application Security
Although the modelling of diseases is an old discipline, the 
epidemic theory was first applied to computer diseases - computer 
malware by Kephart and White (KW) in 1993[7]. The KW model 
was a homogeneous model. The malware was spreading with the 
same speed in every part of the network and nodes were cured from 
infection with the same frequency. The model also assumed that 
the underlying network of interactions was a regular graph where 
every node has the same number of neighbours. This assumption 
was later shown to be inadequate for malware spreading. Pastor-
Satorras and Vespignani discussed discrepancy between the data 
of virus spread on the Internet and theoretical results of the KW 
model for homogeneous networks. They introduced a model that 
underlines the influence of degree heterogeneity in the networks. 
At that point, the influence of topology in the application of 
epidemic theory in computer networks became an important issue. 
This started spreading over on-line social networks, emphasizing 
the importance of underlying structure. The protection strategy 
can be an antivirus software, with its signature quality and the 
speed of response to new virus strains. An important property 
of a protection strategy is the frequency with which the host is 
checked and secured. Several factors influence the choice of the 
protection strategy, most notably the significance and value of the 
protected information, the probability of infection, the overhead 
of employing the protection strategy and its (monetary) price.
Mobile phone applications are shifting from stand-alone designs 
to a collaborative (service) model. In this emerging environment 
applications expose selected Internal features to other applications 
and use those provided by others. In the latter case, applications 
simply search and use appropriate providers of a service type 
at runtime, rather than bind itself to specific implementations 
during development. This allows a rich culture of “use and extend” 
development that has led to an explosion of innovative applications 
marking permanent halt to vviruses like Brador which  spread 
only through traditional application-level vectors like email 
attachments and data downloaded from the web.
The best way to keep mobile apps safe is to secure the services 
they connect to. But these apps and the devices they run on are 
vulnerable to attacks[9].while most client-server applications 
ran within the confines of a LAN or corporate WAN, mobile 
apps are running outside of the confines of corporate networks 
and are accessing services across the public Internet. That makes 
mobile applications potentially huge security vulnerabilities—
especially if they aren’t architected properly and configured with 
proper security and access controls. One of the key elements of 
security design in mobile applications is making sure that the 
client—the phone app itself, or the browser app—does very little 
processing.
The most basic bit of hardening required for mobile applications 
is to encrypt traffic to the backend—at a minimum, by using 
Secure Socket Layer (SSL) encryption. But SSL by itself isn’t 
enough because of the nature of how mobile devices connect. 
Many smart phones will automatically connect to available open 
Wi-Fi networks they remember, making it relatively easy to get 
them to connect to a rogue device that can act as an SSL proxy, 
decrypting and re-encrypting traffic while recording everything 
that passes through. While SSL is usually a defense against 
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attacks on browser-based sessions on PCs, some mobile apps 
are vulnerable because they rely on Web Kit to handle SSL. Web 
Kit doesn’t fail by default with bad certificates like those used in 
“man in middle” (MIM) attacks. It sends an error message to the 
app that a cert is bad, and lets the code decide what to do about 
it. In some cases, to get around errors, apps get set to accept any 
cert, so they’re vulnerable to MIM attacks.    

XIII. Conclusion 
Android, BlackBerry, iPhone or Windows Phone 7 Smartphone 
security may follow cautions listed below in their operational 
environment.

There’s software to remotely lock smart phone or wipe it 1. 
clean of all information in it.
Download an app that helps to find lost or stolen phone. 2. 
Follow point 1 if it is lost or stolen.
It is harmful to click on links in text messages or emails if 3. 
sender isn’t known or they look suspicious.

There are several other strategies to enhance mobile application 
security including [8]

Application white listing• 
Ensuring transport layer security• 
Strong authentication and authorization• 
Encryption of data when written to memory• 
Sandboxing of applications• 
Granting application access on a per-API level• 
Processes tied to a user ID• 
Predefined interactions between the mobile application and • 
the OS
Requiring user input for privileged/elevated access• 
Proper session handling• 
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